2021 £ ERRIV R REART (FFEREZE)
Mg R ETE A EHITE DRl

A-1 %5 — BFZ4LmE (Windows, Linux)

AR 42 Windows. Linux #ERH#THNIRE, EE5KF
R I

1. %4 5% w, (Windows, Linux)

al. EHRELNEAHBHEREANEFE., HF. ®AFH
(Windows), ¥ HFWLAFE&EREERNBEKRRE T wE A E:

21|

FMESEE | |
jl ERbnTEEREER

+ 2BH (E)
C 2EAE

e By | mAw |




a2. AL R s L E Bt R ANE F/ . BF . BFHRFA (Linux),
¥ /etc/pam. d/system—auth 8o & SO %t fr B9 E 42 K

Ipassword requisite pam_cracklib. so try_first_pass retry=3 ucredit=

bl. &/NEHKEFDT 8A-F & (Windows), H % 4K E &/ MEH
JB VD E T A A

=8 ke ME EH

b2. m/INFHKE L DT 8 MNFH (Linux), ¥ /etc/login. defs

AL B SO R AL B A



PASS_MAX_DAYS 99999
A IIN_DAYS (

ASS MIN_LE! 8
> 'Il'.' { E o

f WARIN 4 L L

2. B R K g

a. WEKFHERMEAN 6 KREZHMEKF, SUErE A 1 44,
EALIK P BE T B E N | 2425 (Windows) |, ¥ Ik P 412 K es B &
FEEA:

(CERE, XEMERENA 6K, BEFHE A 5 K HMN At
)
=lol x|

) BEW B/EEW EEIMm
&= 2==2

S %eRE TR =
=ca W P 1AW
A G L5 P E e 6 RAEMEF
STRER £l o - : AnE
Ca ARIMhEERE
U BEEESE Windows [RAEE %
O Mk IR E R 5okl

O A 4HSRRE

| Bt PR IR RE

) R FRE AT SR

= & Ip T2HRE, E A B
U SR EE R AR R

l | 2]
| | |

b. — 28 AR ALHF 5 RERAK, T 5K, BXRKTUMUE 1 24

(Linux), ¥/etc/pam. d/login BL & SCHF X M e S & B . (&,

AT RKPE, O EHRAER A 6%, REFH 4 5XUT



auth requisite pam_tally2.so deny=6 unlock time=60

3. fl P& 4% 2 (Windows)

a. ZE R FE KRB HI R EE = 7 SMB iR %%, ¥ Microsoft W
KE P BRMENELLZEE =7 SMBREEHWBELTER |
B A

Bicrosoft PURE W HEMEMSOEEHNE—FH S8 2] x|
FiE2RE | |
_i- mﬂuﬁtﬁ%EFm I ar S e e

TRE By | ERw |

b. RAREKF, FILREMF 7 FEHENRT FIHANEKF,
KK P REKFRSHEERE T R:



o RERPRE Bt

A2 A RpZELKZE (Windows)

4. XA ARG EREWAFTUE M, FR0: FREUAFRT
T B B B A



Xl FARERATFREXA B

BEILAJGARERNERLTRA, FRI: LHERREREX
Y IE LT ok H oY B P B B T A A



AL AHRRHFTRNER FEE B

6. 25 b BB R F 57 17 BT R WA A A R Uik, IR B ER G
RV R F 5T 17 R R B A A B R UM ke B LB E R E A A



e EEdE: firics B hiolNia RS M e R e

T.EED R EREFKNAF 4, $REXEF: T 2R GE0H A
P 4 0 B T B A



*EAEE: FEREENARE EH ] ed b4
FEEE | |

;il EEGE TEhaREtIEAE

" 2ZEM E)

HEE mE | mmw |

A-3 %= REZEMMBEH (Windows, Linux)

8. 4 Z www. chinaskills. com %5 &, 7& C:\web Uk A 6 &
%4 A chinaskills. html BER, EWERAE “HEKA 2021 F
AEIRVE AR E” , B R AFEA SSL B REXRAE S (5
% A www. test. com) FRIATIE, WML NI E R EAA:



st 02020 0 20x|

A | 3 ; TP it | g1z FQ. ..
https www. test, com 443 192. 168. 1. 100 (s (B
| mE® |
B ©)
«| | i3
#70 |

9. T It X MARFRE B R P E B, AL FHE K SSH
(Linux), ¥/etc/ssh/sshd config Bt & ST 5 &f iy o 26 4 2% &

= To disable tunneled clear text passwords. change to no here
#PasswordAuthentication yes

=PermitEmptyPasswords no

PasswordAuthentication no_|

=RSAAuthentication ves
Authentication yes
=AuthorizedKeysFile .ssh/authorized_keys
#AuthorizedKeysCommand none
#AuthorizedKeysCommandRunAs nobody

A-4 £ =4 K (Windows)

10. MAEFHIXHRAANLE M FEFR, TEEE
tr, FESEE-RAERF (KA. T2E) BREFmHHE:



HEEY#] - EAERF C3: EEM)

%&wﬂuﬂhxﬂ%M%ﬂntﬂMﬁwﬂM@gﬂﬁpp&xﬁmuwm |

A-5 4 H AR % fmE SSH\VSFTPD\IIS (Windows, Linux)

11. SSH A %A & (Linux)
a. SSH 2= Ik root | P imE & F, F/etc/ssh/sshd config BE & O
o X R N R R T

#LoginGraceTime 2m
#PermitRootLogin yes
PermitRootLogin no]
#StrictModes yes
#MaxAuthTries [

b. & root Al Pt XIS, B RKF L 7:50 B 317 B SSH i %,
22:50 % W ; & & <89 7:30 E#H B 3 SSH R %, 1# A 4 4 crontab -1,



¥ED s REE;

[ rootelocalhost ~|#[crontab —U]
SHELL=/bin/bash

PATH=/sbin:/bin: /usr/sbin:/usr/bin
MAILTO=root

HOME=/

For details see man 4 crontabs

Example of job definition:
minute (0 - 39)
hour (0 - 23)

.———— day of week (0 - 6)

|
= * *= *
=

= *

root service sshd start
22 * * * root service sshd stop
30 7 * * 6 root service sshd restart
[rootalocalhost 17 N

OO A e e e

day of month (1 - 31)
month (1 - 12) OR jan.feb.mar.apr ...

(Sunday=0 or 7) OR sun.mon. tue.wed. thu. fr

user-name command to be executed

c. 152 SSH AR %3 B 4 2222, 1 44 netstat —anltp | grep sshd

% SSH ik -3 0 12 &,

[root@localhost Desktop]# netstat

tcp 0] 0 0.0.0.0:2222
tcp e 0 :::2222
[root@localhost Desktop]# |J

12. VSETPD R %A & (Linux)

¥ E D &R,

-anltp | grep sshd
0.e

.0.0:* LISTEN 3710/sshd|
LISTEN 3710/sshd

a. WEKIEEENARKE N 2 24, #/etc/vsftpd/vsftpd. conf

BE B U1 X B B AR

#idle_session_timeout-600

= You may change the default
ata_connection_timeout=120

1

#nopriv_user=ftpsecure

P jﬁ)\ s

b. W E 3 R ARMA P R AL W EE N N,

You may change the default value for timing out an idle session.

value for timing out a data connection.

It is recommended that you define on your system a unique user which the
ftp server can use as a totally isolated and unprivileged user.

64,1

45?

/etc/vsftpd/vsftpd. conf B & >CHF b ey 32 & K. 1000000 =,




1048576 34 ]

pasv_enable=YES
pasv_min port=50000
pasv_max port=60000

local_max_rate=1048576
A - 127,23 JFE:

13. TIS #mE (Windows)
a. 7 A SCHF O TRR A S W 48 R £ 2 1R B U, 221E TIS X 4
HWE, FRE A E:

F:\inetpuh\wwwruut}fsutil 8dot3name set 1|

b. & M TIS # WebDAV 3/ RE 3 58 W b 19 & -1k, K £ =T 5 B2 A :

(i) HebDAY THAEEEEF] o

R ANEEA. . .
JBF WebDAV

WebDAY 185, ..

© #ah
e

A-6 £ 4~ B oK% % (Linux)

14. 5 254 % 5k B 172.16. 0. 0/24 & 35 W EX 89 DNS #8418 sk 2%



¥EH, B iptables B2 & & 42 & :

iptables -A FORWARD -p udp |--dport 53|-s[172.16.0.0/24] - j| ACCEPT|
Tl

15. 2 P T4 ping &4, ¥ iptables BCE &4 & H:
iptables -A|INPUT -p icmp|--icmp-type 8 =j
16. Z=1EAAM ping FEEAALE, ¥ iptables B & 442 & :
ibtables -A [OUTPUT][p icmp|--icmp-type echo-reply —j-

17. 25 F 23 3% 0, ¥4 iptables IL & & 4 & &

iptables -A INPUT -p |[tcp --dport 23| -j DROP
iptables -A INPUT -p |udp --dport 23| -j DROP

18. 25 k% % 5k B MAC #u ik % 29: 0F: 29: 27:65: EF £ ALEVEE &,
¥ iptables It & & 4 & K

| rootalocalhost ~|= iptables -A[FORWARD [-m mac|--mac—source 3”:”E:2“:27:Hn:EF|—j!7
DROP
[ rootalocalhost ~1= |

19. A F5 4 IP # 5 %k, W & iptables B k35 R es [R & IP #% 4
g, A FEDATE 1000 /), ¥ iptables B & 442 &

[rootelocalhost ~]# iptables -A FORWARD -f -m Llimit [--limit 1000/s |--limit-burst [
1000 -j ACCEPT
[rootelocalhost ~1% |j

20. 5 1k SSH R %% & /1A%, % & iptables B K 3E F 85X 1
¥F 172.16. 10. 0/24 P EX A 4 £ 438 3T SSH #F FEAM, ¥ iptables I
oA AE:

[rootelocalhost ~1% iptables -I INPUT -p tcp -{dport 22 -s 172.16.10.0/24]-j ACCE
PT
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