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RAREHEATNBECLEN) . Z2HEEERTFZD (A) ERfEREER
(HEX B 74 ) f “ABCDXX” , HAF XX REXRHFIRTHT .

B

PARE P REFEHEAT, EEEHHE LA, FEABHE 2,
BEZABBE AN, BRPaeABRIARS, HEHNS, WEHIETHE
Mg —HE R “1245017 .

10

E% 9 A FHEENE

AT F4 MEAL, BIESH 8 69 RA#AT
NEBAE, REEHRPHE BB FE,
ERAFBIENET X, RIANEEKRE
B AT E B

1. AZZAF4B, IS8 FZYRERLTAEN (B) BN AEH
BERHEHATR S, FHITR 4LﬁaﬁaX% AFWEEME.

2. ABRBEERE S FEMLENRA:

BApEHEERG OFANEE A (BFFE: DT)

BepEEERGIHNFEB (BARA: FT)

BEZHERGLHNEEC (RIFA: 66)

BApEEERGIHANFED (BIFEA: G4)

Bliw: = AK—". BEHEN. 8 (EEFH) =4 ZREAN. BA
EWA, AZRERBELEN 14, #TR4EHE, R 2, WEEKAF
FEFEC.




= RENEBMLER

FE FELR ExiwE &4
01 & e W AT R c7 HAFHE C6 &
02 BN Sh AR B G5 | W\ EH 5] FS &L
%Iz BB AR & _
03 W0 BS B FE#E B6 A
2tz BB AR & _
04 62 B F2 A
W () Do FEEE F2 4
05 FEBEAZY E1 214N D2 &
06 ERHREETLT (A) ES 25 ¥ m D6 A
07 EHREETL (B) C3 25 ¥ m B2 &
08 BRARMEE T (C) E3 E5 KT8 D2 4
09 E R HEE S (D) E3 E 5| F2 4
10 FRETEY A3 B FFEE B3 A&
11 ol RN R Al IE w1 B2 4
B AHAEIEH W D4
12 Bk (A 3 ;
wamEh (L) b o B AR AR T A B
B B AHBIEIEH E B2
13 AT (B C1 ;
w&HSH (B) b B R AR AT O
y NEm . AEHEE BT &

FT7 T TR




W, ERFEMEFEHE

EZ2H
SRR-B




HARALIE T 7E—AES

—. AES fm5 3R

S AL op el e % AR (Advanced Encryption Standard, AES), R Rijndael An%s
. ZHEE A B A% K Joan Daemen 1 Vincent Rijmen fiikit, HE&WAEHENL F,
VLRI jdael 24 a4 . b5 AL R 56 [ Bk AR HOR R R B — b X Sk 5 Am v . X AMAR B R RR
SE#1 DES (Data Encryption Standard), EA#Z F oM H)” AR EH. 2R FH
BAMAR, SRS A R EE R A E S EARR R (NIST) T 2001 411 f 26 B XA T
FIPS PUB 197, JF7E 2002 48 5 F 26 H i A A R MAcAE. 2006 48, & Foim B 45 B4R Ak A
PR 5 P ORATINH R 2 —
. AES e

AES s HARRIERZIEHA X hE T4, FAKEMSE, BT —HAHE, AW

1 ARG = 4 SR BN A B XARE B (LU R EAR Y X)), H 80 R 77 b Ay IE 7 4B
TR T (UTHRRSER ). RSEETFTHIREALIT. AEZAEKKHET.

2. R SEHKE (UTHEERAXEK) AR 128, WFE#ITFVHEL. H
AN : FEHETHFHRKE= (128 — PiXfrk) + 8, FAREHARTTHKEMNTAS
BRALPEAT 22 (49 X=0123456789ABCDE, W1 SX K& 4 120, #k 1 AT, MW %= defr b 0x01),

3. ¥4 K= “abedefghi jklmnop” (k 4 E E &4 ), N K0= ‘a’, K1= b’ ..., KI5= p’.
S K WA T4, XEHEME W0l = 0xK0K1K2K3 = 0x61626364, W[1]. W[2]. W[3] DAk
KA. W41 AY REH, 4y BEANHESLAXWT: (HF rcon Y FE, # L Reon
WER SETSE, WL ABSAHESE.)

fit: Rcon # &%k (16 Ht#H)

i 1 2 3 4 5
Reonl[j] 01 00 00 00 02 00 00 00 04 00 00 00 08 00 00 00 10 00 00 00
j 6 7 8 9 10

Rcon[j] 20 00 00 00 40 00 00 00 80 00 00 00 1B 00 00 00 36 00 00 00




M: AES AR S &

7% o 1 2 3 L) 5 6 7 8 9 A B c D E E
0 0x63 Ox7c Ox77 Ox7b Oxf2 Ox6b Ox6f Oxcdb 0x30 O0x01 Ox67 Ox2b Oxfe Oxd7 Oxab 0x76
1 Oxca 0x82 Oxc9 Ox7d Oxfa 0x59 0x47 Oxf0 Oxad Oxd4 Oxa2 Oxaf O0x9¢ Oxa4 Ox72 OxcO
2 Oxb7 Oxfd 0x93 0x26 O0x36 Ox3f Oxff Oxcc 0x34 Oxa5 Oxe5 Oxf1  Ox71 Oxd8 0x31 0x15
3 0x04 Oxc7 O0x23 Oxc3 O0x18 O0x96 0x05 0Ox9a 0x07 O0x12 O0x80 Oxe2 Oxeb O0x27 O0xb2 0x75
-+ 0x09 0x83 0Ox2c Oxla Ox1b Ox6e O0xba O0xa0 0x52 O0x3b Oxd6 Oxb3 0x29 Oxe3 Ox2f 0x84
5 0x53 Oxd1 O0x00 Oxed 0x20 Oxfc Oxb1l Ox5b Ox6a Oxcb Oxbe O0x39 Ox4a Oxd4c 0x58 Oxcf
6 Oxd0 Oxef Oxaa Oxfb O0x43 Ox4d O0x33 Ox85 0x45 Oxf9 Ox02 Ox7f Ox50 Ox3c O0x9f Oxa8
7 0x51 Oxa3 O0x40 Ox8f 0x92 O0x9d O0x38 Oxf5 Oxbc Oxb6 Oxda Ox21 O0x10 Oxff 0xf3  Oxd2
8 Oxed OxOc O0x13 Oxec Ox5f 0x97 0x44 O0x17 Oxc4 Oxa7 Ox7e 0Ox3d O0x64 0Ox5d O0x19 0x73
9 0x60 0x81 Ox4f Oxdc O0x22 O0x2a 0x90 O0x88 O0x46 Oxee O0xb8 O0x14 Oxde Ox5e O0xOb Oxdb
A Oxe0 0x32 Ox3a Ox0a O0x49 Ox06 Ox24 Ox5c Oxc2 Oxd3 Oxac Ox62 O0x91 O0x95 Oxed4 0x79
B Oxe/ Oxc8 O0x37 Ox6d Ox8d Oxd5 Oxd4e Oxa9 Ox6c 0x56 Oxf4 Oxea 0x65 Ox7a Oxae 0x08
C Oxba 0x78 0x25 O0Ox2e Oxlc Oxa6 0Oxb4 Oxc6 Oxe8 Oxdd O0x74 Ox1f Ox4b Oxbd Ox8b Ox8a
D 0x70 Ox3e Oxb5 Ox66 O0x48 O0x03 Oxf6 OxOe Ox61 Ox35 Ox57 Oxb9 Ox86 Oxc1 Ox1d 0x%e
E Oxel Oxf8 0x98 0x11 O0x69 Oxd9 Ox8e O0x94 0x9b Oxle Ox87 Oxe9 Oxce O0x55 O0x28 Oxdf
F 0x8c Oxal O0x89 0x0d Oxbf Oxe6 0x42 O0x68 Ox41 O0x99 O0x2d OxOf OxbO 0Ox54 Oxbb 0x16
wm_{wm-qgawm-n, n!= 4 H{EH
Win—4] @S[(Wn—1] <<<8)] & rcon[(n/4) —1]].n == 4 Hh{F#

FHRAGE. RSEMFNTRRBETTARBH M FH. gy X £Z27F
WHy R 4 ALENATIE, KA ZIE, BUH S & xR ATHY LR E A
5. ATHAL. ﬁ@ﬂﬁ/Amﬁﬁﬁﬁiﬁﬁﬁ LKy 128 (bit) B, R
FOMEROFH, FLIOES1TH, BLOEBLTH, FI3ITEHIFT.
6. FlRE. FUREGZHR B KRR IIN, ERATHAE SRS 5 B 2 4 AR A
KA, BEREREPRSER, FIRERRERE (16 #4)) LTk

OE | 09 | OD | OB

OB | OE | OD | 09

0D | 09 | OB | OE

09 | OD | OB | OE

7. RE . REARA 128 R A KL HRASEME T o R EHATRA T R E.



— B W4i] CRESEREE 55 V4 2R B AT R 1 (KEH A 4
FH), FHH 5 W4i+1], DLk KE,

8. ¥IRTZEFANRAERHTELA T (FXFH4. 5. 6. 7), HEWETH
EREIREENIRSER, RSEEL 16T T

9. WAEBEMITE —FINF TR, TlRAEIERMEN\ML, LIbEE. 27 B,
S&% (0, 0) fn (F, F) HHEPIMENNFFANREDNE 1. 275, REH 472
AR N, A TRHET, BEINTF T LI RED,
=. AES ju® =4

1. EE "algorithm" B xt i By 2038 4 “0123456789ABCDE”, i T4 4B K & 4% 128 (bit),
BAATHER, EAKEN 1z, BARBEN 0x01. H K7 k)5 HF HRSEE:

0 4 8 C 0x30 | 0x34 | 0x38 | 0x43
1 5 9 D |:> 0x31 | 0x35 | 0x39 | 0x44
2 6 A E 0x32 | 0x36 | 0x41 | 0x45
3 7 B | 0x01 0x33 | 0x37 | 0x42 | 0x01
RIEFR 2 FHH LA K FE, 4
W[0] = “abcd” = 0x61626364 W[1] = <“efgh” = 0x65666768
W[2] = “ijkl” = 0x696A6B6C W[3] = “mnop” = 0x6D6E6F70

(DY RE 1 REFAFTETE WML VIST, V6], W7D . BT 4 & 4 69340, maK
Wn—4] @ S[(W[n—1] <<< 8)] @ rcon[(n/4)— 1]]T &t £, HEFHELT:

1) WIBIH m R ME3R AH 8 fL: (W[4-1]1<<<8) = 0x6E6F706D;

2) ¥ 6E 6F 70 6D1EN S &My N, #Hh: 9f a8 51 3c(fl#nF ¥ K 0x6E, N & S
EHFE AT E G, 53] 0x90);

3) 4 9f a8 51 3c 5F 1 R EH#ITRHNEH, HELER: 9e a8 51 3c;

4) ¥ WI0]5 0x9ea8513c #4THHEH, M| 0x61626364 & 0x9ea8513c = 0xffca3258,

BT L4535 W[4] = 0xffca3258;

(2) BRESL 4 EHNT EAR: Wn—4] & Wn— 1183 W[5] = 0x9AAC5530,
W[6] = 0xF3C63E5C, W[7] = 0x9EA8512C; Hjih® —# Hy % 4A K. FFCA3258 9AACS5530 F3C63ES5C
9EA8512C. W[8]. W[9]. ... W[43] DLih4E.



2. WRAEENE AT TG 4 EANITE, K4 ERFE, BUL S S R8T
RN, R HTES B, EHRBHFIRSEEDT:

0x04 0x18 0x07  Oxla

Oxc7  0x96  0x12 Oxlb
0x23  0x05  0x83 0Ox6e

0xc3  0x9a 0x2c  0x7c

3. RBEMZINF HATEAS AL, SRR SEE T

0x04 O0x18 0x07 Oxla

0x96 0x12 Oxlb Oxc7

0x83  0Ox6e 0x23 0x05

0x7c  0xc3  0x9a 0x2c

4 ERAKEMELE R EEH#TIREGEE, ZREGFEHMRSEELT:

0x12 | 0x21 Ox14  0x25

0xAl | 0x20 0x28 | 0xDO
0x90  0x77  O0x2E | 0x13

0x85 | 0xDO @ 0xA5 @ 0x3A

5. ERAEREEF —BEHAEERTEMRREZE. RASEEE 74 0x12. 0xAl,
0x90. 0x85, E4H4EPE W[4] = OxFF. 0xCA. 0x32. 0x58, WEHITHRBZE B HRAE
ME—7, UK, SRBTHMEFTRRSER DT

OxED ' 0xBB @ 0xE7 0xBB
0x6B  0x8C OxEE 0x78
0xA2  0x22 0x10 0x42
0xDD ' OxEO @ 0xF9 O0xl16
6. BMITFH3. 4. 5. 6 GHRAF—RORASEYR, ¥F - HRRISEEERENE W
WAEMEMN, BREESHE 4. 5. 6, EETREBARTARSESET:
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0x9A  OxbE  0x9A 0xD5
0xA5  0xCO  0x1D 0xbh1
0xAC 0x60 0x55 OxBE
0x91 0xCA  0xAO 0x5C

7. YRS EMRES — 74T K iz E R BOE A\, KR)EFOE S[0, 0147 S[F, F1, %) 7 H
PG BRRAH T HIRES F R 0x63, 0x16, 0x7C, 0x48, O0xAC, 0x40,
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