ZEHBRVREREEEKXSE
ERARF MR L FLT

R OB K

e

(510 E)



FEREES: P —



ERAREM

I #FERIABEF, FLFRUFNEERSAELL S, FEHwHEREENHAFM
B, B M0 & RARAK. RAKFELEEERER. FREFMIAREL S
B BL IR R B R 1 L B R, L AL

2. TEMEBFAHREDAMANTHE, KFLLEFTTHREAMSRAEFER R
3.

3. TASFRSEFHNETE, BEWFEERZAW, BLrEGEMAEBEETMRT
MAERNEFEE. WRERWNFSREFETRANIA M, RAHETHERIRE
FMT, HEHMEENIUA LB TEENET.

4 ZPREFRERRHERFEMERS, BTREFLIEZFER. RAE, BE
F&EF EATH .

5. REEBHTRAGREERSARE, BFRERIBFFERATER, #H
R IR TAE. MBE RISk WIF%, MR AR E ik, FENT
AREIFERE, HiTanE, TESEAGEN, BRI R 25 #MUT & Fi%
AR, ATFHEHRHES LD ERNHELEFEREZN, EETRFNLE
BEAZC T ORTRE, ik F B AT A,

6. ZREFNEF —RKFTRMNITITGEA, TREF TR B, F—HEkTHRN
WHBT R, 2R E R EH R AR AR

1. AERFRERE, SHREFHNEAG T LA TR EEF R GAZ R T
(EREE AN SRR CRE R B

8. REAPAZFMT R 1 AT e B, HTESFEANAAE AT,
B3 SRR T AR AR AR AT IR, NUARSEALAZ d0 Al B2 B0, AT 3 b R BB ARE A
EHFRERGER, FTRMAXGTHRY, TUEEHLLE,

9. AFAR A, EXFAUFTREAZHFETXOEE A,



F—HER RANRFREHINESEDNAL REESH (F108)

—. BRHRER
AEREREREAZFEAT TAANEIANR R AR ERER (FRESE ETENABMAER ) TRBHFERRRF LS MK, BR5E %

EHERNERES LK. b, SNRAREABAFRKESERFRRETS 16 HRTFETARBEIAT X, 5 18 GHARTEHBIERANALT

LI NS N B & A e HATE R FRESFNT. ERFEFNEFES RPN THEESRR.

=, BREFX

(—) T BARBE R EES K

K5

EFWHR

THEX

% BARRAT ML BITES KA

L RFEFFROBNEINX R R RIER (LN DR EAR”) iR
B A e B, ARG TR R R A N T, EREE R RN
B, FTRHBNKRREFHE.

2. REESR: YRk e BAR L PTIR R B TR ARE AOR/NE L ORI BN T,
EER; Lk B . #0R, AREERNTEFREREATERE, SEF5W
MIRSYTRREHEEILER, SEKE. &LKEEP, AETHLHRG, &k
FH A

3. REEX: THRMFRHLRLER, THEFREMNEKR. LRG0T
TR RE, TR EFRET T MAE -3 LB ERGEHFETEER, REG%
REFE, ABRATEFLEGARGL, BINFE LT,

1




(2) HFANARGBABRFFRES R

Fe 53R E5ER
o 1 Et45AE LIS RGB LED KT e K4, ZILIT. 40T BHT. ST UF L3
ﬁi%;ggiﬁﬁgﬁi%fgﬂmmwﬁu SATRR s AL XA 1s BARL BATRA 1s BAR. AR 1s X,
! =TT RS e 2. ISR IR RGB LED KT 5 6 4T 6 5 FE A 5 b1, sk S ILAT 90 1 7
ﬂ%,m%ﬂ%%@%ﬂﬁ%
AR E LA AE T AR, BRI B TN BB S i, Wi
50 BEAHEG ﬁﬂﬁﬂ,ﬁﬁ L B R A
2 TRATFH L LB AL REEARDE Hr | 2 AEAEENTFRES, ERRAELRET, TN R EH AN
%7 A 4. U, BHAMERRED FAABET L LS EREE, WESTEA.
BAMR: XYY (XX G4, VY 5%, <7 Hale, ZEh 0, LA
iﬁ)
EAREIAE LD B LR R EERE L, Bl ELdh. ki
%\%%,Eﬁﬁ%i%ﬁ@‘&ﬁ%i%ﬁ@‘%%iﬁﬁﬁ,%i%%iﬁﬁ@
£4 3: LCD B BB 7 NAFA g R
3 FRETHRABRALHRIALD EFRAE | 2 BABRIILD BFFEFEREE, BRUIZABRIEE, SASHE
FHERE . A1 RO 100, RMEN 0 ZAEHKEAFAHE KB DA (4. . )
S 0%-100%, 3 IE A B AT s B B4 LI RGB LED T (2. %. ¥) &
P

LCD B Bt B 5 A K dn T B




44 EERENAFL
ERIEFREZ A LI EXARE R
‘L/\EJ)LEELQTD

R BOEF

. EREEENETRERAAFEREEIXAEL, BREARZN “BHIHKES
EX%E&P“w/ﬁ”O
2. BRI ITIE T ESNE T E SR Y IR L R SR A, AR <

BOEBEEEE h: XXXX LX” , FRAALANAN: “EHUmREALEERE .
Al EEFUE BEHUAIEAERE” 454, NEFHEHNFR: Yk
Hﬁé‘if)ﬁiﬁ. XXXX LX” .

%5 RRERERES BRI X
F 3R LCD 7R B 5K i I o 0 A% RE R T 2K

Wt Y A S LCD BoR B SL B B N B
‘F‘Jﬁfm H: XXX C”, BERME. FARKN.
T R R XARE R
2. BREEE>INCH, BEEFERAEANIIE, YREEEZ<
N R S

EfERBHENBHEREL, sl &
ARG EDERTFITATRE, EX

30CHt, BEET

% 6: BIEFALARAKA
TR AT 7 e e B AR R T 4 A S| B

it

A5

Wit 4 A2 L LCD B R B LB B B T A R AR OB MR E R, B R
B XX.X em” (iEZ: *2cm) ;
2. KM EEHE /NF 20cm B, RGBLED }TEY 2Tk A 5% ; A2 #E B A3t 20cm B, RGBLED
JTHY BT B, AR BE 3 A8 3t 30cm BY, RGB LED XTEN4RIT &%, #MFEH ML 40cm
EHI, RGB LED T #y B AT A& .

43 EE

% 7. AREZS VLA
B3R LCD 7R B L it B o Gm AL B U LML 4 A
%A,

. MBI LI A I AL 3 AW A E] 20000 /min (ELALRAEE A
1%m),%F%LT% LCD % 7n B LB W 7 L AL 4G 3 fn UL i 4 1B, Bk &R
WAL R T AT LA, BoRERAFAIT 2s.

3




RSB A task0l CBER x fmAREME R, v oy R ESEEE R, AR ENEK, Y4k
5%%/\55%)5’3%}}\2 WA RN,
3. &f Ul R, EA4K UL Rma4riit, Rk fodde &L En =T,

rimin

2000

1600

1200
800

400

400 800 1200 1600 2000 2400 2800 ms

L B GHEFALFEEGRERER 1,

F4% 8: GPIO #NE X & K 2, 3, 4,5, 6, 77 . c 1
ERREFFF A MEREN “1, 2, 3, 4,5, | 2 LIWBHER 556517,5565 =S
8 |6, 77 EANFE, MMM R R R (B{LHz) . |12, 5553176, 4431217, E 2' j Ez i::
R4 g s A task02 G sol 5 G3 19
A la 6 A3 220
B si 7 B3 247

B

L REKFKREAMBEERE, SREFUFIEDEBBHREK. AKX, FHEmETXARA.

2. EERNFAAEY, PREFRBEHN INFERTFTRARET, EAGITFFRADALT, BARKZER LM X FENLH LR
EHWERRET, EMEFAFETREA L 3K, ENARANEFATK, WETERAFTEZ IR, FERALERADTNEZELEH, &
RE%F HAT AL,

3. RENFERE, FRATFHIREBEREE SRS E EXEHABEME




ZEHRLEERKEKXSE
BRARFR AL ZELT

R OB K

e

(B10E)



FREY: MR-



EFREEEMN

. ZFRHRARY, ELRBAFNARREAE LS, B EWEHERXEN
W forE sk, B 00w AR, WO RUR. & ERIEL S 3 B0 & I A
B Bt B AR, m AL,

2. EEMEAFAEHE P HMEANIE, HFLHRE, THEMSFRS
FHIEH R,

3. TASERAT# A%%F BEFERERZA, FlbmFEGEAAEEE
ARTMAGREEREERE. RRERNFLRATEFHOANIA XM, AE
5%%%i%lﬁ%,ﬁ§ﬁﬁﬁwﬁiﬁo

4 ZREFRERRERFEMAS, @ THREDT L FHXEE K. HHE,
HASFRUEFHATHAR.

5. BT VT DUTE 35 FR UK W B g ML B E) % HENGR ] SR HAT R, K
Rt 5 oo, ZEAERFHREETSNAN S, RKFATE T RN RAH LT,
F B RAFMEAN 2, MR e (A 46 2 B A, AEAF T —RIUEN S
FEANANL &2 %

6. AERFHRILAWRN TN, F8# 2 KAWFN2, 2 KUFEITHES
A5 e, BRIEOR LIRS, BARTREKGARLEKRS, RETE
e ETE R RAM L ERERES, M EFHEHN EXFTERHZE,
EL%%%ﬁ%Wﬁ/%ZMaL%K%@@E%¥mo

—RFERNFLE KRG, Z5FHAFAFK PR 6 5 A8 F 09 5% 3]
ﬁmﬁ@»ﬂ IHLE BB AT AR, FTRAFRETHR LR ZHEME.

8. RELERE, SERUFNMIAG T RIARTH. M. FREFEEIFR
LIFHH, ARG TREGEAH R E TR

9. AR AAMEA, ERFAMUFTFEEIGHFHT KO AE A .



BRI MANRRNAREFREZ RHEESH (B108)

RARER
SREFREZRAGWBROERECF I RERAARINXRRNAETF, SREFFEALHEAN, ERAXFRFIFLETA (LTHEAE “A

) SANREFRFFLETB (UTER “BE”) AT EWRENA D &2 THENNE kA7 7 b T RAE TR L5

. BRHESX
F5 EHEKk VL]
% 1. AFR3
X AFBEBTLEL, ERATEZEFT BRETITEWE A ETF S Z W B iTH.
RFRTENEH, BABRET LY é’vﬁﬂ% Ai#’”ﬂﬁ DL T #4247 0: BT->B6->D6->F6->F4->D4->B4->B2->D2->F2->F1,
B, M AFRH.
4 2. A FZAFHRMT ok SR E T Co Ak, MAFEEAFTAMTERNMY FH, RHEE
) A F K B6->C6->D6—>F6 BE&ATH AR F, N | &K Fh BB AAFEE—K, FralliFFafRRmpERLE5mm fh*
M AH AR N E GOIAAEN), 2] | F—F. A FERIFHRMIVE, Tl ERAMPANFEZL EME, E6AEE
ik F6 4L, F KK
£% 3. A FIATAEF FINE Co AL AT (A) 5 F6 o S IEH B E 100mm 400mm, &4 h, A FHRNE
3 AFATHZE FO A, FRBALT Co L dSirsy | WEBEEXRZZHRELEES AES (A) EBF, WERE: £20mm,
(A) EHTHEE F6 A0 AN, Bldm: MR 123mm, KR A: JL-123

1. AF EEEERERERTHEA:

0xAF, 0x06, 0xXX, 0x02, 0x00, 0x00, 0x01, 0xBF;

Hep OxXX REB AR NIETEREET, HbFHEELE.
2. EEFHRERGRTUA:

B RE (4T 0x02)

XU Fai (45 0x03)

%5 4: AFIEFRIXE
ATATHZE FALEL, BaiEFRA, RH
4 | ERARIKAENETERRT.
ERAFHET ZigBee Y iZFEFE R BT
oA R EIF Y.

1



Bl T% (45 0x04)
ANIE EiR (485 0x05)
ZE ol (%5 0x06)
WiE K& (5 0x07)

£4 5. A FZIRELRFID 48
A Z )\ F4->B4 B & ATV B, 4R E| RFID
+, FEREREHEFAR. wHLETSRE

1. RFID & Fr3b4 3 3K, & F A $3E4 N AT 13E A %4 (0xFF, 0xFF,
0xFF, 0xFF, 0xFF, 0xFF ) B .

2. 35 RFID + jy AL BB 72 F4->B4 AAR i (& F4. B4) Z a4 b, H o
#HAXAH —5 RFID FAE A TEAARKER (B £ EBAf B EMBMNE (W
AT DT, F7. D5)) HABKFRTRAZF, WA GFa THEEL.

HATIES 6. 3. RFID Fag ¥ EHMA Ny £ 2 B E 2 NS,
ARG BB (FF8): FaD2B2IFT, HpaBEUE 1 AP AL, UK
1/NB2 &%, BEMMBMEHKE LN FI.
1% 6: AERIETC R4 LA A Ak ETC FAT (FATEE [ fR¥F RS 290 10 ) oY R 9L T @ i ETC

A T F8E B4 FA->B4->D4 HATHE, 7 F4 it
LkﬁEm%%ﬁfﬂAitﬁ%%%%ﬁﬁa
FTH AT, A FNRF|E L ETC & 4.

%45,
2. BFNITHE LTI E, B AT T A A . BRI R RA FRE, N
g 3 F A6 A 4.

T4 7. AERER
A FATHER| B2 &b, 3T REBIRBUL
PEOE T BAE, W A BT AL B AR AL

1. B BT EAARIE A n.

2. BREEEIT EATASALIL N 1.

3. EARASAIE R A r o= (h/100) %4+1 HEE B3,
EHBE, BALAHEX.

He h HEH 30

£4% 8: B & B0 5 2T RA

A F 7 B2 JL 4, ARYE RFID §* B F B4 B AT S
JE B2->B4->B6 Z [H| B4 #it, B A FIfEw
BEAR A AT Fue ey 28, i R “ZF7 )5
x M

BHERBFHATHE Fo A, 7 Fo LB 208 Rt L

1. B % R 7E AL 69 B[] AR A RE R
REFRRERFETIT (A), BHE %ﬁ
2. BERHERAFRERRE L

BAIE.

AT (A) E 5 R, FRANERE

AT (A) AFFEWBT, EFHATHEM




EEHT (A) #HNRBIER, I B E]
RAW LR EE SN E, HEETHERK
R BT (A) #HAT A,

L(ﬂ%%§ﬁ$%(8)*ﬁ%4:%ﬂ B FHF LR
2. A (—) ERABRSANFHREFHE, ARBEER Y “XVYYXY”

C:3 Xﬁ%k§m4¢ﬁ%~4?&,%K%m0¢ﬁ%~4ﬁ%,£%?ﬁ%
£ 9: BE R — % HFRFA. G, —Hm (—) EEA: “A/14SHBE”, T AMBAEH “A145B6”
; B % 4% 48 5 35 45 F6->F4->F2 4T3, 7 F2 4L | g
RAMLT G2 AR ATEN (B) LM —BAER. | 3. @@ () BENA-AHEAR, NEEUTEE: m®. KO . F©»).
IHAMBELLZEAE, (). KE ) BRUEEHAN o0, y; Hd o AES T HIBBITEEYN
EARRYL, n B4 7 FR BT AR S AT A, v M4 11 o iKY STk %
BN AT RS, —EE (=) BARTELRIEN x. flln, —&H (=) &
B A ((n*y+1)"4) /100,
4 10: BEEHE R LKL~ S B
o BEEFLA, AT AMERIKETH | SHTERETAENERAEEETEART B EMAF 9 HiRg 44 (—) &
AWK R, BHE R TRETREY D | WARE BTSSRI B EMBLE.
75?5 #(?EO
Bl BRBERBEARUENE | emd AR WARBATEE LS 5 RED ARAREAY. D6
B 7 F2 AMRIE A B NES 5 IR Ay 35
B, Bk B2 AL B EEW AR (0) | 0 - PTAE BRI R
11 2. HF A ERANFENRAEER T C AR THRE — B, A

TR B A
NILAEEE (M),
&)

A v, HEREENEFT R
R H LB R B4 (3

ENERBEFHREELSENME, BEELARIES, BEWRAEAEERE, N
g 3 FEH A 4.




% 12: A Faida

L BERITBAAEE 9 PR — 4 (—) AR,
2. EHAMAFRERE—FRA TN BERENR, ERFNTFFREAFLAML

12 AR BB, EIE| B2 A, EHERIT | £ 9 PR ARBEA ITE, AFFRES A FRATH ], N L7ER Gk F It

JB AR IB B2->D2 B 54T k. JBZ e R B, B RAE AT,

T4 13 ARTFRERHRES BRBELITEAE r.on. v x REE. Kooy, xR 16 #HBI5KE, N
13 AFMTF D24, BRI EERES | AFTIFBEA N x BN\ x WAL r 8& /. r 8\, n 61K

EHERHRE R IR, Ny AL EFXRTroon vy x WRABESEES 9.

T4 14: A BB ENE

AFATHE FL A, BWIAREE (B) FH I BRFNARFRANFEMNHAFEL T CEPEGTRE—F, FHAES

y BEH, LAz, FAEREIFENETRHANTER | ENERBFHAREECENE, AFFELAIBF, A FOREBFEKE, N

FJE (B), JFEHHE L84 R .
AFENETRE, ZEX AT RS A&
FEATEM, KA B AT E W,

WAL FEE AL,

2. AfREE (B) EARFEEEHITES A ((z+y) "n) %4+1.




= RERBHMER

F5 RELRK BHME &
01 BRELRFE (A) B1 N A B2 4L
02 e hF)E (B) F1 O\ E ] F2 4
03 | ZHRERETTIEY (A) C5 B FE 44
04 | ZHRERETTEY (B) A6 B FE 1 B6 AL
| REESH ) “ byl B R
| RERRE D © i R EANE 2
07 B ZEE S AT (A) G5 F 5 KT E Fo 4
08 Ak EfE 5T (B) E1 125 )T 8w F2 &
09 B ES C1 oY i D2 AL
10 AN G4 W9\ F 1 F4 4
11 B TR A C7 TR FEE R Co AL
12 B SLR D T AR R B3 AT B3 &
13 Bk BTC A48 B4 Bl 15 D4 4
14 & fh 3 ] C3 i i AF % C2 4
15 A BT A2 IR A 1] B2 4L
16 B LA T BTN ES R4 H G AL F BS &
17 IR Cé FR s 4 G F Co A
18 ATZHA R B7 L HAmBFEATRAE
20 RFID + f 3% Te F4-D4 fE 4 HIEEME E




W, ERFEMETFEHE




ZEHRLEERKEKXSE
BRARFR AL ZELT

R OB K

e

(B10E)



FRES: #H=



EFREEEMN

1. #FFHEIARP, ESFRFNFEREA B LA, S EHFEFRLEN
A forE Sk, HE 00w dm AR RO RUR. & ERIEL S 3 B0 & I A
B Bt B AR, m AL,

2. EERMESAFABHE T HEANE, FLEEE, THEMSE
FHIE# 7K.

3. TASRUTFHANRETE, LA FRERZA, ZLaRGEMAEET
ARTMAGREEREERE. RRERNFLRRTEFHOANIIA XM, AE
5%%%i%lﬁ%,ﬁ§ﬁﬁﬁwﬁiﬁo

4, ZRUEFTRBERRERGFEMAH, @ THREDS S FEXEE K. T,
HAFRBFEATRAR.

5. BT VT DUZE 35 FR U W B by ML B E) 5 HENGR D SR HATIUR, B
BT S o 4r, SERNERFFREAFNAN S, KA AT RN KX A NS T,
B R BB 2, s B E 46 = LA A, SRS — R &
BAMAN2H %,

6. AMBFERIAATBINIFN 2, F#H 2 KAFIE, 2 RAFEHEKA
MBI S gy, BEFHQWFETMEG. BRARTREGRGIREKS, TRTE
e ETE R RAM L ERERES, M EFHEHN EXFTERHZE,
ﬁi%%ﬂﬁ%Wﬁ/%ZwaL%K%@@E%$mo

—REFRMNIFERE, 25FNFA KR 5 A F 0 %> 5Fe
ﬁmﬁ@»i IHEB A AR SERE, FREFETLHALEREREMNE.

8. RELERE, FRUFNREIF TR AT M. HREEEEIR
LIFHH, ARG TREGEAH R E TR

9. ARBAX A, EXRFAUFFZEIGHFHTLOAE XK.



B=RR RARNRRRSTENAREZ RHEESH (B10E8)

RAEXR
AT RERERARNARGRETRETA (U “AE”) BRE AT RE R A # T3 F RN R R R 1+ 8RR T & 2
MFEFLEE, AEAEREFERNTREFE.
- RREFX
RF5 EHER A
% 1 AFRT

AFHERE G4, ERHATEI R,
FREBDZD, BHFRETHE %%ﬁﬁ
e, A IR E.

LERDLTFRIUE AN EFEE DI Z WA BT HESX.
2. A 3BT A2 4T 0 G4—F4—D4—B4—B2—D2—F2—F4—F6—D6—B6

4% 2 A FHATRERE FTITRA
AFEBENBEE TR FEHTIR

1A 2 i A AL B ] IR BT AE 5 U6, JF R IR A 4 R 4% IR 3 AR
KRR E AL b 2R T ITAR S, AR E ﬁ

2. A FPFE R TR EEREE x4 A4 G 2015 5 kT A7 4 B P18 4T, &

2 BN - F AT
ﬁ;'gfc‘;\\’?fcﬁéfgi;4*‘“[):/‘;2};;6 Pido: B3 P4 A BHGT B3 AE s BATAR S (A) BARALE
: TR, FEAEHEE W YRS EITHE, HEEESR LAY
B EE FIARE S (A) FATH AT AL
BEREN (V) LA SN %W, EPARXAMEEFRELE — D
4 3 A FIAT AR H, AREERART. FH. HF, AMHhTRHRFRF. BFFERNFR
A ZE7E F4—D4 Btk EATHE, 78 D4 ALRBIAT | B A R X FE N B0 S AR A MR AR, I BT F B Ak F1E Y £
3 FOS X estrEd (A) L %4, KBAH | F6FFERECHTTFARGER. ., RO® _EANH Ve — FAaFHHNGE
HXAME R, REH RN XFERLKEE | RFNTHEIE.
S N Y Y i B e A LT MR SUAR R B “0 A B12#34A A & BS678%E (D&Y7 .

ARRXFH: “ATEE” , WERAETEUERANEA AL 5&

1




3

k. $5 K. “0B1234AB5678CD9” . WA T . ¥ (s B MK
FEWN . FEHER, T E 19, 78 E A-Z T HEP| 51550123456 789ABCDE”
ERES 6 LS T BES T rE A%z &

T4 4: A FIATER EERIRT

AZHEBIA, ARBMRARSIHELE
TAREM (C) FRETHERELR. AFRHE
R RBERHIRKBEE R, HiEEHE %
A ERE RENAERE L.

LZYRERE TS (C) PERETRKTHER, R FFATRAR
kEHZGRELLTIT (C) EFEERANERE. EXEFRINEH
12 8, REAFF BB EREE.

2. BRI T: ZAK. B (EHK) . BF. I
AR, HAA PN ERE KT HER.

3. R BB R F4E (255,0,0) .
(255,255, 0) . s (255,0,255) . &% (0,255,255) .
(255,255, 255) .

4. BB KB Git A ABCDXX, AREEEBHBIHE, BRAXAEGHEAMEE,
CREBEZAMRE, DRETAZHAHE. XREFTAFCEAMHHE.

=~ RABERPEEEBRE LA, SEEBREID, BEEZAK
BEIAN BRYHAEZMHENS, BRI ATCEMNEEN 4, WA
HAEE K “231804”

. ER.

E4 0, 0,255) . &
B,

%8, (0,255, 0)
24 (0,0,0) .

% 5t A FHATFRRA

A T B3—B2—C2 Btk HATHE, B4
Lk%ﬁ%ﬂﬁ%Clk§%&% B RAT R
W (A) FETHFEREE. RERHE+®H
ﬁﬁiwﬁéaﬁﬁﬁﬁﬁiﬁhéﬁhéé
HEERETAEM (M) Br (FREFHE
A .

C2 4,

L2 E TS (A) FIREREER—KBKAERE, #FFE
PATHTRERANFERNNERER (ARFMAM T BT, Ly
WERE (THREEBENTSK) ., XFAFERH])

LHFEERIBEMT.

.2 ERETES (A) BRFAA N “E XYY, Hef “E”
EEAT, FlE6fuusd, XREAL FEE—NFH, YRE0 I FEE—
MF, FEHPFEE 0. A FHAREEAITIEE.




A% 6: AEHRRBERTEES
AFFEELA, AT EL AW RREEAT
Bk A RSN, BRI R HE.

L& R E xS IT B RE 48 A3 807 33 LA A0 32 B0 P

N

E% 70 A FHATAT AN A0 2 EA7 £ R A

AT D2-B2-F2 Bt HATHE, B3R F2 AL,
WHE TR T F1 A2 iz E BT E
W (B) FEREERFEL. AFRAE R +FX
AT E KA LB O ETARE, HR2GRAT
FRAERKEEE RO ENHATE
i

L2 RfERETHEN (B) FNRERFERAET I KEZE ., B
RAE RN, BFEHA SKTHE R, FREIHM XA TFERANE .
B R FREEMIAM LAREFS, BRRAE R FNRBAFSUEE D E
TAKE.

W R REATE XA HAT. A, A, k. b, &b
. BibaH. REFS.

3. EfG A HAT AR E, TRRA WA EE R AT AT WA R
DETAHE.

4BOBATABEAN A FNERT, LA X, HADT:

X=W 0 EATALKENS, B X=0-FF A X=1-F)F B; X=2~F)% C.

4% 8: A F 5T ki [ 45

AFEFRLA, (L2 ERETIAEN(A)
ARFHIEEREBRKEILT 63 AWE
A 22 R Ar S B R R TR .

LEGAREREARE R A B ARG, ERRFERAL
B LR BB TARE S (0) WA B KA M T

LR FBESEAH IR, Y RSB 2 A, B
0 L FIAT.

f%59: AFAIRETHENE FES

AZATHZE F6 &, BALHIKES 4 #HE
HEANRTERLEETRE FATEN (B
X XAREFHER) .

B KA Giit A K. ABCDXX, ARELEEMYHRE, BRRAERAVIE,
CREFE=ZAMUE, DREXFTAZHNHE. XREFTAFEEVHHKE.

Tl EF 4R RAAER P EEHVRE LA, AEEVKE A, &
BZARKELN BRERAZRREN S, BRFRAFTEEBHNREN
4, WAKBETAFTSHXARETERA “2318047

10

% 10 A FRRBEIFNE

A Z/E F4-F6-B6 %% F4TH, 334 B6 4,
RAEZ A ERETAAEYW (B) #RA 28
TTABE, RAGRENEN T KB ZE

ERAEFRESL D EETAEW (B) R B HATAKER AL F
)3
T ELRGEERTAEEY (B) FATAKEN 3, MAENBAEE
ACBARE: BT) ; HATABEN N4, M AERANEEB (RIRA: A2) ; FAT
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B, NPEJE R HA BN ST R

ABEH S, WAFFNFEC (SRR 6G2) .




= REWBEBLER

FE P& A BHALE 2

1 % fb G3 AT E ) F2 4L
2 A 3k AS s Y\ % 11 BS &
3 ZYERERT (A) C1 B E C2 4
4 L2k EET (B) F1 7R B 1 F2 4L
5 SR EERT (C) A3 B 7 FFE 1 B3 AL
6 ERRES B1 214 1 B2 &
7 HRAEGE T (L) E3 F T T M F4 4L
8 e EfE 5T (B) C3 =5 I8 D4 A
9 R BT (C) ES 18 )T 8 1 F6 4
10 B RAEGESH (D) C5 E 5 kT# 1 D6 4L
11 BHET E7 W 5 1] B6 AL
12 SRR T F7 {LF FT BAF &
13 BATEH (A) C5 7 A SR IR # 8 D4
14 AFEHE A G4 A EREIE G4 4




W, ERFEMEFEHE

ZIEE
ERE
-B

TR
B

ZIREE
BER-C
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HARALIE T 75 —AES M

—. AES fm5 3R

AL op el o % AR (Advanced Encryption Standard, AES), R Rijndael An%s
. ZHE A B A% K Joan Daemen 1 Vincent Rijmen fiikit, HE&WAEHENL F,
PARijdael 24 a4, b5 AR 5 [ Bk AR BOUR R R 8 — b X SR 5 m v . SXANAR Bl R B RR
SE#1 DES (Data Encryption Standard), EA#Z F oMt H)” AR EH. 2 AFH
BAMAR, SRS A R EE R A E S EARR R (NIST) T 2001 411 f 26 B XA T
FIPS PUB 197, JF7E 2002 48 5 F 26 H i A A R MAcAE. 2006 4, & Foin B 45 B4k
PR S P RORATINH R 2 —
—. AES e 2

AES B EARRHERZ B X hE T4, HFAKEMSE, R —HAHE, AW

1 ARG = 40 B SR BN A BCARE B (LUREAR X)), 80 SR 77 b Ay EE 7 4B
TR T (UTHRRSER ). RSEETFTHIREALIT. AEZAKKHET.

2. R ZSEEHKE (UTHEERAXIK) AR 128, WFREHTF VAL, &
AN : FEHETHFHRKE= (128 — PiXfrk) + 8, FAREHARTTHKEMNTAS
BRALPEAT 22 (49 X=0123456789ABCDE, W1 XX K& 4 120, #k 1 AT, M %= defrh 0x01),

3. ¥4 K= “abedefghi jklmnop” (k 4 E E &4 ), N K0= ‘a’, K1= b, ..., KI5= p’.
S K WA T4, XEHEME W0l = 0xK0K1K2K3 = 0x61626364, W[1]. W[2]. W[3] DLk
K. WH-431 Y REH, 4y BEANHES AR DT (HF rcon Y FE, # L Reon
WER SETSE, WL ABSAHESE.)

fit: Rcon # &%k (16 Ht#H)

i 1 2 3 4 5
Reonl[j] 01 00 00 00 02 00 00 00 04 00 00 00 08 00 00 00 10 00 00 00
j 6 7 8 9 10

Rcon[j] 20 00 00 00 40 00 00 00 80 00 00 00 1B 00 00 00 36 00 00 00




M: AES AR S &

7% o 1 2 3 L) 5 6 7 8 9 A B c D E E
0 0x63 Ox7c Ox77 Ox7b Oxf2 Ox6b Ox6f Oxcdb 0x30 O0x01 Ox67 Ox2b Oxfe Oxd7 Oxab 0x76
1 Oxca 0x82 Oxc9 Ox7d Oxfa 0x59 0x47 Oxf0 Oxad Oxd4 Oxa2 Oxaf O0x9¢ Oxa4 Ox72 OxcO
2 Oxb7 Oxfd 0x93 0x26 O0x36 Ox3f Oxff Oxcc 0x34 Oxa5 Oxe5 Oxf1  Ox71 Oxd8 0x31 0x15
3 0x04 Oxc7 O0x23 Oxc3 O0x18 O0x96 0x05 0Ox9a 0x07 O0x12 O0x80 Oxe2 Oxeb O0x27 O0xb2 0x75
-+ 0x09 0x83 0Ox2c Oxla Ox1b Ox6e O0xba O0xa0 0x52 O0x3b Oxd6 Oxb3 0x29 Oxe3 Ox2f 0x84
5 0x53 Oxd1 O0x00 Oxed 0x20 Oxfc Oxb1l Ox5b Ox6a Oxcb Oxbe O0x39 Ox4a Oxd4c 0x58 Oxcf
6 Oxd0 Oxef Oxaa Oxfb O0x43 Ox4d O0x33 Ox85 0x45 Oxf9 Ox02 Ox7f Ox50 Ox3c O0x9f Oxa8
7 0x51 Oxa3 O0x40 Ox8f 0x92 O0x9d O0x38 Oxf5 Oxbc Oxb6 Oxda Ox21 O0x10 Oxff 0xf3  Oxd2
8 Oxed OxOc O0x13 Oxec Ox5f 0x97 0x44 O0x17 Oxc4 Oxa7 Ox7e 0Ox3d O0x64 0Ox5d O0x19 0x73
9 0x60 0x81 Ox4f Oxdc O0x22 O0x2a 0x90 O0x88 O0x46 Oxee O0xb8 O0x14 Oxde Ox5e O0xOb Oxdb
A Oxe0 0x32 Ox3a Ox0a O0x49 Ox06 Ox24 Ox5c Oxc2 Oxd3 Oxac Ox62 O0x91 O0x95 Oxed4 0x79
B Oxe/ Oxc8 O0x37 Ox6d Ox8d Oxd5 Oxd4e Oxa9 Ox6c 0x56 Oxf4 Oxea 0x65 Ox7a Oxae 0x08
C Oxba 0x78 0x25 O0Ox2e Oxlc Oxa6 0Oxb4 Oxc6 Oxe8 Oxdd O0x74 Ox1f Ox4b Oxbd Ox8b Ox8a
D 0x70 Ox3e Oxb5 Ox66 O0x48 O0x03 Oxf6 OxOe Ox61 Ox35 Ox57 Oxb9 Ox86 Oxc1 Ox1d 0x%e
E Oxel Oxf8 0x98 0x11 O0x69 Oxd9 Ox8e O0x94 0x9b Oxle Ox87 Oxe9 Oxce O0x55 O0x28 Oxdf
F 0x8c Oxal O0x89 0x0d Oxbf Oxe6 0x42 O0x68 Ox41 O0x99 O0x2d OxOf OxbO 0Ox54 Oxbb 0x16
wm_{wm-qgawm-n, n!= 4 H{EH
Win—4] @S[(Wn—1] <<<8)] & rcon[(n/4) —1]].n == 4 Hh{F#

FRAGE. RSEHFNTRZBE T AMBH M F V. gy X £Z27F
WHy R 4 ALENATIE, R AR TIE, BUH S & xR ATHY TR E A
5. ATHAL. ﬁ%ﬂﬁ/Amﬁﬁﬁﬁiﬁﬁﬁ LKy 128 (bit) B, RAEMH
FOMEROFH, FIOES1TH, BLOEBLTH, FI3IOESIFT.
6. FlRE. FUREGZHR B KRR LI, ERATHAE SRS 5 B2 4 AR
KA, BEREREPRSER, FIRERRERE (16 #4)) LTk

OE | 09 | OD | OB

OB | OE | OD | 09

0D | 09 | OB | OE

09 | OD | OB | OE

7. REH . REAEA 128 RE A KL HREEE A RFERATELFREE. F



— B W4i] CRESEREE 55 V4 2R B AT R 31 (KEH A 4
FH), HH 5 W4i+1], DLk KE,

8. WHBRT 2 FAMKAEEHTELNT (FEXFHE4. 5. 6. 7), HEMETH
EREIREENIRSER, RSEEL 16T T

9. WAEBEMTE —FINF TR, TlRAEIERME/N\ML, LIbEHE. 28 B,
S&% (0, 0) fn (F, F) FHEPIMENNFFANREDNE 1. 255, REH 472
AT N, A TRHET, BEINTF T O RED,
=. ABS ju® =4

1A AE R A A “0123456789ABCDE”, B FHEKE A4 128 (bit), Bt fTH T, HEakK
A LA, RN 0x01, IR HKE HF HR S EE:

0 4 8 C 0x30 | 0x34 | 0x38 | 0x43
1 5 9 D |:> 0x31 | 0x35 | 0x39 | 0x44
2 6 A E 0x32 | 0x36 | 0x41 | 0x45
3 7 B | 0x01 0x33 | 0x37 | 0x42 | 0x01
RIEFR 2 FHH LA K FE, 4
W[0] = “abcd” = 0x61626364 W[1] = <“efgh” = 0x65666768
W[2] = “ijkl” = 0x696A6B6C W[3] = “mnop” = 0x6D6E6F70

(DY ROE 1 REEAFTELL WML VISV, VD . T 4 & 4 69654, mak:
Wn—4] @ S[(W[n—1] <<< 8)] @ rcon[(n/4)— 1]]T &t £, HEFHELT:

1) WIBIH LR B3R A 8 fL: (W[4-1]1<<<8) = 0x6E6F706D;

2) ¥ 6E 6F 70 6D1EN S &My N, #Hh: 9f a8 51 3c(fl#nF ¥ K 0x6E, N & S
EHFE AT E G, 53] 0x90);

3) 4 9f a8 51 3c 5F 1 R EH#ITRHNEH, HELER: 9e a8 51 3c;

4) % WI0]5 0x9ea8513c #4THHZH, M| 0x61626364 & 0x9ea8513c = 0xffca32ss,

Br L4328 W[4] = 0xffca325s;

(2) FAREAZ 4 OIEHNT B2 Wn — 4] @EE[WE51]- 0x9AAC5530, W[6]
= 0xF3C63B5C, W[7] = 0x9BA8512C; @ ub% —# #9554 A : FFCA3258 9AAC5530 F3C63ESC
9EA8512C. W[8]. W[91. ... W[43] LLph3i.



2. WRAEENE AT TG 4 ERITE, K 4ENFE, BUE S SR i TT
FEA MY, A #TE S BH, BERBHIORSESE 0T

0x04 0x18 0x07  Oxla

Oxc7  0x96  0x12 Oxlb
0x23  0x05  0x83 0Ox6e

0xc3  0x9a 0x2c  0x7c

3. RBEMZINF HATEAS AL, SRR SEE T

0x04 O0x18 0x07 Oxla

0x96 0x12 Oxlb Oxc7

0x83  0Ox6e 0x23 0x05

0x7c  0xc3  0x9a 0x2c

4 ERAKEMEEE R EEH#TIREGEE, ZREGFEHMRSERELT:

0x12 | 0x21 Ox14  0x25

0xAl | 0x20 0x28 | 0xDO
0x90  0x77  O0x2E | 0x13

0x85 | 0xDO @ 0xA5 @ 0x3A

5. ERAEREEF —BEHAEERTEMRREZE. RASEEE 74 0x12. 0xAl,
0x90. 0x85, EA4H4EPE W[4] = OxFF. 0xCA. 0x32. 0x58, WEHITHRBZE B HRAE
ME—7, UL, SRBTHMEFTRRSER DT

OxED ' 0xBB @ 0xE7 0xBB
0x6B  0x8C OxEE 0x78
0xA2  0x22 0x10 0x42
0xDD ' OxEO @ 0xF9 O0xl16
6. BMITFH3. 4. 5. 6 GHRAFE—RORASEYRE, ¥F - HRRISEEERENE BN
WAEMEMN, BREESHEI 4. 5. 6, EETREBARTARSESET:

10



0x9A  OxbE  0x9A 0xD5
0xA5  0xCO  0x1D 0xbh1
0xAC 0x60 0x55 OxBE
0x91 0xCA  0xAO 0x5C

7. YRS EMRES — 74T Rk iz EFBOE A\, KR)EFOE S[0, 01F7 S[F, F1, %) 7
PG BRRAH T HIRES F R 0x63, 0x16, 0x7C, 0x48, O0xAC, 0x40,

11



