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S1/0 10.50.254.34/30 

2001:10:50:254::B/127 

y 

Ý 

M 

¬ 
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SW-1 

Loopback 1 

(ospfv2TbgpÏ-) 
10.50.255.1/32 

Loopback 2 

(ospfv3Ï-) 

10.50.255.2/32 

2001:10:50:255::2/128 

VLAN10 SVI 10.50.11.254/24 

VLAN20 SVI 
10.50.12.254/24 

2001:10:50:12::254/64 

VLAN30 SVI 
10.50.13.254/24 

2001:10:50:13::254/64 

VLAN40 SVI 10.50.14.254/24 
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2001:10:50:15::254/64 
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VLAN10 SVI 10.50.21.254/24 

VLAN20 SVI 
10.50.22.254/24 

2001:10:50:22::254/64 

VLAN30 SVI 
10.50.23.254/24 

2001:10:50:23::254/64 

VLAN40 SVI 10.50.24.254/24 

VLAN50 SVI 
10.50.25.254/24 

2001:10:50:25::254/64 



2022 年全国职业院校技能大赛（中职组）网络搭建与应用赛项样卷 

44 / 73 

¥Ä ¥Ä2M ¥Ä³_ IP½Ø 

VLAN1000 SVI 
10.50.254.10/30 

2001:10:50:254::5/127 

VLAN1001 SVI 
10.50.254.22/30 

2001:10:50:254::7/127 

VLAN4093 SVI 
10.50.254.2/30 

Qdÿ VPNJV!`R 

VLAN4094 SVI 
10.50.254.2/30 

2001:10:50:254::1/127 

SW-3 

Loopback 1 

(ospfv2TbgpÏ-) 
10.50.255.8/32 

Loopback 2 

(ospfv3Ï-) 

10.50.255.9/32 

2001:10:50:255::9/128 

VLAN10 SVI 10.50.31.254/24 

VLAN20 SVI 
10.50.32.254/24 

2001:10:50:32::254/64 

VLAN30 SVI 
10.50.33.254/24 

2001:10:50:33::254/64 

VLAN50 SVI 
10.50.35.254/24 

2001:10:50:35::254/64 

VLAN1000 SVI 
10.50.254.5/30 

2001:10:50:254::2/127 

VLAN1001 SVI 
10.50.254.9/30 

2001:10:50:254::4/127 

SW-3j= 

Internet 

M¬Å 

VLAN4000 SVI 202.50.100.2/30 

Loopback100 202.50.100.100/32 

Ú 

Û 

Ü 

FW-1 

Loopback1 
10.50.255.5/32 

QtrustÂzLR 

E0/1 
10.50.254.13/30 

QtrustÂzLR 

E0/2 
10.50.254.17/30 

QtrustÂzLR 

E0/3 
202.50.100.6/30 

QuntrustÂzLR 

FW-2 Loopback1 
10.50.255.10/32 

QtrustÂzLR 
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E0/1 
10.50.254.26/30 

QdmzÂzLR 

E0/2.10 

Qo$'#JVR 

172.16.10.254/24 

QtrustÂzLR 

E0/2.20 

QIÔ'#JVR 

172.16.20.254/24 

QtrustÂzLR 
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2022 年全国职业院校技能大赛 

/0&12网络搭建与应用赛项 

样卷 

第一部分 网络理论题在线测试 

竞赛总分  100 分 

竞赛时长  1 小时 

 

 

 

 

 

 

 

 

 

2022 年（中职组）网络搭建与应用赛项专家组 

2021 年 12 月 3 日 
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2" ÓÔIÕ�Ö× 

(Ë) O5ZäYGb��u©ù«��ßÂ3�� VLAN£ 

(T) ����²ëbì¸Í�>õp¶õ�� VLAN]l©N

ðñ£¦�M¬Å SW-1�¦�M¬Å SW-2��dÿTÝJV!`

]qÑÖðñ«ûr�Sp¶ VLAN10TVLAN20TVLAN30T

VLAN40TVLAN50 ðñbÀ��� VLAN �³_],'KL£u

©e'KL�þbúM¬Å>ò] VLAN����_V�£ 

¥Ä VLANA� �_ �çQ¹ VLAN,'KLR 

SW-1 

VLAN10 E1/0/1-2 o$ 1# 

VLAN20 E1/0/3-4 IÔ 1# 

VLAN30 E1/0/5-6 µV 1# 

VLAN40 E1/0/7-8 NV 1# 

VLAN50 E1/0/9-10 t¯ 1# 

SW-2 

VLAN10 E1/0/1-2 o$ 2# 

VLAN20 E1/0/3-4 IÔ 2# 

VLAN30 E1/0/5-6 µV 2# 

VLAN40 E1/0/7-8 NV 2# 

VLAN50 E1/0/9-10 t¯ 2# 

SW-3 

VLAN10 E1/0/1-2 o$ 3# 

VLAN20 E1/0/3-4 IÔ 3# 

VLAN30 E1/0/5-6 µV 3# 

VLAN50 E1/0/9-10 t¯ 3# 

(y) ¦�M¬Å SW-1�¦�M¬Å SW-2��û�s-hoG

y$qÑÖðñdÿ¢�DC��HðbË$qÑÖðñdÿyÝ IP

JV!`TË$qÑÖðñdÿ VPN JV!`TË$qÑÖðñd

ÿTÝJV!`£¦�M¬Å SW-1+¦�M¬Å SW-3��T¦�

M¬Å SW-2+¦�M¬Å SW-3��s-hoGOTNºVÍ�dÿ

Hð£Ë���<eÍ 

1. O5üN�½]vb¥Ãdÿ VPN JV!`]qÑÖðñ�
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tS¸ 10Mbpsb�·�u©JVÏ--j/���f�ãÏ-â¾

MNVDdÿ�½NV 1#TNV 2#JV�þ+�½5zJV'

#�þ2ËbNVJV," VPNdp2M CW�£ 

2. ��dÿyÝ IP JV!`]qÑÖðñ¹Öh/:uO

1700Bytesbùú�·�½ô DC VXLANTEVPN�ÊMN,-£ 

3. «û¥ÃdÿTÝJV!`]S¸Ë$qÑÖðñb'��

½ 1#DC\V�lm��f�bêÃÃv 2-3~�½ 1#DC+ 2#DC

�\V�ÖTÝNmx0ÿµn;½6b��â¾MNb�·�·

Í�f�+wCÄëbA�O 1£ 

4. ��¦�M¬Å SW-1TSW-2TSW-36-èT«] IPj�d

ÿNmJ`VÞ£ 

5. ¦�M¬Å SW-3 �X1�JV VLAN ]SË�³_��

LoopbackäÂbj=³_ UPb�·�·JVE¸+üý£ 

(Z) ¦�M¬Å SW-1�¦�M¬Å SW-2�Xo$JV'#]

1�Óë³_8×`Tnl©O-]�tVDO 100MbpsT90Mbpsã

�XIÔJV'#]1�Óë³_8×ì¸�Ó¹Ö`§�,O

100packets/sb<^7ñ5¥�M¬Å�_]�Ó¹Ö`§�,H¾

^{�_b10 V���a\{�_bv�¸M¬ÅX5ÕJV]Ü

Ýsë£ 

(z) ��À���ú.Ù×üþbdÿ¦�M¬Å SW-3 µV

JVX,]Óë�_�TÝNm®µHðã�X SW-3t¯JV��

â¾R@b1��_Sp¶]¹ÖÂz MAC½ØlO 1bÀ7ñ¥

� MAC ½Ølm]¹ÖLbõ�sÊ] MACT)*l©§Tn

snmp trapT¤�ú syslog g¼BT¬b�_]ä}���å��b

úä}ý�Bx¸Nm]`VþFä}b¸Nm]`V¨y�ïã
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��â¾R@dÿ�Ó>i¥Ä CPU ]û�ó�>Xòó�Ój�

zib¡÷g¼T¬É�b6"ý� 10sË;ba\ý�O 2V�b

�!�& CPU��h�£ 

(C) ¦�M¬Å SW-1TSW-2TSW-3VD��{:'(ÕëI

ebÃÂ÷- V3 \vbV3 \vúÂz@��¡5XÖ]fU£�

��|�VDO 62001T62002T62003ãÎ*º¸-\O NEA2022b

6- 3desÄµj�KÉbÉ}OÍNEA20222022b~�ÄµO SHAb

É}OÍNEA20222022ãKÝD NEAb6-¹kÂz·Dã��D

]ÑTvÚ=VDOÍNEA2022_RTNEA2022_WãÀ¥Ä¸dÝ

�b��Ï-v½]�_½Ø Loopback2 ni Trap ðL{�½'Õ

\V� 10.50.15.120T2001:10:50:15::120b6-¹kÂz·DãÀt

¯`�X,]-\³_nÒ UP/DOWN �r�À�ni trap ðL{

>'�½'Õ\V�£ 

(D) Ï-â¾MNd¦�M¬Å SW-1T¦�M¬Å SW-3j=

O InternetM¬Åbdÿ+�½5zJV'#�þ2ËbInternet�

þ," VPNdp2M Internet�£ 

(�) ��â¾É�bÏ¦�M¬Å SW-1T¦�M¬Å SW-2T

¦�M¬Å SW-3¥Ä�Ïú'(BâHnÿ3MH¼F]Ï[��

�KLbpÐÕëªÈ�¢�³_X,¾Ï�ë¼Í�]ðKHjã

��ì¸Ï�{É�]�_nicÊ�Ó]���2O 1 V�Tc

Ê�Óì¸�]ä}��O 5 V�b��s-hoGy$qÑÖð

ñâ¾�_Ï� TrapÉ�bTrap�Óni�2O 1V�£ 
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A" ØÙIÕ�Ö× 

(Ë) ßÂ�½�`T�½+YM"�s��Ï- OSPF Ieb

�½�Ï-j§�O 1b�½+YM"�s�Ï-j§�O 2bË�

��<eÍ 

1. ¦�M¬Å SW-1+ FW-1��T¦��� RT-1+ FW-1�

�T¦��� RT-1 + SW-2 ��TSW-1 + SW-2 ��TSW-1 +

SW-3TSW-2+ SW-3@H"�âuLãRT-1+ FW-2��H"�ð

uLbuL�O 20£ 

2. �óOSPFj§� 1ì¸³_niHello§]���2O 5�b

<^³_ú 3����£x¸`åX�] Hello�ÓbHºOX��

É*Ö£ 

3. RT-1TSW-1TSW-2TSW-3TFW-1TFW-2 VDn©F�]�

_½Ø�ãSW-1TSW-2TSW-3 Sp¶n©o$'#JV�ã

FW-2VDn©F¨o$TIÔ'#JV�£ 

4. ¦�M¬Å SW-1TSW-2TSW-3 OSPFj§ 1]�þBJV

'#�Sp¶�så FW-1 ðb] TYPE1 � ]ßs�T�½

o$JV'#�TFW-2�_½Ø+o$JV'#�ã" FW-

2�$«��lm¸8bÀ��så�½TV$�]ì¸Hæ½Ø

+JV�£ 

(T) ßÂ¦�M¬Å SW-1+ SW-2��TSW-1+ SW-3��T

SW-2+ SW-3TSW-2+ RT-1��Ï- OSPFv3Ieb@H"�âu

Lbn©â,�_½ØbÀ�n©JV�ãSW-1 + SW-2 ��ð

ñ¢�yÝ IPJV!`]qÑÖðñj�HæHð£ 

(y) O5�·JV�Ë�Õb¤�*ßÂ�½KL¢� DC +
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�½³Ä DC ��T�½+V$���Ï- BGP Ieb�½KL¢

� DCÏ-] AS�O 62022T�½³Ä DCÏ-] AS�O 62022T

V$�Ï-] AS�O 62023bË���<eÍ 

1. ¦�M¬Å SW-1+ SW-2��TSW-1+ RT-1��TSW-2+

RT-1��ðñ OSPFv2�_½Ø*q IBGP�ÉbSW-1+ SW-3�

�TSW-2+ SW-3��T¦��� RT-1+V$��� RT-2�

�ðñHæ½Ø*q EBGP�É£ 

2. Ï- BGPIedÿ�½ DC�� IPV6JVT�½+V$��

� IPV6JVTKLDC��NVJVHæHðbùú�½DC��T

�½+V$��� IPV6�KL DC��NVJVno]��ã5B

�� SW-1TSW-2TSW-3��dÿ DC� IPV6JVHæHð�Ï-

�_½Ø*q BGP �Éã�½+V$��� IPV6 JVHæHð�

� SW-1TSW-2 + RT-1 Ï-�_½Ø*q BGP �ÉT¦���

RT-1+V$��� RT-26-Hæ½Ø*q BGP�É£ 

3. ���½KL¢�DC+�½³ÄDCTV$��� RT-2À

�n©OIÔTµVTNVTt¯T®ûJV'#Ü]5z�ã

SW-1TSW-2TSW-3 BGP $'�þBSp¶�så�½ DC �I

Ô&µV&t¯JV'#TYM"�sIÔJV'#�TV$�®

ûJVJV'#�£ 

4. |- BGP â¾É�R@bZä'(õ���v]ñ!]�

cÊb�×��õ��]�KLbõp¶���É+���£ 

(Z) O5²ëV��½�JVN�b�¸v_��Ë(bJV

��Ë���<eÍ 

1. dÿ¦�M¬Å SW-1 +V$��� RT-2TYM"�s

IPV4HúNm��ðñ SW-1_SW-2_RT-1��Í�nnbSW-1_FW-
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1_RT-1��Í�\OÄ-Í�ãdÿ¦�M¬Å SW-2+V$��

�RT-2TYM"�s IPV4HúNm��ðñ SW-2_RT-1��Í�n

nbSW-2_SW-1_FW-1_RT-1��Í�\OÄ-Í�£ 

2. dÿ¦�M¬Å SW-1+ InternetHúNm��ðñ SW-1_FW-

1 ��Í�nnbSW-1_SW-2_RT-1_FW-1 ��Í�\OÄ-Í�ã

dÿ¦�M¬Å SW-2+ InternetHúNm��ðñ SW-2_SW-1_FW-

1��Í�nnbSW-2_RT-1_FW-1��Í�\OÄ-Í�£ 

3. ¦�M¬Å SW-3+ SW-1TSW-2 IPv4o$JVHúNm��

ðñ SW-3_SW-2��Í�nnbSW-3_SW-1��Í�\OÄ-Í�ã

dÿ SW-3+ SW-1TSW-2 DC� IPV6JVHúNm��ðñ SW-

3_SW-1��Í�nnbSW-3_SW-2��Í�\OÄ-Í�£ 

L" ÚÐ²³IÕ 

(Ë) V$�®ûÙ×� AC + RT-2 H«b®ûJV'¾,"

RT-2>b��VLAN100OAPÕëVLANbVLAN200OJVVLANã

AC ÐÐ®ûÕë+JV] DHCP \Vbf�V� IP ½Ø�'¾ã

VDÏ-SË�*-½Ø\O AC Õë½Ø�®ûJVÕë½Øã

APTÝFf¿�bAP6-MAC½Øº¸£ 

(T) ��Ë� SSID NEA2022bú. InternetJVb6-WPA-

PSKº¸�;bKÉ�;OWPA�t\b��É}ONEA20222022£ 

(y) ��ì¸®û³Ý-\âH2ËbNetwork j;e8×

SSID NEA2022 1Uí> 0 Çå 4 ÇÀ�º�³Ýb¡÷ SSID 

NEA2022 ARP �×É�ã��À®ûº��� 5GHz '(�b��

��³Ý 5GHz'(b�!�|cÖ]��mbÐk®û�E£ 
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V" R�ÛÜIÕ 

�çÍO5[Ë±^b��è½Ø�«]½Ø@Ï-xABk�J{

þZbÀ�Ï-½Ø�²½Ø$«þZb�HÀ�Vsë£¯pi

=<eÍ&

 

(Ë) u©ù«���� FW-1TFW-2â,]JVÂzLTJV

³_ã2022 ~ù'�f¡oúÃb�óz'ÚÛÜÂz_¯ßsß

HO��ã8× FW-1Sp¶�½o$JVTV$�®û IPV4JVT

YM"�so$JVú. InternetJVãú FW-2>8×YM"�s

IÔJV'#S*pú.�½IÔ'# httpsTmysqll©ß� JVb

�½o$'#*pú.YM"�so$JV'#w��_£ 

(T) O5���½�`JVF³2�{ Internet ]Oòóx�

�{bõ¼ÐÑ�½'(Âz�Ï*¥bú FW-1��L2TP VPNbù

ú�§"$-\ðñ��t�ú.�½o$JVbÎ*�ñ³_O
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tunnel 1T3KÝ trustÂzLb½Ø.2MOAddressPoolbLNS ½Ø

.O 10.50.253.1/24-10.50.253.100/24b'¾O¹Ö*-½Øbº¸�

� NEA2022001,ÉJ NEA2022£ 

(y) ú FW-1 ��'(½Øn¬bNAT ½Øn¬$rBèT«

] IP@O anyb$' NAT½Ø.OÍ202.50.21.0/28ã�¸1Ë�è

IPIÒ]ì¸x�d�2�å¤Ë�m�] IP½ØbÀ¸Nm��

v½Øn¬ßH�IÒg¼KLbd��]g¼ni{ 10.50.11.120

] UDP 514�_ã¡÷â¾R@bdÿfo NATn¬�]'(½Ø

�_çè£ 

(Z) ú FW-2¡÷Âz'¾] TCP SYN§ ÈÉ�bS¸ È

`å]§O TCP SYN§�b�*q«³ã��ì¸] TCPl©§1

;�Ïh/]¹Öl©V#O 1460T ¯Zä'(V6ã��X

TCP y;AØ*q]��j� Èb<^ú 1 V��Ãò]y;A

ØbH¼rB«³£ 

X" "#$%&'()* 

(Ë) /�å��½KL¢� DC +�½³Ä DC ��µ¸¢$

Í�b�½³Ä DCIÔJV'#+�½KL¢� DCIÔJV'#

IPV4Ie¡Hú��ú SW-3+ SW-1��Í�nnã�½³Ä DC

µV&t¯'#+�½KL¢�DCµV&t¯'# IPV4Ie¡Hú

��ú SW-3+ SW-2��Í�nnb�ÄÍ�âHÄë£u©p>

��búM¬Å>j�²ë]JV����£Ë���<eÍ 

1. Ï- IPû¢üþ��>'JVl©N£ 

2. Ï- BGP FtÏ[��H@j�JV��bp¶Ê½]åm

O AS 62000bSp¶Ï- route-mapvgå��H@T�Ù
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×£ 

(T) û~�½�`ò]Ú.xeÏ[DGÉ�]üý+>ûb

�|5`a;ZÖ^+�½kÝ��kÕº*£O5cK�·�½

+V$�!JV`�£�JðTMNbÐÑ[\Ö,bÃÂú�½

o$+V$�®ûJV`��÷-DGIej�üýbË���<

eÍ 

1. ú SW-1+ SW-2��T¦��� RT-1+ SW-2��T

¦��� RT-1+ RT-2��h�IeûqDG¤É�j;IeT±

R'DÕëIeST\v£ 

2. SW-1 o$JV`��`º�÷-DGb{º� IP ½ØOÍ

10.50.11.234/24bÏ- VLC [Ë¥NG(Ú.ÓrxÖE¤h

6.mp4{bj=DGèb¥�{Ú.¦�G(bD½Ø 228.50.50.50b

�_Í2022bdÿV$�®ûJV`��`º�*pðñDGÈî

Ú.G(£ 
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2022 年全国职业院校技能大赛 

/0&12网络搭建与应用赛项 

样卷 

第三部分 服务器配置及应用 

竞赛总分  450 分 

竞赛时长  4 小时 

 

 

 

 

 

 

 

 

2022 年（中职组）网络搭建与应用赛项专家组 

2021 年 12 月 3 日 
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/+01 

¢E��V© 

vE&µVyFb5BÍ 

SËFÍ>�°'(«³  Q50VR 

STFÍLinux\V��  Q200VR 

SyFÍWindows\V��Q200VR 

!"/#¼½b$ 

1. À�¸��Ï-¢fàá¥ÄTÃÄ�TðK[Ë�É/ç

þ£ 

2. èu©ÖEìÐÐ]ôE�.b Èìü]Ìr¥ÄTÍr

�ÓÔë:T�þë:��ïzbÃÄÅ¥Ä���ÜÝÏ-£ 

3. èÉE�ØG8ñÑE&bÀÁ��ò]¼FÅ\£ 

4. Å\ñ§Bb�����à��äÂ£ 

5. ôE±½�bì¸¥Ä��h�H�b9ëp¹�]Ìr«

³�ÐMÓÔO¹º±^£ 

6. ôEò]�bÀ�dôEì-]ì¸ÓÔQ§ÌE&R�Ë

E¡£ 

7. À�ú[lçþTôE¥Ä�a}D>\w�+¢E®¾]

�Tb<Ñçß�b*ÚO 0V£ 

8. +ôEâ¾]Ír�¥\V����,-¢E±^ÐM9!¦

à(úÓëÅ] D:\softÓrIB£ 

9. èúÓëÅ PC1D�>Ê*xXXX{ÓrI\Ox�Ø«¬{b

-p�àÀÁ¥\V����,-¢E¦��FfÒ]]z`±^

ÓÔ£QXXXOE,�£¯pÍ1�E,bÓrI2MOx001{RÆ
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�ÐZÍ�Ø«¬<ßäÓÔbâ,VLÃ±^ÐM9!O 0V£ 

."#$¾¿ 

1. èu©ÓëÅxD:\soft\\V����,-¢E±^ÐM9

!.docx{]��Ò]ÓÔbdÒ]]ÓÔ\×åx�Ø«¬{£ 

2. <=�Å] IP½Ø�3Øf¥�OB<=ÅFf�$] IP½

ØQÐZÍ�Ê*m� IP ½Ø]�_bO5üý]��b¾^�_

Âzã'�Î*dp39��_R£ 

3. ì¸ windows<=Å£÷-5�§D�«³bì¸ linux<=

Å£÷-5 ssh£ 

4. §g windows<=ÅÕëª Administrator]ÉJO Pass-1234b

windowsù«Bì¸Ã9ç]ÉJ@OÕëªAdministrator]ÉJã

§g linux<=ÅÕëª root]ÉJO Pass-1234blinuxù«Bì¸

Ã9ç]ÉJ@OÕëª root ]ÉJ£ÐZÍ±ÉJ¥�`a�(

®µ9ëÃO 0V£ 

5. ì¸\V���<=ÅÏ[ÆÊ÷f�b@�ÜÝ÷f�Ï

-£ 

6. Ï-òz²�L2ú.'(çè£ 

/+23 

!" Ý|}²³ÆÇ 

dwV,'e èÀÁe'4]±��KLþbÏ-7z�¹òóô

õû«³'(3¥�>�°b�¸Ï[\VÜÝh�£ 

1. 4]±� 
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2. '(KLþ 

'(2M VlanID b'2M '(½Ø '¾ IPv4½Ø. 

Network10 60 Subnet10 10.10.60.0/24 10.10.60.254 
10.10.60.100- 

10.10.60.200 

Network20 70 Subnet20 10.10.70.0/24 10.10.70.254 
10.10.70.100- 

10.10.70.200 

Network30 80 Subnet30 10.10.80.0/24 none 
10.10.80.100- 

10.10.80.200 

Network40 90 Subnet40 10.10.80.0/24 none 
10.10.90.100- 

10.10.90.200 

3. dp� KLþ 

2M ID VCPU 
�à

QMBR 

¹Ð

QGBR 
dp2M ¨@jc 

Large 1 4 4096 40 
windows-1{

windows7 
windows2022 

Small 2 1 2048 40 
linux-1{

linux-7 
Rocky8 

4. dpKLþ 

dp2M IPv4½Ø òz²�L2 

windows-1 10.10.60.101 windows-1.skills.com 

windows-2 10.10.60.102 windows-2.skills.com 

windows-3 10.10.60.103 windows-3.skills.com 

windows-4 10.10.60.104 windows-4.skills.com 

windows-5 10.10.60.105 windows-5.skills.com 

windows-6 10.10.60.106 windows-6.skills.com 

windows-7 10.10.60.107 windows-7.skills.com 

linux-1 10.10.70.101 linux-1.skills.com 

linux-2 10.10.70.102 linux-2.skills.com 

linux-3 10.10.70.103 linux-3.skills.com 

linux-4 10.10.70.104 linux-4.skills.com 

E1/0/1  E1
E1/0/2  E2 云平台

PC-2PC-1

SW
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dp2M IPv4½Ø òz²�L2 

linux-5 10.10.70.105 linux-5.skills.com 

linux-6 10.10.70.106 linux-6.skills.com 

linux-7 10.10.70.107 linux-7.skills.com 

5. &KLþ 

&2M Ö0 «³dp 

d1{ d4 5G windows-5 

d5{ d8 5G linux-5 

." windowsÞßIÕ 

(Ë) L\V�� 

dwV,'e&OdÿkÖÕëbè6-LÙ×�bÐÑÓJ'

(Âz§Õbó²øL'�i"'(]çè£&

1. �� Windows-1O skills.comL\V� DNS\VbDNSÜç

�uLú Active DirectoryBàábO skills.comLB�ÅÐÐÜç�

Õ�£©5ÕWindows�ÅKÝå skills.comL£ 

2. �� Windows-1OÓJu¸¹\V�bOì¸ Windows�Å

ªn¸¹£CA¸¹¸Ö� 20~bCAªn¸¹¸Ö�@O 10~b

¸¹]ð-2M@-�Å]òz²�L2b¸¹KLÍUª=“CN”b

s=“Beijing”bw/«=“Beijing”bD6=“skills”bD6:,=“system”£ 

3. © skills.comL\V¬¢åWindows-2ãÂÞ DNS\VbDNS

Üç�uLú Active DirectoryBàáãO Windows�ÅÐÐwC]

L\V� DNS\V£ 

4. úWindows-2>Ê*2MO hrTfinTsale] 3�D6:uã1

�D6:u�Ê*+D6:u¤2]zøÂzDã1�D�Ê* 20

�-\Ít¯`Qhr101-hr120RTo$`Qsale101-sale120RTNV`

Qfin101-fin120Rbì¸-\S�1U8:00-18:00*pt¬bõ�§g
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5_ÂbÉJõñ�ãO fin-\DÊ*2MO FinPasswordPolicy

]ÉJ_¯b��·O 1bÉJ�3,²\®@��T4×¹¯ÉJ

6ÕO 8m,T4×ÉJFTT¬O 12;b4×¹¯ÉJ�8O 2

UT4×¹6ÉJ�8O 30UTp¶*°t¬±ý];lO 3;T

5V��Æ�*°t¬±ýÃlT�\���·��O 10V�£ 

5. ú Windows-2 >¥�D_¯bì¸L-\åw�Ë°LÃÄ

Åt¬bxÓÔ{ÓrIÆ��åWindows-2] C:\DocumentsÓrIb

úu«¬��eO1Ë-\Î*Ë�ÓrI£ 

6. ú Windows-2 >¥�D_¯bì¸L-\Ï-²³-\��

Órb��ÓràáúWindows-2] C:\ProfilesÓrIbO1�-\

ÐÐ:û]��ÓrÓrI£ 

7. ú Windows-2 >¥�D_¯bK\�Ff×èÃÄÅ¸¹ã

3LB�Å��ðK6- IPSecÂz«³b´LÙ×��'¾OÜb

6-ÃÄÅ¸¹E¸£ 

(T) Web\V�� 

dwV,'e&OK\�$$�IÔKL�ÓJ¤h]��bÎ

*Âzf�'cb6- AA&)* ±/8\V£&

1. © Windows-2��O web'cbcÇ2MO ws2.skills.comb

'cµ� IP½Ø 10.10.60.102b¶p¶Ï-L2ú.b|-ÓëÅÐ

Ð]"D:\soft\rewrite_amd64_zh-CN.msi"Írbdÿ httpú.Ffnn

å httpsb¸¹��O C:\IIS\Configs\iis.cer£ 

2. web'c¤��� dotnet CLR v2.0� dotnet CLR v4.0£ 

3. ws2.skills.com ' c « ¬ O C:\IIS\Contentsb � å Ó Ô

index.aspx]��O"HelloAspx"£ 

4. §g openstack�Å] DNSbopenstackKwWindows-1] CA
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¸¹£ 

(y) DFS\V�� 

dwV,'e& O*qË�kÖ,]àá��bè6- C?&bd

ÿ�BÕëµ3Ór£&

1. ú Windows-2] CVuÂV 2GB]±�bÎ* NTFSVub

·f��O D£ 

2. �� Windows-2O DFS\V�bä2±�O DFSROOTbÓ

rIOPicturesãdÿWindows-3]D:\Pics�Windows-4]D:\Images

¤P£ 

3. ��Windows-3] DFS IPv4Ï- 34567�_ã8×ì¸\V

] IPv4f� RPC�_� 10000¡fbµ 20000��_�£ 

(Z) WDS\V 

dwV,'e&"ÓJÊÍËx\V�b��ÂÞ ±:=>216&

&/3?/3&#$##Å\Ï[bè6- ±C&\Vdÿ��£&

1. �� Windows-3� Windows-4O DHCP\V�b¢° DHCP

\V�dÿ%&n¢b%&n¢¾Ï2MOws3-ws4b¹6K\�Ð

û�O 20�bj;OxJ`�¸{bJ`�¸ôp¼O 50%bH�

Ú¬�2 60V�b÷-ðLE¸bµ3ÅÉO Admin-12345£ 

2. DHCP IPv4 ]\-L2MO skillsb½ØàzO 10.10.60.10-

10.10.60.19b ' ¾ O 10.10.60.254bDNS O 10.10.60.101 �

10.10.60.102bDNSL2O skills.combsN� 30�bDHCP\VS

µ� 10.10.60.0/24³_£ 

3. ú Windows-3 >ÂÞ WDSb`aÂÞ Windows Server 2022 

Datacenter Core£ 
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(z) NLB\V�� 

dwV,'e&OÐÑ'(3nl©së�¯T�}'(@�b

è6- .²Obp�¸'(\V]�Ë@�*-@£&

1. �� Windows-3� Windows-4O NLB\V�b10.10.60.0'

(OJ`@¸'(b10.10.80.0'(O�n'(£ 

2. Windows-3 ����·O 3bWindows-4 ����·O 5b�

� IPv4½ØO 10.10.60.60/24b��2MOwww1.skills.comb6-!

G�;£ 

3. �� Windows-3O web\V�bcÇ2MO www1.skills.comb

'c]¹Ö«³lO 10000b'c«³7�O 60sb'c]�tO

100Mbps£ 

4. µ3'åÓrTµ3'c��Ór�'cg¼ÓrVDàá

å Windows-2 ] D:\FilesWeb\ContentsTD:\FilesWeb\Configs �

D:\FilesWeb\Logs£ ' c � å index.html � � O"HelloNLB"b

index.htmlÓrAJO ANSI£ 

5. Ï- W3CT¬g¼b1UÎ*Ë�Ê]g¼Órbg¼Sp

¶T¬g�T��TK\� IP½ØT-\2T\V� IP½ØT\V

��_�£ 

6. 'c¶µ� httpsbIP ½ØO��½Øb¶p¶Ï-L2KÉ

ú.b¸¹ð-2MO www1.skills.comb¸¹��O Windows-2 ]

D:\FilesWeb\Configs\www.cer£ 

7. �� Windows-4O web\V�b��6-µ3 windows-3�

�]�;ã�Ý Windows-3 ¸¹b¸¹��O Windows-2 ]

D:\FilesWeb\Configs\www.pfx£ 

(C) %&n¢���� 
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dwV,'e&OÐÐË�k*-@,-§Y²\V]'(�.b

è6- :&<&A&&?.Ór\V�%&n¢��£&

1. ú Windows-5>¹K 4·ÌÐb1·ÌÐÖ0O 5GbBf}

O GPT¹Ðb��O Raid5b·f��O DÐ£ 

2. úWindows-5>ÂÞ iSCSI«�\V�b3Ê* iSCSI<=¹

Ðbàá,�O D:\ã<=¹Ð2MVDO Quorum� FilesbÖ0V

DO 512MB� 5GBb«�2MO winbú.\V�O Windows-6�

Windows-7bd� CHAPô�º¸bTargetº¸-\2�ÉJVDO

IncomingUser � IncomingPassbInitiator º¸-\2�ÉJVDO

OutgoingUser� OutgoingPass£ 

3. ú Windows-6� Windows-7>ÂÞ!�� I/Ob10.10.60.0�

10.10.80.0'(O MPIO'(b«³ Windows-5]<=¹Ð Quorum

� FilesbÎ*&b·f��VDOM� N£ 

4. ��Windows-6�Windows-7O%&n¢��ã10.10.90.0'

(O�n'(£ 

5. ú Windows-6>Î*2MO WinCluster]��b5 IP½ØO

10.10.60.70. 

6. úWindows-7>��Ór\V�ïÁb2MOWinClusterFilesb

5 IP½ØO 10.10.60.80£O WinClusterFiles¹Kµ3ÓrIbµ3

Ie6-“SMB”bµ32MO WinClusterSharebàá,�O N:\b

NTFS¸8O¶LÕëª�v½ÕëªDË¸òzÙ×¸8bL5Õ

-\Ë¸§g¸8ãµ3¸8O¶LÕëªË¸òzÙ×¸8bL

5Õ-\Ë¸cg¸8£ 

(D) <=} 

dwV,'e&'�<=}MN]nobÓJ©üý�.¬¢å
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>2A4/3��B£&

1. ú windows-2 ÂÞ dockerb�Ý NanoServer ¨@£Ír§�

¨@à(úÓëÅ D:\soft\DockerWindows£ 

2. Î*2MO web]��b2�Windows-2] 8080�_å��

] 80�_b��÷f�h� cmdäÂb����s"h�H�£ 

2" LinuxÞßIÕ5165H6 

(Ë) DNS\V� CA\V�� 

dwV,'e&Î* C.&\V�bdÿÓJL2ú.£&

1. ¥�ì¸ Linux \V�]�u¥Ox>º{bv½���óO

dT��£ 

2. ÷fì¸Linux\V�]ÚÛÜb3¹Kâ,�_Qõp¶¹

K\VR(�â¾\V£ 

3. |- chrony �� Linux-1 O5Õ Linux �ÅÐÐ��¤P\

V£ 

4. |- bind9Írb�� Linux-1O�DNS\V�b6- rndcM

NÐÐõ�¼] DNS\Vã�� Linux-2OÄ- DNS\V�£Oì

¸ Linux�ÅÐÐwC DNSÜç�Õ�\V£ 

5. ì¸ Linux�Å root-\Ï-òz²�L2�ÉJ ssht¬å

5Õ Linux�Å£ 

(1)�� Linux-1O CA\V�,Oì¸ Linux�Åªn¸¹bõp

¶§g/etc/pki/tls/openssl.conf£CA ¸¹¸Ö� 20 ~bCA ªn¸¹

¸Ö�@O 10 ~b¸¹]ð-2M@-�Å]òz²�L2b¸¹

KLÍUª=xCN{bs=xBeijing{bw/«=xBeijing{bD6=

xskills{bD6:,=xsystem{£ 
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(T) mail\V�� 

dwV,'e& O�*Ë�ÓJ·»r\V�bè6- @260G:´

� >2?/A20bdÿc�Tc�WÕëTcÂz]»r\V£&

1. �� Linux-2O mail\V�bÂÞ postfix� dovecot£ 

2. ¶�� smtps� pop3s«³b¸¹��O/etc/ssl/mail.crtbÌ}

��O/etc/ssl/mail.key£ 

3. Î*-\ mail1� mail2b� all@skills.comni]»rb1�

-\£x`å£ 

4. root-\Ï- mail[Ë� all@skills.comniË]»rb»r

�ùOxHello{b��OxWelcome{£ 

(y) PXE\V�� 

dwV,'e&"ÓJÊÍËx\V�b��ÂÞ </=0F&&/Î%&

Å\Ï[bè6- C><Bµ^?^Bµ?6G0@>\Vdÿ��£&

1. �� Linux-2O DHCP\V�bO PXEK\�ÐÐ IPb½Ø

àzO 10.10.70.20-10.10.70.29b'¾O 10.10.70.254bDNS O

10.10.70.101� 10.10.70.102bL2O skills.com£ 

2. �� Linux-2O TFTP\V�bO PXEK\�ÐÐ÷f\Vb

TFTP«¬O¼ºL£ 

3. �� Linux-2O ftp\V�bO PXEK\�ÐÐÍr§ã\×

CentOS8.3 Ñ Ð � Ó r å/var/ftp/centosã \ × Ó ë Å

D:\soft\kickstart.cfg å/var/ftpb3XBÓrj���]§gbdÿò

zFf}`a£ 

(Z) samba\V� NIS\V�� 

dwV,'e&6- 67<87 � .A&dÿ]Âzµ3ú.£&
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1. ú Linux-2 >Î* user101-user120 � 20 �-\ãuser101 �

user102¹Kå hrDbuser103¹Kå saleDbuser104¹Kå finD£ 

2. �� Linux-2 O Samba \V�,*qµ3«¬/share/ShareHr, 

/share/ShareSale, /share/SharePublicbµ32+«¬2â¤£ 

3. hrD-\X ShareHr� SharePublic¸µ3Ñv¸8bsaleD-

\X ShareSale � SharePublic ¸µ3Ñv¸8bfin DXì¸µ3@

¸Ñv¸8ã-\XF�Ê*]Ór¸òz¸8bX5Õ-\]Ó

rS¸Ñ¸8blõ�½ODt]Ór£ 

4. ©-\ user101-user104¹Kå samba-\£ 

5. ��Linux-2OKDC\V�bJKLinux-3�Linux-4]E¸£ 

6. ú Linux-3 >bÎ*-\b-\2O tombuid=222bgid=222b

ª«¬O/home/tomdir£ 

7. �� Linux-3 O NFS \V�b«¬/srv/share ]µ3��OÍ

10.10.70.0/24 '(-\Ë¸Ñv¸8bì¸-\2�O tomãkdc K

É�;O krb5p£«¬/srv/tmp ]µ3��OÍì¸t£*pÑvb

£Q¨ root-\Rõgå¨ëãkdcKÉ�;O krb5p£ 

8. �� Linux-4O NFSK\�bÊ*/opt/share�/opt/tmp«¬b

VD¾` Linux-3>]/srv/share�/srv/tmp£ 

9. �� Linux-3O NIS\V�bypserv\V«Á�_O 1020ãÊ

* user1� user2-\b-\«¬VDO/home/user1�/home/user2£ 

10. �� Linux-4 O NIS K\�bÀ�Ff¾` Linux-3 >]

user1� user2-\«¬å/home£ 

(z) LNMT\V�� 

dwV,'e& u©ÓJ��)* ²:=³´ f�'cb6- ².;^

dÿB��£&
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1. �� Linux-3O Mariadb\V�bÂÞ Mariadb-serverbÎ

*l©ß-\ jackbúwñÅ�>Xì¸l©ß¸òz¸8ãp¶

root�§t�£ 

2. �� Linux-4O MariadbK\�bÎ*l©ß userdbãúßB

Î*þ userinfobúþBoÝ 2$T¬bVDO(1,user1b1995-7-1b

¿)b(2,user2b1995-9-1bÀ)b_Â+-\2â¤bpassword m#-

passwordÁlKÉbþ±�<eÍ 

m#2 l©�  �¿ F½ 

id int � � 

name varchar(10) � � 

birthday datetime � � 

sex char(5) � � 

password char(200) � � 

3. §gþ userinfo]±�bú namem#�¹KÊm# height(l

©� O float)bcÊuser1�user2]heightm#��O1.61�1.62£ 

4. ©ÓëÅ d:\soft\mysql.txt B]���Ýå userinfo þBb

passwordm#- passwordÁlKÉ£ 

5. dþuserinfoB]T¬�2b3à(å/var/databak/mysql.sqlÓ

rB£ 

6. u©ÓëÅD:\soft\TomcatÐÐ]Írb��Linux-3�Linux-

4O Tomcat\V�bÂÞ«¬@O/usr/local/tomcatb'c¼ºÂå�

�VDOxTomcatOne{�xTomcatTwo{bÏ- 80�_ú. http�

443 �_ú. httpsã¸¹��@O/etc/ssl/tomcat.pfxb¸¹ÉJ

NEAcloudb�;O pkcs12£Kw Linux CA¸¹£ 

7. �� Linux-1O nginx\V�bÂÞ nginxb'cu«¬O¼º

Lb¼ºÓÔ index.html ]��OxHelloNginx{ã¶p¶Ï-L2

ú.bhttpú.Ffnnå httpsb¸¹��O/etc/ssl/nginx.crtbÌ}
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��O/etc/ssl/nginx.key£Kw Linux CA¸¹£ 

8. |- nginx ç�ÌëbK\�ðñ https://tomcat.skills.com K

Éú. Tomcatbdÿ Linux-3� Linux-4]¢� TomcatJ`@¸b

httpú.ðñ 301Ffnnå https£ 

(C) k*[@�� 

dwV,'e& O§½þä]��çè��]¾Ïbè6-

@7A/<734/3µ<232&E=Abdÿ 1/8\V]k*-£&

1. O Linux-5¹K 4·ÌÐb1·ÌÐÖ0O 5GbÎ* lvm&b

&D2MO vg1bÃB&2MO lv1b�mOz`±�b�;}O

ext4�;£Ï-/dev/vg1/lv1��O iSCSI«�\V�bO Linux-6�

Linux-7 ÐÐ iSCSI \V£iSCSI «��] wwn O iqn.2022-

05.com.skills:server, iSCSI n Ê � ] wwn O iqn.2022-

05.com.skills:client. 

2. �� Linux-6� Linux7O iSCSIK\�bdÿ discovery chap

� session chapô�º¸bTargetº¸-\2O IncomingUserbÉJ

O IncomingPassãInitiator º¸-\2O OutgoingUserbÉJO

OutgoingPass£ 

3. |-!��dÿJ`@¸b!��D2O mp£ 

4. �� Linux-6 � Linux-7 O��\V�bu©ÓëÅ

D:\soft\HighAvailability.tar.gz ÂÞ pcsb��2MO LinClusterb

Linux-6 O�\V�bLinux-7 OÄë\V�£ÐÐ apache \VbL

2Owww2.skills.comb'c«¬/var/www/htmlb'c�å index.html

��OxHelloLinuxCluster{£IP çè2MO vipb<= IP O

10.10.70.90ãcÇÓrÏ[çè2MO websitebÓë«¬O mpã«

Úçè2MO webstatusb��ÓrO/etc/httpd/conf/httpd.conf£¶p
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¶Ï-L2ú.bhttp ú.Ffnnå httpsb¸¹��O

/etc/ssl/www.crtbÌ}��O/etc/ssl/www.keybKw CAu¸¹£ 

(D) <=} 

dwV,'e&'�<=}MN]nobÓJ©üý�.¬¢å

>2A4/3��B£&

1. ú Linux-2>ÂÞ docker-ceb�Ý centos¨@£Ír§�¨@

à(úÓëÅ D:\soft\DockerLinux£ 

2. Î*2MO skills]��b2� Linux-2] 80�_å��] 80

�_bú���ÂÞ apache2b¼º'å��OxHelloContainer{£ 


