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4 = 1E R 5U0S uniontechos—server—20 E 1
5 | SDN#= &l % OpenDaylight E 1
6 | a7 \S\(/[vifsre Workstation Pro 16 = |
7 | VPNClient OPENVPN 2.4 DL - E 1
8 | Zabbix—Agent Zabbix-Agent 3.4 DLk E 1
9 |Office Version 2013 DAk E 1
10 | Putty Version 0.7 Dt E 1
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15 | PDF [ 32 2 Adobe Reader X1 1104 E £ | 1
16 | M4 RRATH SercureCRT8. 1Ak = |1
17 | &ETA FScapture6. 504 - |1
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Displays
Unknown Display
Orientation Landscape
Resolution 1280x768 (16:10)
Night Light off

Al 2: RERSEER

S4#tshow ip route ospf | include El- 20
S4#tshow ip route ospf | include E1. o~ B |
Running this command may take some time, please wait or press "Ctrl+C" to | 5¢ 4= [L
break.. i, BT
O*E1 0.0.0.0/0[110/6]via 10.1.1.13,00:07:23, GigabitEthernet 0/24. 5 4Fe

OE1 10.1.0.5/32[110/22]via 10.1.1.13,00:04:19, GigabitEthernet 0/24.
OE1 194.1.10.0/24[110/6]via 10.1.1.5,01:57:26, GigabitEthernet 0/23.
OE1 194.1.50.0/24[110/6]via 10.1.1.13,01:57:26, GigabitEthernet 0/24.
OE1 194.1.60.0/24[110/6]via 10.1.1.13,01:57:26, GigabitEthernet 0/24.

Bl 3: (RIEW & T ik LI By Show R A(E &

ctivities &) Firefox ESR ~ Mon 09:49
LogIn« Chinaskill20 — Wor X | 4+ e x
<« ¢ @ D & hit sdskills.com - & & n@oD & =

&l 4: f&%/%%k%lﬁ%“é%fﬂﬁ’ﬂ Web & B A
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C:*Documents and Settings*newrping 172.16.1.1
Pinging 172.16.1.1 with 32 hytes of data:

HReply from 172.16.1.1: bytes=32 time=Ymz TTL=255
Reply from 172.16.1.1: hytes=32 time<ims TTL=255
Heply from 172.16.1.1: bytes=32 time<ims TTL=255
Reply from 172.16.1.1: hytes=32 time<ims TTL=255

Ping statistics for 172.16.1.1:
Packets: Sent = 4, Received = 4, Lost = 8 (Bx loss>,

Approximate round trip times in milli-—seconds:
Minimum = Bmz,. Maximum = Pms,. Average = 1ms

C:*Documents and Settings“newr>

BI5: W4 3% 1 oy gtk SR
2. W KA

Tk $4 BR R TF 0 AR H o RE T B 9 SE I S AR B AR E AT T 2
AR T,

RSERVER TASK (534)

TAE& ME 4

1.NETWORK: 1. FA#L4% . IPHtFd 4 FHEEL4. (3 6
Ay 2. FRBEEL 34 . a
2. Iptables: 1. BRINEEMILFrARE (564 5 2. 3wHENATHI| 15
m (54 ;3 3. SEHELAN (54 . a
3.DHCP: 1. IE# <% % DHCPIR %, HEZNRI (24) ; 2.
BZ ZEDHCP Ak . DNSAR 2 (54) ; 3. DHCPZ A uwillik, FKE(| 13
IE#HAEIP/dns/gwiti il (64 & a
4,SSH: 1. %% ssh, E# WY (34) ; 2. REIHME 35 | 94

B3 (34) 3 3. {#FChinaskill208 F 4 & & F &3y (3

4 .
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2. V4 Ak SR =ARE SRABAR S +CAR SR+ 38 58 17 2 SO AL T [ A - 2 A0
WS EN RS EEEL, R A B, C ERIFHWE L& K
Fo BNRAGHEMELTHE A ERERS, A EHRASEH
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TR WA 1 | e | sRIA
AT
e T W 1 | rosere e | g
N
HCRERES | PEALE Ay | T | BRI A
AV b
SR | ERSRE | ok | R | BRI
GABEREM | #H 3 Wb | #E6 A
HOE VR
AR | SOk 5 51T | 2R
- s . BTN
HAR- & 5= F IR E A 10 F1005 #5640 H
K IER I e | 5?%2“ SR
iR A !
T T ik WA L | ropEreE | R
B %@f% | 000K | E6AH
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2 EPI R EARRTAE-NE R REE

M fF: S (RO
MERREE

(=) #HRA: WBHE
EH5ER

CIT nElZE—xXUHARTHaHENETNETHFLE, NaEW
RHENR, BANBEZLENHEN S, lE CIT »EkFuHE
BT R RAE A, NERZULEN T8, B AEE MM MNERHT
MRS T, FEHAT L FAE T AR F485 F 00, FFRAES
H, BRBRENFANLENLF. EAREHEBLERTENTLRM, o
AlFnE AN AR PO TR E

KENEZ—F W TH WS REZRE, W CII NEEILHKH
WaERR, —EAEFNEEANMEEF LS, RENFANETL
FABL o AT SEIACH B AR e ek A A A I L Bk 55 5K
Ak, T, THAEHE, REAKEQFA—LRNETEMN, wWiE
CIT %R TMrsyNBRERTES, T&S MNEERXE L T 8K
BRI GERES, LI CII AF2ENEWLKEHE,
EHEE
(—) MEEAERRE
L ZEME 1 7oy “wE” PRSI ERER, ERRE,
HEME, EREAZEUHNEREGER.
2 REMFE 2 T8y WK, 2AREFFREHNETEE,
3 EANREAA L& ER S L, #ITE SSH %, £+, FF
%/ 54 R 4 adnin, adminl234. %A 4 XK A, FAEG N

admin.,
4 ERBEA ST K& EFE SNMP TheE, mEHA 172.16.0. 254 K%
Trap VHE. H9F, RAXA V2C, 5 8 Community % “Test”,
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H ) Community # “public” , FF2 Trap HE.

() BERLNE

L EAPF Trunk #8% E, # VLAN B85, hiFh.
2 76 S5, S6 B9 Gi0/10-Gi0/15 3 O k& i O {747,
3 f£ S5. S6 ## PC #ls b, FFE Portfast f2 BPDUguard %43 3 6.
4 £ S6 HH PC WWED B BPDU Fr3F, AN E FEEL
# 7 KX HShutdown-Port, H X EHE DO NGO,
5 R3O BPDU Guard ##E N\ Err-Disabled R4, Hit
300 a2 EAKE (ETHOHZERSE) , EFLNELHIE.
6 f£ S6 L DHCP Snooping 3#E. <K S6 _EEcHHY ARP 4l
AREBHEZGEEEN 1024, 1TEARE log BIFIEY 300s.
7 JE CPU FAPHLA|FE A 500pps. S6 RHENHE s O %4, O
Gi0/13 RAaif pC2 #id,
8 f£ S3.S4. S6 LEE MSTP it — B3E. ERAAEHFEREL
S4 # &, S4 KWMEZT S3 K, HF: region—name 4 test;
revision AR 1. S3 FEHEHFI AR, S4 EHZFAFHER, ER
hAEF A 4096, MR LR A 8192,
9 f£ES3 f1S4 EECE VRRP, LI ENMMAR T4, IRENSHE
Kink 1 Por. E#F, S3. S4 & VRRP A HHEHEE AN 150, K
PR E A 120,

% 1S3 1S4 B9 VRRP % % %

VLA VRRP %144 = VRRP L 1P
N (VRID)
VLAN10 10 193. 1. 10. 254
VLAN20 20 193. 1. 20. 254
VLAN30 30 193. 1. 30. 254
VLAN40 40 193. 1. 40. 254
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VLAN100 (=2 #A4L[8]) | 100 193. 1. 100. 254

0 S1 #1S2 WEHAHEWL, S1 F1S2 [8#Y Te0/51-52 TfEH VSL 4
B, HH, S2 hE, SI K&, HlX| S1 2 S2 889 Gi0/48 3% O €% BFD
W E AL B

F1% 4% : Domain id: 1,switch id:2,priority 150, %% % :
Domain id: 1,switch id:1,priority 120,

ooooooo

(2) RELLRNE

1. A EGL B4 N3 L& F P sk AP #9 DHCP AR %-%%; /7
S5 1E A E ML P Ak AP 89 DHCP AR -2 .

2. BRI Na# WM FH SSID % Test-GZ XX (¥ : XX F R
#), WLAN ID % 1, AP-Group % GZ, WM L&A F <8 SSID &+
HF R B, QU E AL E A M SSID A Test-JL XX(XX I
#£), WLANID # 2, AP-Group # JL, AWM L4 A 7 %8B SSID /57
B Zh 3k B AL

3. AHS AC2 N EF, ACl H4&F. AP 5 ACLl. AC2 ¥ rffE, %
AP 5 AC2 REHEHRBETETIRE ACL HEREMRS.

4. NG EF P EAT LM %R, FEXA WPA2 Wi H R,
IR XX (R ARG . HFEABELERR, H#E PC2
T4 A3k

5. BEXRKAM LA %S B R AHEXEX, * WLAN ID 2 Tov&EA
B P TATFH % 800KB/s , RAHEE N 1600KB/ s,

6. EMAEE AP AT EAEN 30 Ao T MoEE A E,
EREGRE—ZFAIN 21:00 F 23:30 HAE K HLLEMR S

(W) 52 T & 3 8
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CII EHNEEITENFLEXT —FKAZ 50 KARAL/NER.
ARFERAGERMN, FEAERIHELEATE, MHEAN 12 AT

(W 3% K TG =)
b, THEKRERERZR . ABMALNE. FEAEHWE 1 T,

TRATE F .

| 40000mm
| 6000mm | 6000mm | E000mn I Bl I 1 CHHO e |
7 suael 2ivnE | 2 eE sEmds || #
& 3 105 107 109 g
_| il
g
5 (. b3 N[
S simel 2eme || 2ese| 2usE sewps | §
— 102 104 106 108 110 o
=
g
B o [ L Umﬂ e
; L= i
§ EERRE : Pt i 5
AH | [prem PVIC T 113
1 gra— .

10000=m |%ﬁm 1000 0mm | 5000mm | 5000mm |
HE: I§=: 300cm 5 S0cm

| 10000mm | [ J&: 200cm, [J2E: S0cm
BT : mm

&1 Fw A A E

L ERTREB B, LF AP S (BF: AP A5 HKET. 71

%fER. A, FHEXA 2.46 1. 6. 11 =AMEHEMX]; HFH. #

BXRLAEZ) .

o. BRI TAME M, W AP EAEF 2.46 Mz 50 ERE

(FEESBEZERAT-65db) .

3. MHZALTIBIEHREMAE R, WEREAESHNBRESR 2.
k2 T&AFaEMEEX
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£ By 3 /A =S
A P AR .
(2.4G/&% | B2 (7.
) )
. 100m
AP1 IR A 300M/1. 167G [32/256 6000
w
. 100m
AP2 B H R 300M/600M | 32/256 1100
. 0
AP3 IR 150M 12/32 | 60mw | 2500
&g 1 10 KR4 N/A N/A N/A | 1600
LU 2 15 KR4k N/A N/A N/A | 2400
K% W/ N/A N/A N/A | 500
R
Switch 24 B POE % N/A N/A 240w | 1500
e AL 0
AC T 4% 15 | 2 6%1000M 32/200 | 40w | 5000
0

() MEH PR
L 78 BGl. EG2. Rl b#A4T NAT BE, LA AIEGE L HHETE F P
(ACL 110) #F[V7E EBAW; it NAPT BN WA P 1P sk #%
BB BRI D £,
2 FEG2 F#FALRTEAR K, ACL (/5N 102) sEFTHE 1P
B AR &S WEE DB ICMP, Telnet il A AP K& 1P |4
B HIR BT E . AR BT X E K. AR R & B AW R il

o,

3 & EGl LE4#xtirE 4N WEB &, FR#E4 IP 1000Kbps, WM
WEB Ryt & T #iL 50Mbps.
4 fEJF IPSec xﬁzﬁ%ﬁél%éy\%ﬁé’ﬁ&%ﬁﬁﬁfﬁn%o & o A £




SRR R EARRINE-FHERAEE

B, ReWVCRA esp ik, WMEHEXA 3des, NEFHXA
md5, LA IKE 7R E L IPsec SA. HE#, £ Rl LEE ipsec WX #
& 2N myset; FMA ipsec WEELHY dymymap; T4 F K 4
ABHSC 1234565 #EAYHY ipsec A mymap.

5 f£ EGl f1EG2 EFCE ACL 4h5 4 101; ##AH ipsec MEE
mymap; 5k F 540 B L 123456,

% 1: #HIE

_______________________________________________________________ 1

s
|
i
i
i
[
[
[
[
|
|
[
[
i
i
|

AEHTAHR

%% | mogom NN 56 | —cxenu A7

. /—\/ /&‘ >,
SL/S2 | yLAN20 Xiaoshou | 199 | 90 954/24 # & 20

VLAN30 Caiwu 192.1.30. 254/24 [ F
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V1an100 Manage 192. 1. 100. 254/24  |F 25 LR VLAN
Gil/0/1 10.1.0.9/30 AG1

Gi2/0/1 10.1.0.9/30 AGL

Gil/0/2 Trunk AG2

Gi2/0/2 Trunk AG2

Gil/0/3 Trunk AG3

Gi2/0/3 Trunk AG3

Gi1/0/4 Trunk AGA

Gi2/0/4 Trunk AG4

LoopBack 0 11.1.0.31/32
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(=) #EP}B:WindowsZZ
HEES R
RAE K — L W& A TR, #H3EIKEHZE ChinaSkills. cn HY

P2 o RSCE AL BT[] A 58 B SRV 45, FF3EAT 78 40 IR,
R & A SR IEH IR AT

(—) £ABE
B4 B 5
Device Hostname System FQDN IP Address
DCserver | DCserver | Windows server | DCserver.ChinaSkills. cn 172. 16. 100. 201
SDCserver | SDCserver | Windows server |SDCserver. ChinaSkills. cn 172. 16. 100. 202
Server0l | Server0l | Windows server | Server0Ol.ChinaSkills.cn 192. 168. 10. 251
Server02 | Server02 | Windows server Server02. ChinaSkills. cn 192. 168. 10. 252
Server03 | Server03 | Windows server | Server03.ChinaSkills.cn 192. 168. 10. 253
172.16. 100. 254
GWserver | GWserver | Windows server 192. 168. 10. 254
10. 10. 100. 254
Client Client Windows desktop [Client. ChinaSkills. cn 10. 10. 100. x
P 2
Network CIDR
ZINIEE= 10. 10. 100. 0/24
R 4 X 172. 16. 100. 128/25
B R X 35k 192. 168. 10. 240/28
(=) #HIHE
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SRR R EARRINE-FHERAEE

GWserver

Client

=. BEESFEE
—) DCserver FEF4%

(
ER: H#AEPRARAL, FEARKIIEE.

~

BIR% 2L, EMALHA “DCserver” B9 A “DCserver” MR
58725, MEBDLREFEAN Windows Server #1E R G HIE,
B\ P 4N “administrator” , BRIAFAG: Chinaskills20.

Ee A E PR A AR E A A ChinaSkills20.

1. DCserver AL EMAKERE

(D FRFEHGHASRENEMER, RERSFENENSL, 1P
ik, €IEERWAF 4 RES; BEWindowsf kKiE, R
VFEC & o AR 4 8 37 ok s 25 TOMP BT B9F 3K

(2) %% 7Zabbix-Agent%|Zabbix | Zabbix A M35 R & 5 24T A
PAT CHAE R ME EHMD: /tools X E A,
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2. ACTIVE DIRECTORY SERVICE H ¥z EHRXRE THHS
@ fE DCserver FEEUTMAHXE
o 4 ChinaSkills.cn &AL E Sz H TSRS
o RABEERMITEITR TF LLERER S %
© GIEUTA2F AD A5 F
e Sales (Sales001-100) . IT (IT01-05) . Finance (F01-10) .
Management (Manage01-05) ;
o G7ZChinaSkills20 ¥GPOEE fi; mAZIA W ERE, HixEHE 74,
o HETHBA P KE R KX H ( BManagement 4b) , B HEHT
\\ChinaSkills. cn\ ChinaSkills20\Roaming Profile\ H 3 ;
o JTEAM BB PR EEHE FIHTE;
e HELBEBME A Ot REBTUBNER=EL
My WAV ARME R R fuig &7 7R,
e MEBEZEHREAAERECLEN: FREANE M B AHMADER
H3; 3 [E % &% 2DFS H & T \DFSsharedir\IT\backup H .
3. DNS SERVICE & TIEH 4%
(1) REXEE DNS R4
(2) AELEH ChinaSkills. cn B X, 7iinsh B84 EATICFR;
(3) FEE TXT 0%, MEEHEERRSEIDE; BESLKE PIR;
(4 A YR B %A E R mER KX E;
(5) DCserver * DNS AR %%,
4. DHCP SERVICE W& TfFf£ %
(1) LRKEE DHCP R4
(2) QE—/4%% “ChinaSkills.cn” By DHCP fE /A 3k;
(3) fREHAE 172, 16.100. 129-139, AHEHdE 172. 16. 100. 140-254; 4%
SDCserver By IP M ik 172.16. 100. 202/25;
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(4)

W Hohk: 172, 16. 100. 254;

(5) DNS AR4-#. 172.16.100.201; 8.8.8.8:
(6) HMuAL 11 /N 59 4 59 #,
5. WINS SERVICE B E T#H %

)
(2)

RETEE WINS IR5;
BLE % DCserver K F WINS fR%-2.

6. 4 ChinaSkills.cn B E &4 KEk

(D
(2)
(3

(4

R %] Management (Manage01-05) H&& M Client & 3k;
R %l Finance (FO1-10) , A &8X W ITENAE B 1T EA;
BT W38T EALA SR P A e B s EME S, AL AL EE A

H—RRABERMA, WIS U E R FE R

AERFPRETH RS, ZRBEREDHKE D2 ENE

Rl D,

(5) X FFinance (FO1-10) , H—AMFI4, L& FHE T HEFE P 3
(6>  XIT (IT01-05) JFEHEHEHEE A, BREWREER, &
—%m IE WS hEF XN ELT;

(7) # FSales (Sales001-010) € f M & 4%% T A . PowerShell LK Cnd,

7. XH#FE

(1 @2 X 3£ F \ \chinaskills. cn\sd2020\users;

(2) A H 5 HD: \Share\sd2020\Users \%username’;

(3 ZEFXEEKEIRE N AR EA P fHome B &, BE R G, #EHEN H
&, 17 1H 2| & B #yHome B 5, FR%IH P 89 £ X R A4 500MB;

(4) AU # X 3%\ \chinaskills. cn\sd2020\docshare;

(5) A H 5 HD: \Share\sd2020\docshare;

6) A ¥Fmanage0lF 7 H B AAUR, 1% 3£ F e H A6 2 75 s
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(=) #HRC: Linux¥HE

BEHHES#R
ENFEEHRIRMERE, BN NERS, RIEZ D

NEWERAEER, ARAGANERATE, EREMNLEI. £

ABREREARSF R TR ME RS L REGNR, WERIPEMER

BERFLWT:

1.3 %

Rserver

Client

-
-

2L EARE
MR &R E P s EATE T %
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Device Hostname System FQDN IP Address Service
RAID5
NFS
DNS (bind)
Server0l | Server0l Cent0S Server01. sdskills. com | 172. 16. 100. 201
Webserver (apache)
SSH
DBMS
Ftp (vsftpd)
Mail tfix,d
Server02 | Server02 Cent0S Server02. sdskills. com | 172. 16. 100, 202 | i1 (postfix, dove
cot)
SSH
Ntp (chrony)
UosS
Server03 | Server03 Server03. skills. com 192. 168. 10. 3 SSH
DNS (bind)
UosS
Server04 | Server04 Server04. skills. com 192. 168. 10.X | Webserver (apache)
SSH
proxy (squid)
firewall (iptables
)
Rserver. skills. com 172.16. 100. 254
Rserver | Rserver Cent0S . 192.168. 10. 2 | dhep
Rserver. sdskills. com : <Y
10. 10. 100. 254 | SSH
CA
Shell script(bash)
Client Client Cent0S 10. 10. 100. x none
W 25
Network CIDR
office 10. 10. 100. 0/24
service 172. 16. 100. 128/25
internet 192. 168. 10. 0/28
3.EAFK

F41% % : Client,Rserver, servr01, server02, server03, server04.
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ER: EAHTAARAZ, HHEHARNLE.
CLIENT TASK
1. Client EFEHHLinxRLE, REERWT:
BOREEVT TR RS A, TR R R S
1 412 F L% 3 SCRFGNOME £ B 31 5%
T R 29 % £ 1280x768;
JUAADHCP, 1% EALF R IPvAst it % B 5 3% B
Mikdns, ZRAMKGAATIE;
Mkweb, ZEfirefox W W e, curl G4AATMKRITE, &HFEME
HEAT 7 ER A A AR R 2T R
Mixkssh, Z3xssh AT ITE;
MARVPN, % R VPNE & o T EL 44
MK ftp, &K ftpar AT % F 3w TR
ME A EE, % FESambatr 24T 5 P 35 T
Mixkmail, ZIXEFEEE P om, FraEE % AT ol frdk s
B 7 R BRI R
RSERVER TASK
1. Network
FEREEAARECLMLERS SN EANL, WFIPHATE. HaF.
2. squid
#Z3% squid M5, TTEBEEAR, HLFSLRINFR G &) 6t
3. Iptables
BN PR R &
A sb By NAT ANACREHATAN, EFEILT Internet
P4 T RETTIE] office W%, #REITHERFHRSLEFER
BT
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4. DHCP

5. SSH

6. CA

K E P AT 1P JEEE 10. 10. 100. 1-10. 10. 100. 50;
DNS: #ZPE PR SRECE DNS AR 5% bt 1% T0
GATEWAY: #% B SEPR 35 SR & W 55 bk 26 T,

%% SSH

AV client F P 3m#tAT ssh IE, HKPH ENMIEKE R 1ZE 4,
BE client HAEE Chinaskill20 A P ¥ T 7 LA EF, #H
4 2222, FHHHFAR root HHIMIR,

CAMRAEF %42 /CA/cacert. pem;
BREFAEE, MAEER:
Ex = (N
HBAL = Inc
HEHAY = www. skills. com
A Fl4 = Skill Global Root CA
®IZ A F #H1dsgp , ¥zsuser. lsusr. wuusrininE|4H K.

7. Shellscript (bash)

% EbashR %

R4 M4z B A: /shells/chkWeb. sh;

T Rserver 45 A i 52 5] 09 P 3h 32 4T 16 UL 5

BIA T LU JE & B AR AT

FF St E— R ETIRE, WRALIREZERKIK;

I R A WSE TR IE, WREF P “WesEAER S, FEHEHR”
T H .
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