% — W BL-RS T 50
DCRS FF B telnet B 3K Iy &, F F 4 den0l, %40 den0l, BLEfF
Al telnet 77 X B Ko RE R B 40 THAUE &: “WARNING! ! !
Authorised access only, all of your done will be recorded!
Disconnected IMMEDIATELY if you are not an authorised user!
Otherwise, we retain the right to pursue the legal
responsibility” .,

3 8 43, telnet B k3 7 banner H & KK IyEF 4.

DCRS#telnet 127.0.0.1

Connecting Host 127.0.0.1 Port 23...

Service port is

Connected to 127.0.0.1

WARNING!!! Authorised access only, all of your done will be recorded! Disconnected IMMEDIATELY if you are not an authorised user! Otherwise, we re
tain the right to pursue the Tlegal responsibility

Togin:dcn01

Password:*****Jun 12 10:22:58:000 2021 DCRS MODULE_UTILS_TELNET/5/:Telnet: User dcn0l login successfully from 127.0.0.1:32884.



2. KIWIMWET —BWE ZFALIZNS DRS #HATEHE, WE RS
IP Jy: 10.52.0.100, 32 R4R{E A : DCN2021, hA<ky V2C, DCRS
Trapf& B STl R4, % MAC Hiht % & L i, 5 37 B 3 4o
P & A B A, B 35s K3 —K; DCRS W B 4 38U & K 34 45 DCBI,
H DCBT ¢ 2| 6y BB 4T A P BT 2 K 09 29047
H 84, 34,

L3n, Re—B&ES, &N ES

DCRS#show snmp status

System Name : DC YunKe Networks Co.,Ltd.

System Contact : 400-810-9119

system Location : China

Trap enable

RMON enable

Community Information:

Vv1l/v2c Trap Host Information:
Trap-rec-address: 10.52.0.100
Host Version:v2
Community string: DCN2021

V3 Trap Host Information:

Security IP 1is Enabled.

230, Be—HEN, BUTER

DCRS#show mac-notification summary
[MAC address notification:enabled |

MAC address notification interval = 35

MAC address notification history log size = 10
MAC address added = 0

MAC address removed = 0

MAC address moved = 0

MAC address snmp traps generated = 0

DCRS#

3.2 48, RA BB, EULES

DCWS#show moni tor
monitor session 1:

source ports:
RX port: 20
TX port: 20
FTow monitor source:

Destination Ethernetl/O/lOl tunnel VID 0 desMAC 00-00-00-00-00-00 desIP 0.0.0.0 srcIP 0.0.0.0




% DCRS £ VLAN40 JFj& DL T % AL #:

5 WE At B R, BRI EAR N, PR E AR Y (] [
@A 10s, RAFBLUE R HZsmu, REBEHN 30 04 wx
LA DHCP R 42 U X Ml iZsm B, BLE Y A ARP 3K 3 2K 5 ;
84, 34

L27, Re—%Ga, ENAEL

DCRS#show isolate-port group

vlian 40 :Isolate-port group vlan40
The isolate-port Ethernetl/0/8
The isolate-port Ethernetl/0/7
The isolate-port Ethernetl/0/6
The isolate-port Ethernetl/0/5
The isolate-port Ethernetl/0/4

234, A —BEH, BUFEL

DCRS#show loopback-detection

Loopback Detection Global Information

Transmit Interval : 10s(loopback mode), 10s(no Toopback mode)
Control Recover Time : 1800

Coopback Detection Port Iniormation

PortName Loopback Detection Control Mode Is Controlled Happen times
Ethernetl/0/1 Disable No No 0
Ethernetl/0/2 Disable No No 0
Ethernetl/0/3 Disable No No 0
Ethernetl/0/4 Enable Shutdown No 0
Ethernetl/0/5 Enable Shutdown No 0
Ethernetl/0/6 Enable Shutdown No 0
Ethernetl/0/7 Enable Shutdown No 0
Ethernetl/0/8 Enable Shutdown No 0
Ethernetl/0/9 DisabTe No No 0
Ethernetl/0/10 Disable No No 0
Ethernetl/0/11 Disable No No 0
Ethernetl/0/12 Disable No No 0
Ethernetl/0/13 Disable No No 0
Ethernetl/0/14 Disable No No 0
Ethernetl/0/15 Disable No No 0
Ethernetl/0/16 Disable No No 0
Ethernetl/0/17 Disable No No 0
Ethernetl/0/18 Disable No No 0
Ethernetl/0/19 Disable No No 0
Ethernetl/0/20 Disable No No 0
Ethernetl/0/21 Disable No No 0
Ethernetl/0/22 Disable No No 0
Ethernetl/0/23 Disable No No 0
Ethernetl/0/24 Disable No No 0
Ethernetl/0/25 Disable No No 0
Ethernetl/0/26 Disable No No 0
Ethernetl/0/27 Disable No No 0
Ethernetl/0/28 Disable No No 0



530, RA—HAEA, BIFEL

DCRS#show 1p dhcp snooping
DHCP snooping is enabled

DHCP Snooping binding arp: disabled

DHCP Snooping maxnum of action info:10

DHCP snooping switch ID 00-03-0f-dc-fe-78

DHCP snooping droped packets 0, discarded packets 0
DHCP Snooping alarm count 0, binding count 0,

static binding count 0, from shell 0, from server 0
expired binding 0, request binding 0

interface trust action recovery alarm num bind num

Ethernetl/0/1 untrust none
Ethernetl/0/2 untrust none
Ethernetl1/0/3 untrust none

Ethernetl/0/4 untrust shutdown
Ethernetl/0/5 untrust shutdown
Ethernetl/0/6 untrust shutdown
Ethernetl/0/7 untrust shutdown
Ethernetl,/0/8 untrust shutdown

Ethernetl/0/9 untrust none
Ethernetl/0/10 untrust none
Ethernetl/0/11 untrust none
Ethernetl/0/12 wuntrust none
Ethernetl/0/13 untrust none
Ethernetl/0/14 wuntrust none
Ethernetl/0/15 untrust none
Ethernetl/0/16 untrust none
Ethernetl/0/17 untrust none
Ethernetl/0/18 untrust none

Ethernetl/0/20 trust none

Ethernetl/0/21 untrust none
Ethernetl/0/22 untrust none
Ethernetl/0/23 untrust none
Ethernetl/0/24 wuntrust none
Ethernetl/0/25 untrust none
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4. DCWS Bt & IPv6 Htudl, i JFAH X 45k S 3 VLANSO 8 IPv6 3 o]
B 20 NP K AL 3R A% TPV AR Ak
DCRS FL & IPv6 Hisk, FrEEmAEIhaE, Boinsienr
K 2 /NEE, AR VLAN3O By TPv6 23 ¥ LIRS 1Pve Tk S Hdt.
DCWS 5 DCRS = [ B2 & RIPng, i PC1 &5 PC3 ¥ LLi@ 3t IPv6 i@ (3
F 124, 44,
1.3 4, ipv6 HuhtFBRIAK 5 2001: 50:: FF L AR

PC3:

- 2881:58::1

: feBA::35h6:afl1B:aelezhf?1x11
: 16%7.254.191.145

: 255.255.8.8

: 2881 :58::254

2.3 %
PC1: ipv6 ikl 2001: 30: : +EUT64, ERIA W 5% DL FE80 A< Hb 4k B
Hibt 3k, W4

172.16.48.62

isatap.{543C27DA-FFAS—4F61-9345-D361EAS2EZ268):

............=-$1¢F'&FH$

DNS Jo#R - . . . . . .t




> FBTUT %

am
t}

334, B RA0 ipve BECH

DCRS#show 1pve rout
IPv6 Routin

Fodoc =
Lodes:

'l

0, 00:04:17 tag:0

2881 :58::

5 2881:58::




5. RW[ &8 K DCWS 5 [y K 3% DCFW = [8] B9 4% 5%.;
Bt & i &3 VLAN4O b 458y F P 37 18] IDC SERVER #y £k #0743t
DCFW 10. 1. 0. 254, 1DC SERVER 3% [E] %k 32 3% 42 3 DCFW10. 2. 0. 254,

Hoxd 3 i B IT 8 A 22 W 4, 58T 4 BOA;
124, £34.
1.5 ﬁ}W §%<§§“—7§k{%7£%7 %§JHU;?U§%5}“

DCFW# show lacp aggregatel

Flags: A -- LACP_ACTIVITY, B -- LACP_TIMEOUT, C -- AGGREGATION,
D —— SYNCHRONIZATIOMN, E —- COLLECTING, F -- DISTRIBUTING,
DEFAULTED H == EXPIRED
state: 1acp enah1e
ort_num:2 active_num:2 select_num:2 min_bundle:1 max_bundle:16
oad balance: flow
local --> system id:32768, 0003.0f80.c88d oper-key:0x11
remote --> system id:32768, 0003.0f90.14a2 oper-key:0x1

[member 1: etherneto/1 |

link state:up

status: active

send Tacp packet:134 recv lacp packet:134

local --> 1id:38 priority:32768 oper-key:0x0011 Flags:ACDEF
remote --> id:1 priority:32768 oper-key:0x0001 Flags:ACDEF

[member 2: ethernet0/2

speed:J000  duplex:full Tlink state:up

status: active

send lacp packet:134 recv lacp packet:135

local --»> 1id:39 priority:32768 oper-key:0x0011 Flags:ACDEF

remote --> id:2 priority:32768 oper-key:0x0001 Flags:ACDEF




.27, wAe—5EF 240,

DCFW(config)# show ad zone trust configuration

The configuration on zone trust:
ad enable

Attack defense type threshold action status
Tear Drop drop on
IP Spoofing drop on
Land Attack drop on
IP Option drop on
IP Fragment drop on
ip directed broadcast drop on
winnuke drop on
Port Scan 1 drop on
TCP Anomaly drop on
ICMP Flood 1500 drop on
Address Sweep 1 drop on
Ping of Death drop on
Huge ICMP Packet 1024 drop on
ARP spoofing

reverse-query on

gratuitous arp rate 0 on

ip-number-per-mac 0 drop on

src_thres dst_thres action status
UDP Flood 1500 1500 drop on
dns query flood 1500 1500 drop on
dns recursive query flood 1000 1000 drop on
SYN Flood src_thres dst_thres_ip dst_thres_port action status
1500 1500 1500 drop on
destination: ip-based
min_rate max_rate timeout action status

SYN Proxy 1000 3000 30 drop on
SYN Cookie 1000 3000 30 drop on

3.5 4

JH{£ & PC £ 441 IDC SERVER, {&# JF| VLAN 40 PC2 tracert 10. 100. 18. 2,

we—BiRae, ENAES

C:sllzerstracert 18.10A.18.2

| 1@8.1@80.18.2 FIE5H

F 172 .16.48.62
= 18.2.08.254
184.188.18.2




DCFW. DCRS. DCWS = & Bit & OSPF area 0 FF & FL 4k B &y MD5 A
%4 B X, 4% 7 5] INTERNET BR1A B i,

87, 354,

1, 2, 3, 4 4% 14

DCwS#show run | begin interface Vlanl13
interface vlanll3
ip ospf authentication message-digest
ip ospf message-digest-key 1 md> 0 test
1p address 10.3.0.253 255. 255 255.252

1nterface vianl14

ip ospf authentication message-digest
ip ospf message-digest-key 1 md5 0 test
ip address 10.4.0.253 255. 255 255.252

T

interface Vlanll5
ip ospf authentication message-digest
ip ospf message-digest-key 1 md5 0 test
1p address 10.5.0.254 255.255.255.252

1nterface vlanlleé

ip ospf authentication message-digest
1p ospf message-digest-key 1 md5> 0 test
ip address 10.6.0.254 255. 255 255.252

6.4, Fh—8EN, FNTEN

DCwS#sh ip route ospf
O*E2 0.0.0. 0/0 [110f11 via 10.3.0.254, vlanll13, 00:00:20 tag:0

D 172.16.30.0/26 [110/2] via 10.5. 0. 253, V1an115, 00:00:21 tag:0
0 172.16.40.0/26 [110/2] via 10.5.0.253, vlanl15, 00:00:21 tag:0

Total routes are : 3 jitem(s)



DCFW &5 DCRS 7 37 # %t IBGP 4R J& X %, £ AS 65500, DCFW E
loopbackl—4 AAEHL AS 65500 H P 2%, A RIEIKIER:E 0w F 4
fufigk, TRUTERE, EXoT:
® DCRS i3t BGP 2|3k loopbackl, 2 W # T~ — Bk 10. 3. 0. 254;

DCRS i 3t BGP |3k loopback3, 4 B2 T — k3 10. 4. 0. 254:
® 3t BGP SZEF|3A loopbackl, 2, 3, 4 89 W 4 7.4
® {# ) IP 47| & I _Eik W 5303 ;

® {F LP &3t

B SCILE A

K124, BHEHEHRSF 124,

DCRS#sh ip bgp

BGP table version is 55, local router ID i
Status codes: s suppressed, d damped, h history,

5 Stale

A —

R0

is 1.1.1.1

Origin codes: i - IGP, e - EGP, ? - incomplete

Network

=
]
*
r+

H
*>110.11.0.0/24 10.3.0
= 1 10.4.0
*>110.12.0.0/24 10.3.0
* 1 10.4.0
* 110.13.0.0/24 10.3.0
i 10.4.0
* 410.14.0.0/24 10.3.0
i 10.4.0
Total number of prefixes 4

op
.254
.254
.254
.254
.254
.254
.254
.254

Metric

[= o= o o o e o ]

ks

LocPrf weight
100

100
100
100
100
200
100
200

valid,

ATV %%, 2 a5 route—map £ %% LP
LP B EENSHAEA: 200

. BN AL

[= o= o o o e o ]

= best,

Path

e ol 1 el o e el e

i - internal,



8. 4R DCRS E0/3 3 H #y Y B, 3 2 A8 1d 30000 JU x ] thsig 11, 1k & B
6] 5 oo, HEMR 10 e xtsm 0 R HATR I K T ESFHR
B AR R B EE, DCRS &4k Y BB E A/ N8 2 H 1600 F 7,
* 8, #34.

LAg. RA—BES. BTG

?CRS#sh run int e1/0/3

Interface Ethernetl/0/3
rate-violation all 30000

rate-violation control shutdown

switchport access vlan 30
I

2,384 20, KA BB, BNFES

DCRS(conf1E}#show int el/0/3
Interface brief
Ethernetl1/0/3 is down, line protocol is down
Ethernetl1/0/3 is layer 2 port, alias name is (null), index is 3
Hardware is Gigabit-TX, address is 00-03-0f-dc-ef-7b

MTU 1600 bytes| Bw 10000 Kbit
i i [ status change:Ow-0d-6h-3m-44s (21824 seconds)
Encapsulation ARPA, Loopback not set
Auto-duplex, Auto-speed
FlowControl is off, MDI type is auto
Statistics:
5 minute input rate 0 bits/sec, 0 packets/sec
5 minute output rate 0 bits/sec, 0 packets/sec
The last 5 second input rate 0 bits/sec, 0 packets/sec
The last 5 cocond output rate 0 h11'c;"'c-:lr 0 n.:urlfnfcf"cnr
The last 600 second 1nput rate 0 b1tsfsec 0 packetsfsec
The last 600 second output rate 0 b1tsfsec 0 packets/sec
INpUT packets Statistics:
0 input packets, 0 bytes, 0 no buffer
0 unicast packets 0 multicast packets, 0 broadcast packets
0 input errors, 0 CRC, 0 frame alignment, 0 overrun, 0 ignored,
0 abort, 0 1ength error, 0 undersize 0 jabber, 0 fragments, 0 pause frame

Output packets statistics:




