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10.13.0.1/24
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10. 14.0. 1/24
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SSL Pool 192. 168. 10. 1/24 SSL, VPN # 3t
B F 1P 4% & % 20 H
ETH1/0/1-2 - DCFW
T4 1 584
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WRE W5 B
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DCRS VLAN 116 10.6. 0. 253/30
VLAN 30
ETH1/0/3 172. 16. 30. 62/26 PC1
VLAN 40
ETHL/0/4-8 172. 16. 40. 62/26 PC2
SR & 23
DCBI ETH2 10. 51. 0. 253/30 DCWS
WEB 5z B B7 k3 | ETH2 Server
DCWAF ETHS 10. 52. 0. 253/30 DOV
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F]]];é;WE http://192.168. 1. 1 Console admin admin
HREE 9600
W% H R R4
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1. DCRS F#f B telnet BF e, A 4 den0l, %545 den01, BLE(E
Al telnet # AR F L A @ Bt THAE K: “WARNING! ! !
Authorised access only, all of your done will be recorded!
Disconnected IMMEDIATELY if you are not an authorised user!
Otherwise, we retain the right to pursue the legal
responsibility” ; (8 4)

2. R#MHALEZT —EMNE RALIMZ L DCRS #HTEE, NERA
IP %#: 10.52.0.100, 2HE&E % : DCN2021, HA K V2C, DCRS
Trap 15 B 2 W&, 4 MAC Hubk & 4 F L at, 2 37 Bl 3 4o
W& & £ B Z A, & 35s & 3% — IR ;DCRS H 1 12 & it & & % % DCBI,
& DCBI * U 2| e £ 9B #E4T A P BT E ke -4 (8 49D

3. %t DCRS _E VLAN40 JF & DL T & 4 L4 -

VR LmE L — ZMRE, B RATREBARN, FFE N e e E [E
&% 10s, RIAIAE LG AW ZIm D, RERE KN 30 447 WX
AL DHCP AR %28 M % Ml %o 0, ECE 7 b ARP BUIR K i ;

(8 49

4. DCWS BCE IPv6 Mk, {# A8 K45 M 52 2 VLANSO #y IPv6 23 =]
E 3 P R AL 3k 4R TPv6 A 4k A i
DCRS BC & IPv6 Hidk, JFEBEAEhal, B o &0 EFH
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DCWS 5 DCRS z |8 & & RIPng, {# PCl1 & PC3 7] LLi& L IPv6 i (3 ;
IPv6 W S H ik ML ¥ 0 T, H & IPve Hedk BATHEX: (12 49

NZ-S IPV6 ik
VLAN30 2001:30::254/64
VLANS0 2001:50::254/64

. RE g A A DCWS 5 B K 3% DCFW = [8] #y 7 5 ;

At & £ & #F VLAN40 v -89 A 7 77 [2] IDC SERVER #9#(iE it £

DCEW 10. 1. 0. 254, IDC SERVER & [El #{ #E i 4 it DCFW 10. 2. 0. 254,
B R e BERTTE TR L2, 5807 A AR (12 4

. DCFW. DCRS. DCWS Z |8/ B2 & OSPF area 0 JT /8 & T &% % 9 MD5 A

iE, FH B E X, Y7 E INTERNET BRiA % dr; (8 4)

. DCFW & DCRS 7 5L # xf IBGP 4F /& % %, (£ AS 65500, DCFW E

loopbackl-4 A # L AS 65500 + M %, H {RIEHIE & 1= 0y 7] % 1&

fifd, TRUTERE, BXeT: (124

® DCRS i i BGP %34 loopbackl, 2 W% T —k % 10. 3. 0. 254;
DCRS 3 it BGP Z|ik loopback3,4 M % T — %k 4 10. 4. 0. 254;

® it BGP 53 5|3k loopbackl,2,3,4 By W& T4

® f#/F 1P w4 % & ILEE A 48R

® 7 LP BT 4k, R AYFES route-map KK E LP
B, THEEES, LP BEHETERENSHKIEMEN: 200

. R DCRS E1/0/3 3w 1 B X /& 3 2 3 30000 N 5% P s 21, K
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AR B R WU B, DCRS 2 # 3 M348 & K /INE 2 47 1600
FH; 84
A LI KR 2 2 & 2, £ K3 DCFW 89 Trust &4 B JT B
PING,HTTP, SNMP 4 &k (loopback ## HF4M) , Untrust %43,
FF & SSH. HTTPS Zh#E; (8 4%)
EH VLAN b 4 2 38 3 B oK 337 18] Internet B, & JF A B IP:
200. 1. 1. 28/30, fRiE&— B IP = £ BB A 418 K4 B 5T 2
—ANE M TP Mk, 58 R E T A A # e U B P A B AR
B, BITE A H R L% ZE 10.52.0.100 # UDP 2000 3 H ;

(10 49
TRBF AN P BT E LT REANRI M, EF K DCFW
FL&, KA SSL 77 X ELIAX nFxT A B VLAN 30 8917 5, F P 4
AL DON2021, Mhibi s Wik ; (10 49
AT RIEHTHABRER, BLmETE KT AN A HE
M, EATRAEFRREN M, TAARAFEEREN M AENLLE
PIPR5E, BESRAERT K& DCFW A A B E, 2L R& AP BA—2 A
B TAERFIE 9: 00-18: 00 WYHRF N A &8 “WmE". “HE” W
Az, HIoxHEZR; B4
B4 )8 AP 3 H 4k 4 10.81.0.0/15, X 7 ¥4 M hbiE % iE &5
XA E IP Hat B, ERWT,
® i R AP P AE W 4 2 AT Ak X
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A B E % SSID; (8 4)
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A A 1234565 (8 4)
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AL I A REER, IFERERE TEKT 50%0 25 48 b %
BEL&GET; AP A% AP R E 63 SSID, FF B wA il oh &,
(8 4
B B EEY NETLOG LR E, R&ME A AN FHEX . gk
admin Tk 7 ABC2021, %% ABC2021, ZWk AT F &84
By H A2 A Gt B . B NETLOG #E 4% 18 3 o 77 & & #5812
B, iR S B AR S BX, IP HatE 10.52.0. 100, 3% 05 25,
Ik 5 test, % test; NETLOG _F B2 & SNMPv3, A F % admin, MD5
M adminABC, ECE NTP AR 445, AR4-&H#iib: 10.52.0.100;
(8 4
fE 8 R EEINETLOG LB E, = T/ H (& & — 2| E & 9:00-18:
00) #Als] PC1 PB4 2l 89 URL # @& xunlei By HTTP 77 [F]10 %,
FEEHE RS, IR PC2 W B AT £ W B L P AE & B A By B B
WRAC T Wd= 0 W AT A L P A R B 8] B o 4 7 118
(8 4-)
NETLOG M & i Fl B pL FI 4 “P2P LA T , UDP #2536
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P “P2P LA TR 17 FEE; (8 4
NETLOG B2 & xf /7 P ARP % & # 4T 4iit, oKk 30 240 4 — A A #;
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Al; (849



23.NETLOG B & 45 it i Hl P igkah B & £ Al 20 HE 415 B, KX E|f
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24. B WA — 6 WIE R 4% B E 5| WAF, a2 RS E VLAN10 M
BB S I A AR, 3% 0 £ 8080, JFEiC T E HEAILE
i HE; WEKREFFEHE, EBHFHE, REEEHRE
5 B % % syslog HAMR S, IP Hht=2 VLANIO 1 % <A1 Fl
4k, UDP 89 514 3% 0; (8 4)

25. FE /N E] R ESEY WAF _FERE, FHOE# WA WEB It 2048 &1 5] B A
A NFRSEZE: (84

26. LE &R AR WK HHF, £ IP & AEKEK 3000 Kk, B h1EA
FELIE; SRAB B 47 e, = U HTTP & SRR A K E 4 256, 7k
ZoF K s, WP s AL (84

27.WAF LECE I B € [P 3h ek, L€ =ARR 4 Spider, EEFIMHLE
ZAT A WAF _EFR & [EE R P % Z1P.DOC.JPG.RAR #& =, 5 ; WAF
FRERE G R, BERE AL E N oEE, b
* bat B9 (8 4)

28.WAF LECE, £ WAF B9 L B33 4 2 g A U AR 4 25
(10.52.0.100) ¥y Z A2 REE T, EREHERFELME. SQUIEN
Bk A (8 49

29. E N EREHIWAF LBE, ¥Ek&SAZERAREE A=A
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EH5FE A

i HE M

Y AL: Windows

REWAL 1: Ubuntu Linux

WAL 1 %% T E: Python/Python3/GDB
WAL 1 AP 4: root, FAG: 123456
REWALIEME £ 4 2: CentOS_Linux
EWAM 2 Z&K T E: GDB

EWAL 2 A P 4: root, FAG: 123456
JEWALEEAE R 4 3: Windows

WA 3 & T HE: 011yICE
EWA 3 F P 4: administrator, FAh: 123456
B

M 4% %% % 1: WindowsServer
MEH#ZEIWFTP REKS: EL
k%237 % 2: LinuxServer

GE AP

1. NEAREBFE 1B FTP RS+ THUH

Exploit Linux05.c, 4##i% C B FIE X, EEZHY F

2B FLAGO1 F /4 &, W% F /% i 33 MD5 12 4F

%
&
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A+~ H % RIEA Flag E#RR (BR: T 83t F M4
), (1249

. KBTS AE 1 PEYCAEF U Exploit Linux05. ¢,

B 7 Y R S B0 FLAGO2 4 &, 1% 5 44 & i 3T MD5
iz 5 J5 IR Bl By e A (B B T oS B 4 R A Flag 8 5 (P
TR#AFMTRE) 5 (1249

LmAE S AL E 1 PRy C A2 )57 X Exploit Linux05. ¢,
B X 4 o = ey FLAGO3 F4F %, ¥ 1% F 4 # i 1§ MD5
JG 1B B e A W T oS 4 RE A Flag IR (FF A
FRE) 5 (124

\q

oSt

.

. SRR S ALE 1 FHY C A2 F UM Exploit_Linux05. c,

HEZ Y b =80 FLAGOA F /45 &, %1% F 44 % 1 13 MD5
1 E 5 R B R e AR o 4 BB A Flag 8 R (A
HEFHE) ; (124

+
\\,

. KRBT S AE 1 PEYCAEF U Exploit Linux05. ¢,

HEZ U Y B FLAGOS F 45 &, %1% 744 & 1 1T MD5
EHJFR B R A o2 % R IE A Flag R R (B
+R#pHFHE) ; (124

7

. XTALE 1-5 BB Exploit Linux05. ¢ JE X #HAT9RI1F . &

¥, FRFIZAT, AERSFET T 2 B9 root IR, HFHRF
2535 2 HE A AR B AZ T B X FLAG ¥ By 52 2 44 & 38 3T MD5
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55

W AL

HFEAH: Windows

FEAL 1: Ubuntu_Linux

FEMAL 1 %% T E: Python/Python3/GDB

B 1 H P 4: root, FAh: 123456

fEWALEE R 4 2: Cent0S_Linux

WAL 2 Z% T B GDB

WA 2 H P 4: root, FA: 123456

EWALEE R 4 3: Windows

BN 3 ZETHE: 011yICE

BN 3 F P 4: administrator, A%: 123456

B

Bk %237 % 1: WindowsServer

%875 1 NFIP REKS: E4

Bk %% 3% 2: WebSecServer

MEBTE2NFIP REKS: EL

TH5NE:

1. LR 7 RITFWEER, S a8 E# N TE, MU
Web % 4R 77 i 3k 45 R 528 7 & 2 R # A2 T By U flaginfo
PR TR, PR T T I MD5 2K 5 R B A E
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FRH#HERIEN Flag R (FR: tR#HFHE) ;
(8 2

. MEBHUIR 5 %37 & FTP IR 525 % T 2 U fF websec05. php, %

W|iZ PHP B 7 X, BERRFEZARBNAESF 1 A FH
Web i FI A2 F 5 HMARBHAT LA, BEAX G L FZE
& #y FLAGOL F 4F &, 1% F 4f & 8 1t MD5 12 & J5 & Fl % & 18
W+ BEf 4 RAE A Flag ER K (R T #HFFHE) ;
(12 2%

. WA AL E 2 AP R PHP A2 7 XXM, R T ek

WAESE | FF B Web iz FI A2 75 &AL AR #TR LT,
B %X Y S S FLAGO2 F4F &, ¥ % 74 & 1 i MD5
B H S5 AR E e A BSR4 RAE S Flag R R (B
ToR#FFFE) 5 (124
Dk S Y i AR AL 458 2 B P B PHP AR )T UM, iR AR 7 2L A4
AT F 1A B Web i AR FEENALRHFITLLT,
B % 50 Y R S SR FLAGOS T4 8, % 7 % & 1 3T MD5
15 5 J5 R B A B T oS HE R 2 RAE A Flag E#R X (B
TA#HFFFE) ; (124

SimiE AL S S 2 A P PHP 2 7 U, 1242 7 LIaE4
MAESE L AT Web i AR TS ENALEH#TL LT,
B Y B FLAGO4A T/ &, iz F 4 & 3T MD5
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EH G R E SR BN N EREN Flag B (FRX:

ToR#SHFEE) o (124

SRR AR R -5 2 B b B PHP A2 % XM, (E1% 78 F LI L4
NAESF 1A T B Web i AR FEENALRHFITLLTH,
HE B Y 5 FLAGOS F /4 8, W% F 4 & 3T MD5

EH G R E SR ENT o L REN Flag B (FRX:

ToR#FFFE) 5 (124

. KRBT EWPHP B F X L EM S5 S = 2 WWFTP i 4 B

X, FERENmBALAESF 1A P Web &2 MK
EA R B R 2 #ATSE NI, B Web T @ # H 0 745
#18 3¢ MD5 2 F 5 3K B By e A& B + S 3t H 2 R1E A Flag &
xR (B tR#HFFE) 5 (T4
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EH5FE A

i HE M

Y AL: Windows

FEAL 1: Ubuntu_Linux

WAL 1 %% T E: Python/Python3/GDB

WAL 1 AP 4: root, FAG: 123456

REWALIEME £ 4 2: CentOS_Linux

EWAM 2 Z&K T E: GDB

EWAL 2 A P 4: root, FAG: 123456

JEWALEEAE R 4 3: Windows

WA 3 & T HE: 011yICE

EWA 3 F P 4: administrator, FAh: 123456

B

Bk %237 % 1: WindowsServer

M4BZE KPP RETEFR: EL

R4 %37 % 2: Windowsl

GE AP

1. MEEALR S E7E 1 FTP 5 28 TR T HAT X4
windows_pe 05 DA B 5 MK A windows pe 05, &L
HLIE IR T B, F BL_E B[ $0AT S windows_pe_ 05 34T 1 16 247,
FANF L w AT s R, 7T ESE WK AR windows pe 05,
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*NFEIZ B AR Y B & R FLAGOL 4% & , FH 1% 7 4% = 18 1T MD5
15 5 J5 R B A B oS EE R 2 RAE A Flag E#R X (B
TAR#RFEE) 5 (124
BETEAESE 1 AFHNSENRHA, AP RIZHAR Y+ =
e FLAGO2 F ff #, H 1% F4F & 18 3 MD5 124 5 & F % A& &
W+ os it 4 RAE A Flag B4R (PR +R#FFHE) ;
(12 49
BETEAESE 1 AFWSEN AR, A RIZ AR Y =
& #y FLAGO3 F 4F &, 12 F 4F & 8 1t MD5 12 & J5 & [l % & 18
W+ oN it 4 RAME A Flag B4R (WA +R#FFHE) ;
(12 4

. BEREAESE 1 AFNSENREA, AT T AL+ =

Hry FLAGO4 F4F &, F5Z F /¢ % 18 1¢ MD5 12 4 5 1% Bl % A& &
Wi+t fl 4 RAE A Flag B4R (PR +R#HFHE) ;
(12 49

BETEAESE 1 AFHNSENRHA, AP RZHAR Y+ =
B FLAGOS F 7% 8, H1Z 5 1F & 1 1f MD5 12 5 5 & [l % A& &
W+ BEfl 45 RAE A Flag R &K (BR: T #HFFHE) ;
(12 49

. i 3f Python =X Ruby B & # AT F X% windows pe 05, 3%

HFERALM S &= 2 s m AR, FH T VAR 3842 T 89 U+ FLAG
L TRWNTRENNE, AR ZTHEEILMS EHFRE
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EH5FE A

i HE M

Y AL: Windows

REWAL 1: Ubuntu Linux

WAL 1 %% T E: Python/Python3/GDB

WAL 1 AP 4: root, FAG: 123456

REWALIEME £ 4 2: CentOS_Linux

EWMAL 2 % T E: GDB

EWAL 2 A P 4: root, FAG: 123456

JEWALEEAE R 4 3: Windows

WAL 3 % T E: 011yICE

EWA 3 F P 4: administrator, FAh: 123456

B

M 4% %% % 1: WindowsServer

M4BZE KPP RETEFR: EL

R 4% 4% 2: Windows2

GE AP

1. MENRS B7E 1 80 FIP R4 5 T8RS E A M A
windows_exploit 05, %} 78 Z A 4 o = Ek 0y FLAGO1 F 4 &,
FH T4 B R 3T MD5 15 45 3R B A (B o ] 4 R AE
A Flag R (BR: +R#FRFHFE (12 4)
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. BREREAESE 1 AFNSENREA, T T AL+ =

BB FLAGO2 F 7% 8, 1% 5 1F & 1 1 MD5 12 5 5 & [l % A& &
Mot H 4 RAE N Flag B4R % (B +R#tHFHFE)
(12 49

BEFERESE I AFHNSENRHR, AR THA L =
&8y FLAGO3 F 4F &, 12 F 4F & 8 1t MD5 12 & J5 & [l % & 18
W+ os it 4 RAE A Flag B4R (A +R#FFHE) ;
(12 4

. BEREAESE 1 ATFNSENREA, AT T AL+ =

Hry FLAGO4 F4F &, F5Z F/F % 18 1¢ MD5 £ 4 5 1% Bl % A& &
Wi+t fl 4 RAE A Flag B4R (PR +R#HFHE) ;
(12 49
BETERESE | AFNBENRHA, DL ZHA Y 5
B Hy FLAGOS F4F &, 7 F ¢ 8 1 1t MD5 12 5 5% Bl % & &
Mo BE 45 RAE A Flag R K (BR: T #HFFHE) ;
(12 49
1# 3¢ Py thon 3¢ Ruby ## % & 347 42 )5 X fF windows_exploit 05,
REBENBRSETZ 2HRERIR, FTHREE T4
FLAG 4 R EWFMHAEH AL, K IZFHFEEL ML BH
e Bl AR N H 2 RAE N Flag B4R (PR 55
HEFHE) ;5 (154
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EH5FE A

i HE M

Y AL: Windows

REWAL 1: Ubuntu Linux

WAL 1 %% T E: Python/Python3/GDB

WAL 1 AP 4: root, FAG: 123456

REWALIEME £ 4 2: CentOS_Linux

EWAM 2 Z&K T E: GDB

EWAL 2 A P 4: root, FAG: 123456

JEWALEEAE R 4 3: Windows

WA 3 & T HE: 011yICE

EWA 3 F P 4: administrator, FAh: 123456

B

M 4% %% % 1: WindowsServer

%875 1 NFIP REKS: E4

k%237 % 2: LinuxServer

GE AP

1. MEEALR S E7E 1 FTP 5 28 TR T HAT X4
linux_elf 05 LK C A&7 JEXH linux elf 05.c, #ELKEH
MR T E, % DL T $U4T X linux_elf 05 $EAT 2 [\ 447,
FRRASEEPNNE R, T&CREFIEXHE linux_elf_05.c,
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N F1Z C A2 R IR S 4 o R 8RN FLAGOL F/F %, K1 747
% i# 1 MD5 E K 5 Bl ve A B R o~ fl 45 REH Flag B4R
(BR: tR#tHFHE) 3 (124
RETERESE | TR CREFEXH, 1% CREFIRX
P4 = B FLAGO2 F4F &, ¥ F 47 8 1 3 MD5 2 5 /5 R
Bl vh F(E B T < dt 44 BAE A Flag R X (BR: T4
FHEE) ; (24)

N

R

L METERESE AT CRFEXH, A mZ CEFIRX
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Y AL: Windows

FEAL 1: Ubuntu_Linux

WAL 1 %% T E: Python/Python3/GDB

WAL 1 AP 4: root, FAG: 123456

REWALIEME £ 4 2: CentOS_Linux
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AW+ RHF EREA Flag BER R (HR: + & FH
E) (749

i 3T Python f# % # AT 5 XXt WebSec05. py, /A Web &
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