2 ZGEH (B-1) - PFobnifE

Fite B: Windows 445 (300 43)

TR fEFH TR EE HIBIPRAE, HEH FSCapture BB IATEIE, K N4 R IE A 2SR

E:

FEmtc E 4> (10 43)

N FEMRIR T, n RS KRB R AN NG 73, R A A U] R P ) B B AN e BEANTS b, UANZE 0

JAN Y12
S g | vF
R4S i | %
1. BRSO B, ARYEE H E Rt T A . 10
SCRY TR, EETEWA R TS A .
WX 25 s HE R R (35 43)
- | W
PEo @ | »
1. DCl: (1) E£MREs4 (£ DCL _EF[IF “This PC” JE@ M HBATEED 5 [1 01 (2) Mghk/ /M2 /DNS (7 DC1 _EFTFF emd -

FEHATHES: ipconfig /all) . [443)

(D BEREESY: P8R ENANEAATEX D KNG, ERENHAH “DCL. chinaskills. cn” o

)
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'D

4 E3 5 Control Panel » System and Security » System

Control Panel Home

& Device Manager
9 Remote settings
& Advanced system settings

See also

Security and Maintenance

View basic information about your computer

Windows edition

Windows Server 2016 Datacenter
© 2016 Microsoft Corporation. All rights reserved.

System
Processon Intel(R) Core(TM) i9-9880H CPU @ 2.30GHz 2.30 GHz (2 processors)
Installed memory (RAM):  4.00 GB
System type: 64-bit Operating System, x64-based processor
Pen and Touch: No Pen or Touch Input is available for this Display

v O Search Control Panel pel

o= Windows Server 2016

Computer name, demain, and workgroup settings
Computer name: Dc1
Full computer name: DC1.chinaskills.cn
Computer description:

Domain: chinaskills.cn

&) Change settings

Windows activation

Connect to the Internet to activate Windows. Read the Microsoft Software License Terms

Product ID: 00377-30000-00001-AA744

& Activate Windows

(1) P&k /45 / /9% /DNS -

BN 127.0.0. 1. )

PP 5. TP Huhik oy 192. 168. 100. 100, # RSy 255. 255. 255. 0, MCHHE Y 192. 168. 100. 254, DNS 4%
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B Administrator: C\Windows\ system32\cmd.exe

Mo
chinaskills.cn

Addr

Subnet

2. DC2: (1) 5E&MREA (£ DC2 EFTIF “This PC” BT HIEATEED 5 [147) (2) MZHhl/FERY /M5 /DNS (fE DC2 _E4THF emd
FHHATIES: ipconfig /all) . [4 4]

(D BEREEY: GFEA: FHIAAEAATEX D KNG, SRENHAN “DC2. chinaskills. cn” o )
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A system - O X

4 E3 > Control Panel » System and Security » System v O Search Control Panel el

Control Panel Home - i .
View basic information about your computer

& Device Mznager Windows edition
@ Remote settings Windows Server 2016 Datacenter
@ Advanced system settings © 2016 Microsoft Corporation. All rights reserved, == Windows Server 2016
System
Processon Intel(R) Core(TM) i9-9880H CPU @ 2.30GHz 2.30 GHz (2 processors)
Installed memory (RAM):  4.00 GB
Systemn type: 64-bit Operating Systemn, x64-based processor
Pen and Touch: No Pen or Touch Input is available for this Display

Computer name, domain, and workgroup settings

Computer name: DC2
Full computer name: DC2.chinaskills.cn
Computer description:

Dornain: chinaskills.cn

Windows activation

Connect to the Internet to activate Windows. Read the Microsoft Seftware License Terms

Product [D: 00377-90000-00001-AA744 & Activate Windows
See also

Security and Maintenance

(2) PILg AL /RS /55 /DNS:  (BRAMEL 4. TP Hhlik Ay 192. 168. 100. 200, #EGHy 255. 255. 255. 0, M 2eHihl A 192. 168. 100. 254, DNS #
BN 127.0.0.1. )
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Search List.

Enabled.
b!‘rFigl ratic

loca

3. APPSRV: (1) ELRE Y (fF appsrv EFTIF “This PC” EHETTHEATEED 5 [1 41 (2) MZHuhE/H8R /5% /DNS (£ appsrv
FFTIF emd FIFATIES: ipconfig /all) . [443])

(D BEREEY: GFEA: EHAAEAATEX D KNG, SRENHAN “AppSrv. chinaskills. cn” o )
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d System

A E3 > Control Panel » System and Security > System v @ | Search Control Panel P

Control Panel Home . i :
View basic information about your computer

¥ Device Manager Windows edition
[ Remote settings Windows Server 2016 Datacenter
{9 Advanced system settings © 2016 Microsoft Corporation. All rights reserved, == Windows Server 2016
System
Processor Intel(R) Core(TM) i9-9880H CPU @ 2.30GHz 2.30 GHz (2 processors)
Installed memory (RAM): 4,00 GB
System type: 64-bit Operating System, x64-based processor
Pen and Touch: Pen and Touch Support with 8 Touch Points

Computer name, domain, and workgroup settings

Computer name: AppSry
Full computer name: AppSrv.chinaskills.cn
Computer description:

Domain: chinaskills.cn

Windows activation

Connect to the Internet to activate Windows. Read the Microsoft Software License Terms

Product ID: 00377-90000-00001-AA744 @ Activate Windows

See also

Security and Maintenance

(2) WLl /RS /55 /DNS:  (PP42E 5. TP Hibik oA 192. 168. 200. 100, YA 255. 255. 255. 0, M J&HhHEA 192, 168. 200. 254, DNS
B 4 192. 168. 100. 100 F1 192. 168. 100. 200, )
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BN Administrator: C:\Windows\system32\cmd.exe - O X

No
chinaskills.cn

rk Connection

cal Address.

(Preferre

ia State T T
-specific DNS Suf
ion
Address.
led. ..

Autoconfiguration Enabled

:\Users\Administrator.CHINASKILLS>

4. ROUTERSRV: (1) 5E&REEY (7F routersrv EFIFF “This PC” BT HEATEHED 5 [147] (2) Mgl /M5 M ¢/DNS (78
routersrv _EFTIF cmd FF$4T484: ipconfig /all) . [4 4]

(1) EEREHL: (PPoELA: FNILIBEAFTEX S KNG, ERENHZN “RouterSry. chinaskills. cn” o )
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4 E2 > Control Panel » System and Security » System

Control Panel Home x — .
View basic information about your computer

&) Device Manager Windows edition
$ Remote settings Windows Server 2016 Datacenter

@ Advanced system settings © 2016 Microsoft Corporation. All rights reserved.

System
Processor: Intel(R) Core(TM) i9-9880H CPU @ 2.30GHz 2.30 GHz (2 processors)
Installed memory (RAM):  4.00 GB
System type: 64-bit Operating System, x64-based processor
Pen and Touch: No Pen or Touch Input is available for this Display

Computer name, domain, and workgroup settings
Computer name: RouterSrv
Full computer name: RouterSrv.chinaskills.cn
Computer description:

Domain: chinaskills.cn

Windows activation

Connect to the Internet to activate Windows. Read the Microsoft Software License Terms

Product ID: 00377-90000-00001-AA744

See also

Security and Maintenance

v 0 Search Control Panel gl

==_ Windows Server' 2016

& Change settings

& Activate Windows

(2) MLl /HERS /N 55 /DNS: (VR4 2 /. TP #ihlk Ay 192. 168. 100. 254, 192. 168. 200. 254 192. 168. 0. 254, 100. 100. 100. 251, #hY

4 255. 255. 255. 0, MIZCHIAESY 100. 100. 100. 254, DNS & E 24 192. 168. 100. 100 F1 192. 168. 100. 200, )
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EX Select Administrator: ChA\Windows\system32\cmd.exe

Ethernet ar Etherneto:

bled. . .
onfigi o

15\

nernet adapter Ethernetl:

DNS

C r‘l_r_fltiu.'l
ysical Addre
Enablec

37-AD-87
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BN Select Administrator: CAWindows\system32\cmd.exe

c

c

Enab

y1led

82574L Gig

.200(Preferred)

-—




5. ISPSRV: (1) 5E4BREHA (FF ispsrv L4TH “This PC” @MU HFATEED + [14] (2) W&HhE/#A5/ M5 /DNS (fE ispsrv
EFTTF emd HATHES: ipconfig /all) . [4 411

(D ZBEREEA: PR ENBTIEAATEX D> KNE, ERENLN “IspSrv” . )

A system = O X

4 E3 5 Control Panel » System and Security » System v O Search Control Panel P

Control Panel Home i oy .
View basic information about your computer

& Device Manager Windows edition
@ Remote settings Windows Server 2016 Datacenter
@ Advanced system settings © 2016 Microsoft Corporation. All rights reserved. == Windows Server: 2016
System
Processon Intel(R) Core(TM) i9-9880H CPU @ 2.30GHz 2.30 GHz (2 processors)
Installed memory (RAM):  4.00 GB
System type: 64-bit Operating System, x64-based processor
Pen and Touch: No Pen or Touch Input is available for this Display

Computer name, domain, and workgroup settings

Computer name: IspSrv

Full computer name: IspSrv
Computer description:

Workgroup: WORKGROUP

Windows activation
Connect to the Internet to activate Windows. Read the Microsoft Software License Terms

Product ID: 00377-90000-00001-AA744 W Activate Windows

Security and Maintenance

(2) Mg /HERY /I 5< /DNS: CPF4 2 25 TP #idik A 100. 100. 100. 100, FEAS A 255. 255. 255. 0, ANEL & KNIk, DNS % & N 127.0.0. 1.)
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-

BH Administrator: C:\Windows\system32\cmd.exe - O X

Routing

thernet adapter Ethernet@:

ption @ =i @« @ wia @ =& @ = & Int Gigabit Network Connection
cal Address. . . . . . . . . ! BE BC-43-AA

0-E4-27-00-0C-29-0C-43-AA

6. OUTSIDECLI: (1) 5E£BREs 4 (1fF outsidecli EFTIF “This PC” EHETUHHATHEED 5 [1 01 (2) MZHuhE/HERY /M5 /DNS (£F
outsidecli FFTIF emd 447484 ipconfig /all) . [4 4]

(1) EENEEY: GPREE: ENAIIEEATEX KNG, ERENAN “OutsideCli” o )

12 / 62




3 system

4 E4 5 Control Panel > System and Security > System v | O

Control Panel Home : i n
View basic information about your computer

@ Device Manager Windows edition
G Remote settings Windows 10 Enterprise
@ System protection © 2019 Microsoft Corporation. All rights reserved.
® Advanced system settings
System
Processor: Intel(R) Core(TM) i9-9880H CPU @ 2.30GHz 2.30 GHz (2 processors)
Installed memory (RAM): 4,00 GB
System type: 64-bit Operating System, x64-based processor
Pen and Touch: Touch Support with 8 Touch Points

Computer name, domain, and workgroup settings
Computer name: OutsideCli
Full computer name: QutsideCli
Computer description:
Workgroup: WORKGROUP

Windows activation

Windows is not activated. Read the Microsoft Software License Terms

Product ID: 00329-00000-00003-AA539

See alzo

Security and Maintenance

(2) Mg hl/HERD/ /X2 /DNS:  (FEAFEE A TP Huhik Ay 100. 100. 100. 49 (FF Hid T dhep $REUH) , HERL A 255. 255. 255. 0, Wbl A

100. 100. 100. 254, DNS # & Jy 100. 100. 100. 100, )

- Search Control Panel

am Windows10

& Activate Windows
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=X CAWindows\system32\cmd.exe

adapter Ethernet®:

Connection-specific DNS Suffix
Description .

ysical Address.
DHCP Enabled. i
Autoconfiguration Endtllcd
Link-local IPv6 Address
IPv4 Address.
Subnet Mask
Lease Dbta:ued
Lease Expires .
Default Gdfeua

ervers .
)S over Tcpip.

thernet adapter Bluetooth Network

Media State .
Connection-spec l‘Flg DH S ‘F‘F
Description

Physical Address.

DHCP Enabled. 5 e
Autoconfiguration Enabled

:\Users\demo>

k Connection

fege::

160
255.255.255.0
Tuesday, June 15,
Wednesday, June
100.160

)-@C-29-AB-DD-FF
le@.l@v;
Enabled

Connection:
Media disconnected
Bluetooth Devi (Personal Area Network)
74-D8-3E-C5-62-5E

Yes
Yes

7. INSIDECLT: (1) 584 fRERSL (fF insidecli FFTFF “This PC” @M HHHATEED ;

insidecli EFTITF emd 3447484 : ipconfig /all) . [4 4]

(1751 (2) MZshl/H#ER%/ M 5% /DNS (1£

(1) EEMEEY: PR ENANEEATEX D ANE, ERENSHN “InsideCli”
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EA system = O X

4 E4 ; Control Panel > System and Security » System v D 2 Search Control Panel

Control Panel Home ; W 78 ;
View basic information about your computer

®) Device Manager Windows edition

G Remote settings Windows 10 Enterprise

& System protection © 2019 Microsoft Corporation. All rights reserved. == W I n d OWS 1 0

G Advanced system settings

System
Processor: Intel(R) Core(TM) i9-9880H CPU @ 2.30GHz 2.30 GHz (2 processors)
Installed memory (RAM): 4,00 GB
System type: 64-bit Operating System, x64-based processor
Pen and Touch: Touch Support with 8 Touch Points

Computer name, domain, and workgroup settings

Computer name: InsideCli

Full computer name: InsideCli.chinaskills.cn
Computer description:

Domain: chinaskills.cn

Windows activation

Product ID: Not Available 9

See also

Security and Maintenance

(2) WL/ FERS /W5 /DNS:  (PF4rE 5. TP Hidik ol 192. 168. 0. X (X AfEREHT) , #Eid A 255. 255. 255. 0, Rl Ay 192. 168. 0. 254,
DNS % & 9 192. 168. 100. 100 1 192. 168. 100. 200, )
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B C\Windows\systern32\cmd.exe . - .

Description -
Physical Address.

DHCP Enabled. R
Autoconfiguration Enabled
Lin ycal IPv6 Address
IPv4 Address.

Subnet Mask

Lease Obtained.

Lease Expires

Default Gateway

DHCP Serve

DHCP IAID .

DHCPv6 Client DUID. . . . . . . . : BB-@ -81-28-59-D4-4E-80-8C-29-67-DC-2E
DNS. SEPVERS: & v s a oal e m el e sl el s : .100.1060

.100.200
NetBIOS over Tcpip. . . . . . . . : Enabled

Ethernet adapter Bluetooth Network Connection:

Media State . . . . . . . . . . . : Media disconnected
Connection-specific DNS Suffix
piptlon - =« = &% = & = = &= @ Blnetool avi (Perso i Network)
ysical Address.
DHCP Enabled. o -
Autoconfiguration Enabled

ISPSRV LAEAE45 (38 43

: a9 | VR

PR @ | 5
1. DNS: (1) Gz B IE [ A0 s m) X 35k,  FRES NSt B A i83% F0 PRT i85%; (£ ispsrv EAFF nslookup M4 1) a 0% A0 prt id%) [10 ”
Y2 A% testl. com” test100. com R34 fiHT . (£F ispsrv _EFTIT powershell 33 ATHAT: get—dnsserverzone | findstr. exe test | measure,
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PAT I PAT: nslookup test48.com) [10 431

(1) BB R IE R A e X35, FRO X RIP) A id A PRT ids¢: (PP EE i B/DREEMNT sstp. chinaskills. global->100. 100. 100. 251;
131. 107. 255. 25->dns. msftcnsi. com; www. msftconnecttest. com—>100. 100. 100. 100; 100. 100. 100. 100. 251->sstp. chinaskills. global. )

B¥ Administrator: C:\Win dows\system32\cmd, exe

Name :
Addre

www . msttconnecttest.com

160.100.100.100

tor>nslookup 100.100.100.251

Pl

(2) 7 testl. com test100. com (R4 M. (PF4rE 5. BLIMiE, Count HIE & A RE/>F 101; nslookup test48.com 7 Z fift i F
100. 100. 100. 100 XA Hdk. D
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PS C:\Users\Administrator> Get-DnsServerZone| findstr.exe test | measure

Count 1 100
Average

Sum

Maxi mum

M1 nimum
Property :

PS C:\Users‘\Administrator> nslookup test48.com
Server: localhost
Address: 127.0.0.1

Name: test48. com
Address: 100.100.100.100

2. DHCP: (1) DHCP HuhbuhfZH, (&HEEE) [24) (2) DHCP WCHI DNS &I, (BHHEE) [24]) (3) 4R ek,
E) [29]) (4 (NAHF OutsideCli FREUHNE, (BEFEBE) (391 (5) dhep Hfr. (EFEE) [34]

(&%

12

(1) DHCP tibytifE 5. (PP 2. Hibkihys FEAE 100. 100. 100. 10-100. 100. 100. 50, )

E.L}. [EHCP Start IP Address End IP Address Description
i = §113100.100.100.10 100.100.100.50 Address range for distribution
v G IPv4

-3 Server Options
v [ | Scope[100.100.100.0] internet_pool
i Address Pool

(2) DHCP A1 DNS i 1. (4% . Wbk % & 4 100. 100. 100. 254, dns ¥ & A 100. 100. 100. 100, )

2 [EHCP Option Name Vendor Value Policy Name
v a 'f‘“l’; ’ 2 003 Router Standard 100.100.100.254 None
v B i . |iz) 006 DNS Servers Standard 100.100.100.100 None
.3 Server Options

v [ | Scope [100.100.100.0] internet_pool
i Address Pool
@ Address Leases
| Reservations
. Scope Options
i Policies

(3) A E AL (PR . 852 2 Ac a4 100. 100. 100. 49. )
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[:3 Server Options
v [7] Scope [100.100.100.0] internet_pool

[} Address Pool
[& Address Leases

v (i Reservations

(& [100.100.100.49] OutsideCli

[, Scope Options
[ Policies

(5) dhep &4r: (PB4 5. DHCP %47 H% % & N c: \dhepbek. )

@ [iHCP Option Name Vendor Value Class / Policy Name
v |l isps 1] 003 Router Standard 100.100.100.254 None
v i Ipvai . |._|§ 006 DNS Servers Standard 100.100.100.100 MNone
[.3 Server Options
v [ Scope [100.100.100.0] internet_pool
i} Address Pool
[[@ Address Leases
v [ Reservations
x| [100.100.100.49] QutsideCli
. Scope Options
.| Policies
(2] Policies
> [#] Filters
> i IPve
(4) LAV OutsideCli ZREUMbE:  (PPAFEE L. FFAE MAC FREERIIN . D
? [EHCP MAC Address Description
v |l ispsv 1% 00-0C-29-A8-DD-FF OutsideCli
v B IPva
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ispsrv Properties ?

Advanced

[ e ol - \Windows\system 32\dhep

Backup path: ICi\dhCPbCk Browse...

Browse...

L

3, HEEcMRMIARS: (1) 7F OutsideCli A InsideCli FIhfEMHEMR: (EFINREESED) [6 4]

(1) 7£ OutsideCli 1 InsideCli _FIhEEM: MR

(PF43r3E 5. 7F OutsideCli A Insidecli EMfFESSAEH BIR Internet Access Efp. )

20/ 62



EA system

A Edl « System and Securi... » System v

¥l W

Control Panel Home

System

G Device Manager
Processor:

G Remote settings

Installed memory (RAM):
System type:

Pen and Touch:

G System protection

G Advanced system settings

'Y - Search Control Panel

Intel(R) Core(TM) i9-9880H CPU @ 2.30GHz 2.30GHz (2
processors)

4.00 GB
B4-bit Operating System, x64-based processor
Touch Support with & Touch Points

Computer name. domain, and workgroup settings

Computer name:

Full computer name:

See also Computer description:

Security and Maintenance Workgroup:

QutsideCli ®)Change settings

CutsideCli

WORKGROUP

649 PM
6/15/2021

A T He

-
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B system
1T l_j <« System and Sec... » System v | O 2 Search Control Panel

it Pirat 1 Processon :;::cliﬁsj;sri;eﬂhﬂ i9-9880H CPU @ 2.30GHz 2.30 GHz (2
9 Device Manager Installed memory (RAM):  4.00 GB
W Rermiots settings System type: 64-bit Operating System, x64-based processor

) Pen and Touch: Touch Support with 8 Touch Points

G System protection
® Advanced system settings Computer name, domain, and workgroup settings

- Computer name: InsideCli QChar‘.gE settings

Full computer name: InsideCli.chinaskills.cn

Security and Maintenance

Computer description:

chinaskills.cn

Internet access § E
NE BRI 1

ROUTERSRV LAE4E4% (35 43

- 9 | VP
PE 2 5 @ |
1. BEhee: (1) BB &k:  ({£ InsideCli BfHH ping MK dcl A1 appsrv FIi&E@EME. ) (2471 (2) BEM KBRS, (7F .

insidecli EA#H ping MR ispsrv FIEEM, RJ5H routersrv EEFE nat #H#EE. ) [3 4]

(1) FHEmEER: P ES: 78 Insidecli | ping 192. 168. 100. 100 F1 192. 168. 200. 100 #J &I, )
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BN C\Windows)\ system32\cmd.exe

C:\Users\it@1»ncpa.cpl

C:\Users\it@l>ping 192.16

8.180.100

192.168.1080.
2, Received
und trip times in
Minimum Oms, Maximum = 1ms,
trol-C

conds:

y 192.168.266.1066€
y from 192.168.260
Reply from 192.168.2006.106:

Lo

0S
|d trip tlme< in milli-se
Minimum = Oms_, Maximum = ©ms, u\.uer‘ag
(2) BCE ML HhE . (PPN 7 Insidecli | ping
A%\O )

100. 100. 100. 100 feZh, #RJEEF nat FHARDES, (AL A SIS AR IR #2 # (5
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E Routing and Remote Access
File Action View Help

ﬁ Server Status

o rmE . HE

i

Inbound packets rejected

Outbound packets translated

Outbound pac

s @ ROUTERSRY (local) Interface Total mappings Inbound packets translated
B Network Interfaces T}?Ethemeﬁ 9 1,200 0 1,821 0
T Ports 22 Ethernet? 0 0 0 0 0
E Remote Access Clients (i 22 Ethemet1 0 0 0 0 0
3 Remote Access Logging E\?Ethemetﬂ 0 0 0 0 0
v B 1P
= General
E Static Routes
E DHCP Relay Agent
= IGMP
B NAT
v B IPvé
E General
T Static Routes
< > £ >
2. DHCP rhiék: (1) JiH DHCP ik, &/ umpBigkButiit. (4 insidecli E3ATHEA ipconfig /all) [3 73]

(1) J& H DHCP Hdk, 2% 7 i il 3R BN Hb AL -

(PPAXEER: Insidecli /' diifig i 192. 168. 200. 100 ff) dhep 5525 sk AUE.
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EX CAWindows\system32\cmd.exe

Ethernet adapter Ethernet@:

Connection-specific DNS Suffix
Description

Physical Addres

DHCP Enabled. :
Autoconfiguration Enabled
Link-local IPv6 Address
IPv4 Address.

Subnet Mask .

Lease Obtalnﬁd

Lease Expires

Default Gateway

DHCP Server

DHCPv6 IAID

DHCPv6 Client D”LD
DNS Serwvers

NetBIOS over Tcpip.

Ethernet adapter Bluetooth Network

Media Stat -
Connection- Qpe;lflg DHS 5 FF'x
Description

Physical Addre

DHCP Enabled. =
Autoconfiguration thbled

C=\llsars\itAls

192.168. ZﬁB 166
llrJdeZJ
66-81-28-59-D4-4E-86-68C-29-67-DC-2E
90.166
2.100.200
Eﬂqbled

Connection:
Media disconnected
Bluetooth Device (Personal Area Network)
74-D8-3E-C5-62-5

Yes
Yes

3. B EAMY: (1) J5 A SSTPVPN, JA& & il 5 KJH

MIE; (X% SSTPVPN & FH NPS A .

(#5% SSTPVPN iEPifA, BFIFRMAERER. ) (2) i & NPS

) [24+); (3) BEH VPN Z P mdhhbih, (BEBEE) [2 4]

(1) JSHH SSTPVPN, JFfka2rilE ki :

(PP4¥3E 5 SSTPVPN [3E 5 1 CSK2021-ROOTCA 41K
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General Securty IPvd  IPv6

The Authentication provider validates
and demand-dial routers

Authentication provider:

IKEv2 PPP  Logging

credentials for remote access clients

|RADIUS Authentication
Authentication Methods. ..

;] Configure... l

The accounting provider maintains a log of connection requests and

sessions.

Accounting provider:

|RADIUS Accounting

Ll Corfigure... '

The custom IPsec policy specifies a preshared key for L2ZTP/IKEv2
connections. The Routing and Remote Access service should be stated to
set this option. IKEv2 inttiators configured to authenticate this server using

cerificate will not be able to connect.

[~ Allow custom |Psec policy for L2ZTP/IKEv2 connection

SSL Certificate Binding:
[~ Use HTTP

server should use o bind with SSL (Web Listerser)

Certficate: |* chinaskills global

_v_] View |

Il'li
tﬂll
ial

n Certificate

General Details Certification Path

ﬁ Certificate Information

* Ensures the identity of a remote computer
* Proves your identity to a remote computer

This certificate is intended for the following purpose(s):

Issued to: *.chinaskils.global

Issued by: CSK2021-ROOTCA

Valid from 6/15/2021 to 6/15/2023

f You have a private key that corresponds to this certificate.
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(2) FEE NPS IAIE:  (PErEE A Authentication Al Accounting 33825 RADIUS 4T & 3 .

ROUTERSRY (local) Properties ? X
General Secutty |Pv4  IPv6 IKEv2 PPP  Logging

The Authentication provider validates credentials for remote access clients
and demand-dial routers.

Authertication provider:
I RADIUS Authertication - | Configure...
Authentication Methods... |

The accounting provider maintains a log of connection requests and
sessions.

Accounting provider:

|RADIUS Accounting ~|  Configure...

(3) #F VPN &b, (P22 (. VPN Huhibwh v 4 192. 168. 1. 200-192. 168. 1. 220)

ROUTERSRV (local) Properties ? X

General Securty IPv4  |Pv6  IKEv2 PPP  Logging

V¥ Enable IPv4 Forwarding

|Pv4 address assignment
This server can assign |Pv4 addresses by using:
(" Dynamic Host Configuration Protocol (DHCP)

Edit IPv4 Address Range ? X

Type a starting IP address and either an ending IP address or the number of
addresses in the range.

Start IP address: [EF.168. 1 .200
End IP address: [192.168. 1 .220

Number of addresses: | 21
0K | Cancel

)
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4. RDS: (1) RdWeb IR%$%%; [2 41 (#£ RouterSrv FFTJF Server Manager THAR, FX%| Deployment Servers) (2) RDS #F RS 5%;

(fF RouterSrv EFTIT Server Manager AR, F£F] Deployment Servers) [2 431 (3) W% 21519 RDS;

i) RDS ¥h i, FHhEFR. ) [67]): (4) IigT RemoteApp; C(iE4THTh)E, #ETFE L5 notepad BIAHESEEW) [6] (5)

FFaH% 515 17] RemoteApp.  (FETFURSE B A 4R EI XS B2 [1) RemoteApp #2/77)  [6 3]

(f£ Insidecli b f# P v 28 07

20

(1) RdWeb iR45#%: GFHEA: RouterSrv AN RD Web Access RS 25, )

DEPLOYMENT SERVERS
Last refreshed on 6/15/2021 12:09:58 PM | All RDS role services | 3 total

Filter jo) @ @A)w

-
Server FODN Installed Role Service

APPSRV, CHINASKILLS.CN RD Connection Broker
APPSRV.CHINASKILLS.CN RD Session Host

RouterSrv.chinaskills.cn RD Web Access

(2) RDS BiFEARS 2% (WF %S APPSRV N RD Connection Broker A1 RD Session Host iR%5%8%. )

DEPLOYMENT SERVERS
Last refreshed on 6/15/2021 12:09:5& PM | All RDS role services | 3 total

| TASKS |

Filter jo) B w @)

Y
Server FODN Installed Role Service

APPSRV,CHINASKILLS.CN RD Connection Broker
APPSRV.CHINASKILLS.CN RD Session Host

RouterSrv.chinaskills.cn RD Web Access

(3) WIEE U7 RDS:  (PE LS. 7E RDS TLTHIRE WS F B AFAE notepad Ml WordPad F2/F. )
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(=) @ https://app.chinaskills.cn/RDWeb/Pages/en-US/Default.aspx ~ @& Search. P & ®

(=2 RD Web Access x [T

~ Work Resources
) " ) RemoteApp and Desktop Connection

RemoteApp and Desktops Connect to a remote PC

Current folder: /

& B

notepad WordPad

(4) FINIE1T RemoteApp: (VP2 5. BEWE AIh$TH RemoteApp F£/F. )
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° =) @& https://2pp.chinaskills.cn/RDWeb/Pages/en-US/Default.aspx ~ @& Search.. P D@
(& RD Web Access x [

£ o) Work Resources

: / RemoteApp and Desktop Connection

RemoteApp and Desktops Connect to a remote PC Help Sign out
4 Untitled - Notepad - 0
File Edit Format View Help

Current folder: /

a =

notepad WordPad

Close window

(5) JFUEZEHi A RemoteApp:  (PPArEEfi: 7EJFUGRSEH.1 Work Resources (RADC) HRE#S 3K 2 notepad Fl wordpad 2% . )
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l Windows System
. Work Resources (RADC)

! notepad (Work Resources)
. WordPad (Work Resources)

X

';" Xbox

Y
[_] A e Piie meon o
£ [rype here to search

APPSRV TAEAT45 (78 41

_ 9 | v
PP LT i | 4
1. JTH4EMARS: (1D JBH HTTPS ¥ (fF Insidecli B R WIS 2815 1) https://www. chinaskills.cn/) ;3 [24r) (2) Wi KEZEEHEBR
ME, (BERE) [62) 3 HEEH, (EERE) [62) ) NARdE—Naifiin fip ]RSs:  (FF insidecli EFTIFMAS emd 5L,
AR BT ERR ftp, REFHAA—emd 518 ftpo ) [54r]1 (5) ftpchroot TJfE; (fF insidecli FAF emd V51 ftp, BFHINE | 32

P47 pwde ) [343) (6) FTP &3 banner. (ff insidecli A emd V5lA ftp, BFFWINEHAT pwde ) [243) (7)) Plustlik i, (fE
Tnsidecli R MY #815 18] https://www. chinaskills. cn/wwwplus+. html) [10 431

(1) JAH HTTPS ¥firi: (PP E s uh GAE-BAFAEAMEAESE A, T N A IE. )
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e € @ https:/ /v chinaskills.cn/ ~ad

2 chinaskills.cn X7

www_chinaskills.cn test page!

(2) Wi RIEZEEFER . (PR ZE A Maximum Concurrent ¥ & A 1000, Connection Time—out B E N 60, )

> Failed Request Tracing

v
Connection Time-out (secoi 60
Maximum Bandwidth (Bytes 4294967295
Maximum Concurrent Conn 1000

(3) HEEH: GF2Z: MuiHEHXREN d\wwwlog, HESCHVIFIBEN Weekly. )

Log File

Format:

IS il i
Directory:

D:i\wwwilog | Browse...

Log Event Destination
Select the destination where IS will write log events.
® Log file only
(O ETW event enly
O Both log file and ETW event

Log File Rollover
Select the method that |15 uses to create a new log file.

@ Schedule:

| Weekly v
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(4 WAV DT ftp ]ds: PR ZE g 7 ftp =il HA—APIEWERER “230 User logged in. 7, A AZEMER 421, )

2016 Microso

dministra
l 9 j 1 t,l (=]

d!

wcoding nov

B Select Administrator: CAWindows\system32\cmd.exe

r . CHINASKILLS>
200.16
able

(5) ftp chroot Thfk: GFEA: AT pwd 5 “257 “/” is current directory.” )
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5 now ON.

(6) FTP &3¢ banner: GFEE S EEFERMEETRENEILS] “220 Hello, unauthorized login is prohibited!” &), )

g now ON.

(VPO . BRI uG BR A2 A2 ALS wwwplus+. html {28, FEXRTUHE ARG —. )

chinaskills.cn/v plus+
= chinaskills.cn R
Plus+ Test Page!!!
2. AR EEARSS . (1) ECEMbEb; (BEEBRE) (271 (2) MM dns . (BAERE) [37]) 5

(1) BCEHhEM: (PP L. bbby EA 192. 168. 0. 100-192. 168. 0. 200)
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% DHCP
v 3 appsrv.chinaskills.cn
v i 1Pvd
(.3 Server Options
v | Scope [192,168.0.0] inside_pool
i Address Pool
4, Address Leases

Start IP Address

% 192,168.0.100

End IP Address
192.168.0.200

Description

Address range for distribution

(2) PCAT dns JEIT: (PP ELA: MO E N 192. 168. 0. 254, dns WE N 192. 168. 100. 100 A1 192. 168. 100. 200, )

‘@ DHCP
v 3 appsrv.chinaskills.cn
v v
(3 Server Options
v [| Scope[192.168.0.0] inside_pool
[{} Address Pool
[ Address Leases
5 |5 Reservations
... Scope Options

Option Name
i) 003 Router

Iﬁ] 006 DNS Servers
iz] 015 DNS Domain Name

Value

192.168.0.254

192.168.100.100, 192.168.100.200
chinaskills.cn

Policy Name
None
None

None

3. Local File Share: (1) AHu iz,

PEIEEH nefs BRI  [5 2>

CFTOT IR 55 45 8 BLAR - SRR S5 485 O (3 0] (2) BEERUR;

($T7F sales XX

(1) AR GFSE S f77E it$. manager$. sales$CPFIL=E, JEHERHEFR 5. )
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T Server Manager

Server Manager * File and Storage Services * Shares

_ =3 SHARES _ _
HH Servers L/ All shares | 8 total TASKS w
i Vol

: 'olumes Fitter 0 B @~ )

| [ Disks

L] Storage Pools Share Local Path Protocol  Availability Type

©® iSCSI AR

= Work Folders D:\localshare\it Not Clustered

® v manager§ D:\localshare\manager SMB Not Clustered
g] print$ C\Windows\system32\spool\driv... SMB Not Clustered

sales$ Di\localshare\sales Not Clustered

(2) TEEMPR:  (PEAE A NTFS BRI G Administrators A1 SALES #4742 AL (SYSTEM ZHg) , HAPR% B N Full control. )
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Advanced Security Settings for sales O X

Name: Dilocalshare\sales
Owner: Administrators (APPSRV\Administrators) Change
Permissions Share Auditing Effective Access

For additional information, double-click a permission entry. To modify a permission entry, select the entry and click Edit (if available).

Permission entries:

Inherited from Applies to
S8 Allow  Administrators (APPSRV\Adm... Full control MNone This folder, subfolders and files
S8 Allow  SYSTEM Full control MNone This folder, subfolders and files
£ Allow  SALES (CHINASKILLS\SALES) Full control None This folder, subfolders and files

4, DFS: (1) DFSin&=sla];  (fFappsrv_ 3T Fpowershel 1 4T7H4T: get—dfsnroottarget —path \\chinaskills. cn\cskshare, %R /5 FE
17: get—smbshare —name cskshare) [34r] (2) #II1IEH;  (Fappsrv EFTFdEsBE IS M, FIHTEdfsIEZE 4392, D [290]
(3) =M ES.  (fEinsidecli LA TTZ R A7 M\ \chinaskills. cn\cskshare) [5431

10

(1) DFS fn4asim):  (YEDE A {746 \\chinaskills. cn\CSKshare ff) DFS 3£=, 3 H CSKSHARE 3t ¥ B %45 A D: \DFSSHAREDIR. )

PS C:\Users\Administrator.CHINASKILLS> Get-DfsnRootTarget -Path \\chinaskills.cn\C5Kshare

Path TargetPath State ReferralPriorityClass ReferralPriorityRank

\\chinaskills.cn\CSKshare \\APPSRV.chinaskills.cn\CSKSHARE Online sitecost-normal

PS C:\Users\Administrator.CHINASKILLS> Get-SmbShare -Name cskshare

Name ScopeName Path Description

CSKSHARE = D:\DF5SHAREDIR

(2) &I (PP 5. 72 DFS #8Hl 6 aEfr 3 2] it, manage, sales XfF¥. )

37 /62



- DFS Management \\chinaskills.cn\CSKSHARE (Domain-based in Windows Server 2008 mode)

v £4 Namespaces ;
v 5 \\chinaskills.cn\CSKSHARE Namespace  Namespace Servers Delegation = Search

Eh it 5 entries

a5 manager

e : 9 Type Name

g profiles :

1 sales L .

[0 USers = manager

¥ Replication @ profiles

1| sales
=3 users

(3) JE =S GBS /i \\chinaskills. cn. cskshare REEHEF] it #BITHE, B AF| sales Fl manager #B[JH =,
QNSRS = R B SERGE = RIS D

v = | cskshare
m Home Share View
M 0 » Network » chinaskills.cn » cskshare » v O
] MName . Date modified Type Size
3 Quick access
. .. a1 i 6/15/2021 11:44 AM File folder
esktop ) - o L
a1 profiles 6/13/2021 2:56 PM File felder
“| Documents S o :
= s USErs 6/15/2021 2:56 PM File folder
{- Downloads

5. ML : (1) 500TB #EhE; (7F Appsrv _EFTHF powershell $UAT4E4: get-disk) [5 431 (2) £33 D % . (f£ Appsrv 4TI powershell
PATHEA: get-volume —driveletter D) [34)]

(1) 500TB Wi#t: (PPArEs: REWS/EHH 45 43—/ 500TB (R MERL. D

PS C:\Users\Administrator.CHINASKILLS> Get-Disk

Number Friendly Name Serial Number HealthStatus OperationalStatus Total Size

0000_0000_0000_0000. Healthy
virlt-dis {d91a7e39-8f2e-4b27-b6b4-8e27... Healthy

(2) H#HFIDH: OPSEH. H#H3 D %I H FileSystemLabe % B A iSCST. )
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PS C:\Users\Administrator.CHINASKILLS> Get-Volume -DrivelLetter D

DriveLetter FileSystemLabel FileSystem DriveType HealthStatus OperationalStatus SizeRemaining Size

Fixed Healthy ; 48.9 GB 50 GB

6. iSCSI: (1) g iSCSI Mitk; (fF appsrv FTJT server manager—>file and storage services—>iscsi BEMBESEF) [275])] (2
DC1 #H:#fFH; (FF del EFTIT server manager—>file and storage services—>volumes—>disks BAEMELE) [24]) (3) 5 CHAP
NE. (fE DC1 _EFTJF powershell $147H54: get—iscsisession) [3 4]

(1) Bgd iSCST Wif: (PR EE . f71E iscsi BARL, HAWAMOERIbRHE, BRI d: \iscsidata HBIA, )

E.. Server Manager

é%— iSCSI VIRTUAL DISKS

[ HH Servers All iSCSI virtual disks | 1 total

-I Volumes Fiter 5 Oi— 16—

| [ Disks

£ Storage Pools Path Status Virtual Disk Status Target Name Target Status nitiator 1D Size

m Shares 4 AppSrv (1)
©® iSCSI D:\iscsidata\dc1.vhdx Connected Connected IPAddress:192.168.100.100 500 GB

L Work Folders
® b
82

(2) DC1 HE#fE A :  (VEA2E 4. 78 DC1 _F3%E$: iSCST Wit, FFHEEHRID &, )
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Server Manager * File and Storage Services * Volumes * Disks

_ = DISKS

R Servers N | 2 total

| | = =

s | s @~ @~

El= Storage Pools Number Virtual Disk  Status Capacity Unallocated Partition Read Only Clustered Subsystem Bus Type Name

-] Shares 4 DC1(2)

[+ .

] iSCSI Online S00GE  0.00B MSFT Virtual HD
X vokroiders 0 Online  WB00GB 0008 GPT NVMe  VMware Virtual NVMe...

b

Last refreshed on 6/16/2021 12:34:27 AM

VOLUMES STORAGE POOL
Related Volumes | 1 total TASKS = MSFT Virtual HD on DC1
Filter P B @~ ~)
5 Volume Status Provisioning Capacity Free Space Deduplication Rate Deduplication Savings Percent Used

4 DC1(1)

500GB 499 GB

Go to Volumes Overview > Go to Storage Pools Overview >

(3) JEH CHAP FAE:  (PEArZE . SiEHAF(E CHAP YUERIAS . )
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PS C:\Users\Administrator

AuthenticationType
InitiatorInstanceName
InitiatorNodeAddress
In1t11t01Porta1Address

> Get-IscsiSession

: ONEWAYCHAP
: ROOT\ISCSIPRT\0000_0
I appsrv

= 192,

168.100.100

~ : 400001370000
: True
: False
: True

IsHeaderDigest
IsPersistent
NumberOfConnections
sessionIdentifier
TargetNodeAddress
TargetSideIdentifier
PSComputerName

E 0100

False

: True

: ffffabOSfeeSlOlO 400001370000000b

ign.1991-05.com.microsoft:appsrv-dcl-target

7. Web Print:
FTEIHL.

(1) B = STEINL;
(ff insidecli A AN EEFTHF https://print. chinaskills. cn/) [5 43]

(£ DC1 4T H dsa. msc ZRJ53 & CSK-Print 3T EIHL.

(3771 (2) i@

M T FH CSK-Print

(1) GBI EITEN: R 7EES) H X P REw R 1 CSK-Print TEIHL. )
A = | Builtin builtinDomain
v 4 chinaskills.cn :
| Builtin | o’ Find Printers = ] X
| Computers { File Edit View
3] CSK ] i
37 CSK-NEW | Find: | Printers ~ | In: | 55 chinaskils.cn ~ Browse
= | Domain Controllers
_| ForeignSecurityPrincipal: | | Panters | Features | Advanced
_| Managed Service Accour N | CaK I
| Users Sto
Location: | I -
Clear All
Model: | |
77
[Search results:
Name Location Model
B CSK-Print Microsoft PCLE Class Driver
< >
(2) BTN TTESF CSK-Print FTEINL: GEDES: MIAEKIATFE https://print. chinaskills. en/¥A HAth 545,

CSK-Print FTEINL. )

RERS L U o &R 2
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— O X
& https//print.chinaskills.cn ~ @ C| Search.. P~ N 125 &
(& All Printers on print.chinask... LT
] !_—] ~
=] All Printers on print.chinaskills.cn
ame Status Location Jobs Model Comment
ICSK-Print Ready 0 Microsoft PCL6 Class Driver
=
v

DC1&DC2 TAEAESS (75 43)

- g | VP
PRI 2 R i | 5
1. JEBEHFURS: (1) AD 338 EE,;  (FF del Ml de2 BT systeminfo 384, ) [243]) (2) AP MAESEHE,; (FF del 1 net group
FE AR A IT. SALES. MANAGER H PP RIZH I BN f . ) (3431 (3) HE X UPN; (AFEE) (2471 (4) REVGH CH#L; (F insidecli
FAFHH SALES HH P EFEEERE. ) [29]) (5) 22111847 run. exe F2; (FF insidecli A SALES A H P B R IGEE IR )
[27r]) (6) BRRXHUME S %4 (7E insidecli RA#H SALES AR & REEERIR. D [240] (7 BRI ({F insidecli 2

FAFHH SALES HH P EFEEERE. ) [29]) (8) 21 cmd fl bat; (fF insidecli FA#H SALES I H P& F)G BB R, D

(2] (9 AEREFRIES; (fF insidecli FEFERMHE. O (241 (100 HEX IEH . (ff insidecli Ff#H SALES 4 [1H &
EEBEMR. ) [24]) (D GlEE&m: GEE end A THIHTAERSH. O [60]1 (12) BUUEIH S5 &0 E:  GEd end
AT H &M AERE. ) [54] (13) BMiGsHF PDC M. (EERE) [5 4]

(1) AD B3 2E: (BF4ZEA: DCL N Primary Domain controller, DC2 SN Backup Domain Controller. )
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PS C:\Users\Administrator> systeminfo

Host MName: DC1
0S Name: Microsoft Windows Server 2016 Datacenter

0S Version: 10.0.14393 N/A Build 14393
0S5 Manufacturer: Microsoft Corporation

05 Configuration: Primary Domain Controller
05 Build Type: Multiprocessor Free

PS C:\Users\Administrator.CHINASKILLS> systeminfo

Host Name: DC2
0S Name: Microsott Windows Server 2016 Datacenter

0S Version: 10.0.14393 N/A Build 14393

05 Manufacturer: Microsoft Corporation

05 Contiguration: Additional /Backup Domain Controller
0S Build Type: Multiprocessor Free

Registered Owner: Windows User

Registered Organization:

(2) WP AAEER:  (PPZE . P MARSEZER 5. )
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PS C:\Users\Administrator> net group IT
Group name IT
Comment

The command completed successfully.

P5 C:\Users\Administrator> net group MANAGER
Group name MANAGER
Comment

The command completed successfully.

PS C:\Users\Administrator> net group SALES
Group name SALES

The command completed successfully.
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(3) HEXUPN:  (PPrE S AEgkE] csk. cn #J UPN Suffixes. )
Active Directory Domains and Trusts [ DC1.chinaskills.... ? X

UPN Suffixes

The names, of the cument domain and the root domain are the default user
principal n {UPMN) suffixes. Adding altemative domain names provides
additional logon securty and simplfies user logon names.

if you want altemative LUPN suffixes to appear during user creation, add
them to the following list.

Altemative UPN suffixes:

I Add
Remove
(4) FR#IVIE Cfit: (PP E . Mk CHHER, #2758 Restrictions. )
3D Objects Desktop Decuments
Da Restrictions 5 4

This operation has been cancelled due to restrictions in effect on this computer, Please
contact your system administrator.

v Devices and

Local Disk (C) - DVD Drive (D:)
ix . CPBA_X64FRE_EN-US_DV9
""’ 41.3 GB free of 594 GB 0 bytes free of 4.92 GB

v NMatharnrl lanratinne 1Y

(5) Z511IZAT run. exe F2F:  (PEE fi: 1817 run. exe P28, Restrictions. )
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Restrictions &?

This operation has been cancelled due to restrictions in effect on this computer. Please
contact your system administrator,

L Type here to search

(6) BN MERE#EM: GESES. S shutdown or sign out #%4H, JToikk 3| shutdown Fl restart #24H. )

Shut down or snﬂn out Sign out

Desktop

() MBpsmbisfm:  OFp 2. SR A B0 Ebs. D
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L Type here to search

(8) ZEILfHH cmd Ml bat:  (PEArEAS: E1T omd $&RZEIEMEAH. D

command prompt has been disabled by

¢ to ntinue
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(9) AEREFICHEK: GEREL: BRI E#RZER Other user)

Other user

%

Sign in to: CHINASKILLS

How do | sign in to another domain?
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(100 HECTE B (PErE . 77T TE RUNEER M L BCE, AT A B E WA RRVFE. JF HETWBEN https://www. chinaskills. cne)

& https://www.chinaskills.cn/

O chinaskills.cn

Internet Options ? X

General Security Privacy Content Connections Programs Advanced

Home page

Startup

(D fldEEr: GFoEA: BT CENE&N, SFLHEN&ERTFS. )

(12) BHuEsh Hx 5% Mgt OFp R 8& 0 HxBE N C: \ad-backup)

49 /62




File maintenance:

> Information:

(13) BouEsHF PDC FHL: GFEHE A : Operations master N DC2. chinaskills. cn. )

Operations Masters [4 X

RD PDC  infrastructure
The operations master emulates the functions of a primary Domain Controller
(PDC) for pre-Windows 2000 clients. Only one server in the domain pedoms
this role,

Operations master:
DC2 chinaskills cn ‘

To transfer the operations master role to the following
computer, click Change. ge...

' DC2 chinaskills.cn ‘

2. NPS: (1) XA SSTP/VPN ¥ S5 (BEEE) [3 2] (2) XY MANAGER 4T S 5HF; (BAERE) [34)] (3 HEH

11
B, (BFREE [57]

(1) XY SSTP/VPN #5515im):  (PFr% . Tunnel-Type W N SSTP. )
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Settings - Then the following settings are applied:

Setting Value
Access Pemission Grant Access

bl = aTa¥e I (1 L L) = aWals

Tunnel-Type Secure Socket Tunneling Protocol (SSTF)

ge password after t has expired) O...

(2) N FCYF MANAGER AT B I0AE:  (PP4rEE 5. B P AN AN 15 B MANAGER 4H)

Conditions - If the following conditions are met:

User Groups CHINASKILLS\MANAGER

(3) HEEHM: GFp%Eg. HEHARREN c:\WPS, JFHiRERS HELHCKT 10MB I H QI H S5 D
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Log File Properties X

Settings Log %

Format: .
ODEC (Legacy) v

Create a new log file:
(O Daily
() Weskly
(© Monthly
() Never {unlimited file size)
(®) When log file reaches this size:

] me

[] When disk is full delete older log files

o o | [

3+ DNS: (1) FEXIFRfGE;  (fEdel BF T FdnsEEMB A E % G Mdnsidsx) [570) (2) RAALHE K.
AN ) [35]

(fEinsidecli_F#F Anslookup

(1) XN  (PPOE A chinaskills. en f£4E RRSIG 1 DNSKEY e 3. )
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5,05 DNS Manager
File Actien View Help

o9 rFXE=2 BHml i S

2 DNS
v § bci
v || Forward Lookup Zones

ills.cn

> [ Trust Points
> |7 Conditional Forwarders

Name

:]_msdcs
j_sites
tep
1 udp
3 DemainDnsZones
: ForestDnsZones
El (same as parent folder)
E;j (same as parent folder)
(same as parent folder)
EI (same as parent folder)
(same as parent folder)
—|(same as parent folder)
| (same as parent folder)
[ —| (same as parent folder)
| (same as parent folder)

Type

Start of Authority (SOA)
MName Server (NS)
Name Server (NS)

Host (4)

RR Signature (RRSIG)
RR Signature (RRSIG)
RR Signature (RRSIG)
RR Signature (RRSIG)
RR Signature (RRSIG)

RR Signature (RRSIG)
DNS KEY (DNSKEY)
DNS KEY (DNSKEY)
DNS KEY (DNSKEY)
NNS KEY (DNSKEVY

Data

[58], dcl.chinaskills.cn,, h...

dc2.chinaskills.cn.
dcl.chinaskills.cn.
162.168.100.100

[NSEC3PARAM][Inception...
[DNSKEY][Inception(UTC):...
[DNSKEY][Inception(UTC):...
[AllInception(UTC): 6/13/...
[NS][Inception(UTC): 6/15...
[SOA][Inception(UTC): 6/1...
[257][DNSSEC][RSA/SHA-...
[257][DNSSEC][RSA/SHA.-...
[256][DNSSEC][RSA/SHA.-...
[25RITNNSSFCITRSA/SHA- ..

Timestamp

static
static
stbc

6/14/2021 &:00:00 PM

static
static
static
static
static
static
static
static

ctatic

(2) KLk GFDES: T test100. com L, I HIE~ Non—authoritative answer. )
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testloo.
166.160.166.160

4 EBMRHA: (D ERARR; (BEXF [24]) Q) ERAERE. (EEFWR [4] 6
(D ERAF: PP . RUEB AR CSK2021-RO0TCA)
n Certificate X

General Details Certification Path

E; Certificate Information

This certificate is intended for the following purpose(s):

» Al issuance policies
» All application polides

Issued to: CSK2021-RO0TCA
Issued by: CSK2021-RO0TCA

Valid from 6/14/2021 to 6/14/2031

(2) WEPBERH:  GPFoE A BIEHA RN 10 4, WWW b S 09 WEB IEBAE A 3 4. )

54 /62




n  Certificate X

General petails Certification Path

E §} Certificate Information

This certificate is intended for the following purpose(s):

* All issuance policies
* All application polides

Issued to: CSK2021-ROOTCA

Issued by: CSK2021-ROOTCA

Valid from 6/14/2021 to 6/14/2031

Issuer Statement
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r | Certificate

General Details Certification Path

L g Certificate Information

s Ensures the identity of a remote computer

This certificate is intended for the following purpose(s):

Issued to: www.chinaskills.cn

Issued by: CSK2021-ROOTCA

Valid from 6/15/2021 to 6/15/2023

Issuer Statement

[ox ]

5. XAHFFt=. (1) BEgdtEsE,  (FEDCL _EPHATIES: net share) [220) (2) AFEHH A FHFILE, (FF insidecli EIhAEMENNRR.)
[25]) (3 FHPAEXHFARRE; (fF insidecli EIhfEMEINR. ) [249) (41 22 B8Ot ER P EHFE A (fF insidecli FIf

REEI. O (501 (5) P BCE .

(ff insidecli FAf & 11847 sysdm. cpl, ZRJGFIIT “user profiles” - ) [3 4]

14

(1) RjsIE=: (PP r: f71E users$Ml profiles$ kRt s, JFH HFER—. )
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Remark

(2) HEMEHEM T EHFXIE: GFRER: FEHE, BEZER 2, AP AR, D

BER WINAOWS\SYSTEMSZWCMa.eXe

»net use
New connections will be remembered.

Network

sers\itel
soft Windows Network

(3) AP EHXERE: (Po#E: B 500MB. )
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General Securty Previous Versions DFS

o ISCSI

E}_.

Type: Network Drive

File system:  NTFS

B Used space: 4,096 bytes

| Free space: 524,283,904 bytes
Capacity: 524,288,000 bytes

Drive H:

] Compress this drive to save disk space

file properties

= itD1 (\\chinawllsjcn\cskshare\users) (H:) Properties

Customize

4.00 KB
453 MB

500 MB

[~] Allow files on this drive to have contents indexed in addition to

e | [0

(4) ZE IR € SCPHE L 6 H S A7 i

GPAE L BEPA G RO TR — . )
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Ex CAWindows\system32\cmd.exe

an internal or external command,
operable pr tch file.
:\>dir
Volume in drive H is ISCSI
Volume Serial Number is 46F9-©EB2

Directory of H:\

A
7 b
524,283,904 b

>t

(5) HPBCE SO (PPrE N Ei@EH I profiles XAFZEAA Roaming)
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User Profiles % X

related to your user account. You can create a different profile on
each computer you use, or you can select a roaming profile that is the
same on every computer you use,

Q) User profiles store settings for your desktop and other information

Profiles stored on this computern:

Name Size Type Status Mod...
CHINASKILLS\Administrator 5.23 MB
CHINASKILLS\it01 293MB Roaming Roaming 6/16...
CHINASKILLS\sa01 228MB Roaming Roaming 6/16..
Default Profile 147MB Local Local 6/14...
INSIDECLINdemao 233MB Local Local 6/15...

. Change Type... Delete Copy To...

To create new user accounts, open User Accounts in Control Panel.

| oK | Cancel

INSIDECLI #1 OUTSIDECLI LTAEAT% (29 %3)

; 9 | PF

PP LT @ | a
1. INSIDECLI: (1) M chinaskills.cni®; (fF insidecli FFHATHEA sysdm. cpl) [2 4] 2
()M chinaskills.cni®: (PFE . I chinaskills. cn . )
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System Properties X
Computer Name  Hardware Advanced System Protection Remote

h Windows uses the following information to identify your computer

=" onthe network.
Computer description:
For example: "Kitchen Computer” or "Mary's
Computer”.
Full computer name: InsideCli.chinaskills cn
Domain: chinaskills.cn

2. OUTSIDECLI: (1) AFOAIBL, fRE LA/EH; (fF insidecli EHATHEA sysdm. cpl) (2401 (2) BZhns; (fF del BRCE, AW
WIESE. ) [1043) (3) VPN IR (7F outsidecli E{#H ma01l F J Ihi&ERE VPN G 4T PGB F RO A B W RRE: A ERESRANC
3 vpn P AR ERINEE. ) . [1540]

27

(1) AIIABL, RETAEH: (PFZE s R WORKGROUP L/EH. )

System Properties X

Computer Name  Hardware Advanced System Protection Remote

Windows uses the following information to identify your computer

== onthe network.
Computer description: l[
For example: "Kitchen Computer” or "Mary's
Computer".
Full computer name: OutsideCli
Workgroup: WORKGROUP
(2) B PoZe: TEHLBRSCEEANGEES .
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(3) VPN k. (PP B S f74E Connect—CSK &5 4%; %/ dm TSR VPN, JF H B VPN Bpiftoy SSTP, AMEH 7 A4 s, 72

VE /A% “Remember my credentials” o )

_5 Network Connections o

-

A & <« Net.. » Network Connecti... v O ) Search Network Connections
Organize = o
l: Bluetooth Network Connection L" Connect-CSK l: Ethernetd
- - - i -
R ted — Connect-C ™

—. Not connected - Sk
X 9 Bluetooth Device (Personal Ar... WAN Miniport (¢

4 Connect-CSK Properties X

General Options  Securty Networking Sharing

[[] Remember my credentials

Idle time before hanging up: never v

PPP Settings...
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