Mg RAEH (A-1) - TFoirdE

Bidt A: Linux 3% (300 %)

Bk A THIESEELZITIREG, IFERHESEBAITEE, B AL R RS AR SR .
3
<> RN R, an SRS KA A B AN KBNSy, AR A TR 2 B 1 B B A 52 B AN TE T, AN 475
<> BRI TR SR A RGN AR TR S, TR YE IR B R AN @ H E R AAH N Dh e A A AR A

R g (25 %)

WA E w

L RSO RS Y, AR H 2RI (10 0] -

BRETE, SCORPEE, RIAT S !

2 BIERGRE: (D WX (J4TH4: timedatectl | grep ’Time zone’ ) [5731: (2) AMBRIRELE (FEAEERE L#HTA

15
WEF. ) [64); (3) mEEBEFEREE (F routersrv A EFATIES: ssh user0l@localhost —p 2021) [54r]) .

(1) BfX: GEEES. BRI XE Asia/Shanghai, EALfEN E&EZATLL, )

—

root@routersry:™# timedatectl | grep Time zone

rime zone: AsliasShanghal (CST, +0800)




(2) AMBEFIAEE: GPAEA: EARIONE LRE, B3R B2 Brr NN, KE T “zhangsan” C.
SRR, SR BAEEROR T B, e LRI IS B FERITER, V03 LA B )

routersrv
Password:
sk R R R R :::-:::+::::1:::-::: - :::-:::+::::1:::-::: o R R R R R S R
ChinaSkills 2021 - CSK
Module |— Linux

zhangsan

e
Fi*itﬁl;rnﬁlr| 6¢ <
cat Jun 17 . 45:GE [CST 2021
SRR AR SRR AR
atdArnutersry: TH

(3) WEEFIRRER: GFREA: EARKILG E&RE, TxitnEE EP SRN R ENL. BRE M “zhangsan” DA, AEN

PREIbRHE, $RR15 BAFFERRCAME B, 74 H AR EE . s, M5 fSSH BRI JE D

2R, A




rootdaroutersry: ¥ ssh user(
user(0l@localhost s password:
SRR R R R R SR R R R SR O R O S O O R R R RO
ChinasSkllls 2021 — CSK
Module A Linus
zhangsan

AOUTERSITY AL

¥ Jun 12 od Lsl 2021
o e e e e e R G L e S e G L Gl T e e e e e e L S e L e
userQl@routersry: ™%

P85 ALY (30 77D

WHER

P

¥

1. ISPSRV: (1) 4[REHKL (BATHES: hostname —Ff ) [24r) 5 (2) MZHbE /ML / e (HATHES

& ip route ) [& 14y, #3454, 1.

ip addr show | grep inet

(1) &fREE4: GFrEg. ENAEEE, KNG RER. )

#

=
=

=




(2) PZEHhE/HERD /WK (PP E Al A E R SFE 81. 6. 63. 100/24 HIMhEER, AEEBAEH. D

Froute

_.'-l brd _:_—'. 1.
291 f : feb2:ccads/64
nroto

2. APPSRV: (1) £PREHA (14754 hostname —f ) [243); (2) WgHihlt/#iS/ % (#4744 ip addr show | grep inet &

ip route ) [&% 14, 37, 1.

(D) &fEE4: GFrZEa. EHEAEER, RAASMRER. D

(2) ML bl /FERD /e (FFrEE . BB 2 BAELE 192. 168. 100. 100/24 [Fht(E B, FAEBIAKE, MK 192. 168. 100. 254, )




root@appsrv:~# ip addr show | grep inet &8 ip route

inet 127.0.0.1/8 scope WEE{ 10
inete ::1/128 scope host

inet 19% L100,100/24 brd 192.168.100.255 scope 2lohal
ineté feB0::20c:29ff:fed47:Be4f/64 scope link

default

192.168.100.0/24 dev ens33 proto Kernel scope link src 192.168.

3. STORAGESRV: (1) 4[REik4Z ($447#64: hostname —f ) [243) ; (2) WMl /#HS/ WE ($i4T484: ip addr show | grep inet
& ip route ) [& 14y, #3454, 1.

(D) &MREE4: GFrZEA: EHEEEE, RPASGMRER. D

™% hostname -f

L

(2) WHhE/HRD /. (BESE A, BB R G 192. 168. 100. 200/24 [HhHE B, FAEBRNEE, Wo2A 192. 168. 100. 254, )

addr show | ¢rep inet &% ip route
ope host 1o

1nhet 0 ; :
inete fe 20C:29tT:tefa:34e9/64 scope
default via :

192.168. 100.0/24

4, ROUTERSRV: (1) £PREA (Fi47164: hostname —f ) (2201 (2) M&HuhE /AL / % ($4TH4: ip addr show | grep inet
& ip route ) [& 14y, #H34. 1.

(1) RGeS GFrEg. ENAEEE, KNG RER. )




(2) MLt /HERD/ PG (PPAEEL . R SR A /7 7E 81. 6. 63. 254/24, 192. 168. 100. 254/24, 192. 168. 0. 254/24 fihbl (=5, AEERIAEH.)
'# 1p 1rﬂr ;hl grep 1net

l._.lﬂ. “E4'Z4 brd ;._. .255 scope global tund
5 fe80::55cd:fel19: 4d£j:.4ll h4 scope link stable-privacy
81.6.63.0/24 dev ens33 proto scope link src B81.6.63.254
lT:.lﬂ.I._sEQ dev tunog erfﬂ -rr|Ll scope llnk src 172.16.0.254
lf: 168.0 .’24 dev 'Wj_ﬂ ] 0 kernel scope link src 192.168.0.254

192.168.100.0/24 dev ens3d UI|T| kernel scope link src 192. 168

5. INSIDECLI: (1) 4@fEzEi4 (#4744 : hostname —f ) [2 70  (2) Wbl /FERD/ N E (4TS : ip addr show | grep inet
& ip route ) [& 14y, #H34. 1.

(D) &REE4: GFrEa. EHEAEER, RAPAGMRER. )




thifJHm

K111s.Cnr

(2) Mg HbdE/HERD /MG (P E A KB R G 192. 168. 0. 190/24 [Fhhik(E 8, If H ki@ 504 dynamie 380, FLEERINEKH, MKHN
192. 168. 0. 254, )
addr show | grep inet && ip route

inet 127.0.0.1/8 :;JUL hrET '

inete ::1/128 TZ][

inet 192. 16€ ]4n 1 brd 192.168.0.255 scope global dyns

inete fe T::Tﬁ__ e TI““
deHLL_ | !

6. OUTSIDECLI: (1) £PRE4Z ($hiT7164: hostname -f ) [240) : (2) W&l /HAS/ M5 (Fi4T464: ip addr show | grep inet
& ip route ) [& 14y, #H34. 1.

(D) &fREE4: GFrZEa. EHEEERE, RAASGMRER. D

(2) MZg bl /ARAG/ MG (PR3 MR SAF7E 81. 6. 63. X/24 HMbdk(E 8, JF Hihbi@id 2)7 dynamic | FR A, FFAEBRINERH, (H N SCHLE
AHER .




shouw route

addr

1p

root@outsidecli:"#
inet 127.0.0.1/8
lJL:’ fiEF g_JUL Nost
inet 10/24 brd 81.6.63.255
IWP*' feB0: :20c:29ff: fef6: 198/6¢
ine .0.100/24 brd 172.16.0.
ineté :fect:ccd3:9cl6:e6hb2/6
default uiE 3.100 dev ens33
o0l.b.b3.0/7 ensaa proto kernel
.:i 1E- tun® proto kernel
0/24 via 1IF.1H.H.EHG dey

172.16.C
00, 2 172.16.0.254 devy

globhal

.HL
global tung
scope link stabhle-pri
1.b.Ju.ilF
172.16.0.,10C

link
link

SPC
S(C

sSCcope

scope

Tung
tunad

192.168.0
l?i.ln”.
root@outsicdecll:

dynamic ens33

vacy

ISPSRV TAEF4 (36 %)

WHER

>

B

1. IPTABLES: (1) BRIAMENIMEXMCHN DROP (FF ispsrv E#ATHE4: iptables —nL | grep DROP ) [343); (2) AT ab#

1T#84: iptables -nL INPUT ) [343]) .

e (fF ispsrv B3

(1) BRABEMEECN DROP:  (PF4> 22 p5: 23K INPUT A1 FORWARD 4K A DROP )




(2) BATDLERE: PN BERBATIN A2 DT icmp. tep80. udp53. udpb7. udpl23 HIRE .

“# 1ptables -nL INPUT
(policy DROP)
prot opt source dest lnat lon
icmp -- 0.0.0.0/0 0.0.0.0/0
1Cpg == 0.0.0.070 0.0.0
HL,EFT udp -- 0.0.0.0/0 0.0.0.0/0
ACCEPT Jdr 1.0.0.0/0 0.0.0.0/0
ACCEPT i

2. DHCP: (1) HudbvhyuEl (ABEBECE ) [24r): (2) DNS/Mctidl (BFERE ) [44]) .

(1) HibbybyER:  (PPorE A ﬂﬂh&.#}&.6631108166319m
root@ispsry:/etc/dhcp# cat
=ubnet 81.6.683.0 '

maln-name-s
option ro lTr = e o
rLJl@iﬁparu:Etttsthu# -

(2) DNS/MSEiktii: (VP42 S dns B N 81.6.63. 100, MWL E A MER, (HAIIEAE.




root)
2| .',_|r||—_-T
domal
‘[" 1010 ro
DotElsH

ITers
> gl S~

n-name-se
51.6.¢
tc/dhcp#

H'l Cp/

;Kj.Ejﬂ;

3. DNS: (1) j8H chroot Thft (fF ispsrv EHATIES: systemctl status bind9 ) [543); (2) WKL 2 (FF ispsrv _EHATIES 10
named—checkconf -z) [27+); (3) HBEIIEM XL “chiaskills.cn” (EHEHEEE XD [34] .
(1) JBH chroot ThEe: GFEDZES: bind9 REMFFEIEIT “active (running) 7, HFHAERESHEEFHEE “—t /var/named” #87E chroot
Hx. )
25 10 71 3k 46 1




tispsry: svarsnamedsusr/share/dnsd i;gtlﬁﬂTl status hind9
. lLﬂD4.EEP*l e - BIND Ummaln Mame Server
loaded .llbfsuzfcndf;gﬁitm.dluiq service; enabled; vendor preset: enabled)
active trunning) since Sun 2021-06-13 20:00:44 CST; Vs ago
man : named(d)
- ;t1r1_ usrsshinsnamed $OPTIONS (code=exited, status=0/SUCCESS)

-

20625
5: 5 (limit:
Memory: 12.4HM
CGroup: /system.sliceshind9.service
20625 susr/shinsnamed -u bind -t svar/named

Jun 13 20:00:44 ispsrv named [20625] ¢ zone ./IN: loaded serial 2

Jun 13 20:00:44 i W named [20625] @ zone 0. in-addr.arpasIN: loaded serial 1

; named [20625] 1 zone 1Ef.ir—asdﬂ.aﬂpaflhz loaded serial 1
v named [20625] : zone chinask llﬁ,lﬂ IN: loaded serial

¢ named [20625] 1 zone 255. 1n- mLarpasIN: serial 1

Jun 13 20:00:44
Jun 13 20:00:44
Jun 13 20:00:44
Jun 13 20:00:44
Jun 13 20:00:44
Jun 13 20:00:44

v named [20625] 1 zone Lata;huduslu loaded serial 2
v named [20625] : all zones loaded

systemd [1] : Started BIND Domain Name Server.
Jun 13 20:00:44 v named [20625] 1 running
Jun 13 20:00:44 ¢ named [20625] : managed-keys-zone: Unahle to fetch DNSKEY set
root@ispsry: aual.nameu.usrﬁshareﬁdnu.

el el ol vl el el v
! I f

': ncache nxrrset

(2) MRS 2% GFERE S f74E “zone . /IN loaded serial 2”
root@ispsry:~# named
zone localhost/IN: l=dD
1r—aﬁﬂP.%Pna£TH: loaded serial
car. jru:ﬁIH: luudud serlal 1
T—aEdP.HP[ 1Dajec serial 1
| oaded




(3) HEhIEm X4, “chiaskills.cn” : (GErEE . type 2K2%V°K slave, masters B N 81. 6. 63. 254)

zone 'chinaskills.ch’
type slave;

file '/etc/hi 1 ‘Hinask il
masters i 2 -

4. NTP: (1) AIhizfT ntp GE47HAD ntp AR454s, NTP DhRE ST A 57 . (ZEF ntp RE5IB1T IEH G 1E ispsrv EHATHES: ntpq —p)
[3 43 Y; (2)CRON i RIFE 5 (B4 4T: ntpdate 81. 6. 63. 100 4TI 8] [F] 42, i EEIb‘TF:%§%§crontabfFEﬁxEHTf]iE fEappsrvﬁnstoragesrv 9
FEE) o [64]

(1) FIhiz4T ntp GATHAh ntp RS 58, NTP DIRE S AMAE 2. )« GFE . LOCAL Fifi B EE N5, H4b st FRMEARE K T4
F 16, )
“# ntpg -p
delay offset

(2) CRON THRIMESS: (O E S B F5E R 3; crontab ik BEER N “*/5 % * * %, ntp KRS 25N 81. 6. 63. 100, HASEA
WEEFIbHE. 7, ES}?E appsrv Ml storagesrv _F#R{E. )

100 offset

%12 7 3t 46 T




5. WEB k%5: (1) AINiEAT lighttpd (GE4THAD web ARSS 834 web AR S 23 LIREI NS4y ) (fE ispsrv EFATHES: ss —nltp | grep 80)
(23] (2) W3k E T B 29 iR S 2% H WA [a] (£F ispsrv _E#AT4E4: curl —i http://81.6.63. 100 ZELHATH IO [3 2] .

(1) pIhIEAT lighttpd Gaf7HAh web RS54 web IS5 SIIRESIAE )« (PP E R web RF54%ET Lighttpd /H30)

users: (("lighttpd",pid=3

users: (("musgld"', pid=775, fd=21))

users: (("lighttpd",pid=3371,fd=5))

(2) [, = U B AT AR 45 % H HAFES (). (PPA 2R ELEHAT IR, BUEARE A, bR B 2 Rml#E, JEH “Server: ” &I
HEA “lighttpd” » )

%013 7 3t 46 T




HITF/1.1 200 0K

Content-type: texts/ntml; charset=UTF-8
Content-Length: 20

Date: sat, 12 Jun £0£1 13:06:02 GMT
Server: lighttpd/1.4.53

c021-0b-12 21:06:0&
root@lispsrv: ¥ curl -1 nttp://81.6.63.100

HTTPA1.1 200 0K

Content-type: textsnhtml; charset=UTF-3
Content-Length: 20

Date: Sat, 12 Jun 2021 13:06:06 GMT
Server: lighttpd/s/1.4.53

2021-06-12 21:06:06
I_ B |; _| '|_ Ii _'._ < L_'l g i ._.ill-._|IE

%14 T 3t 46 T




ROUTERSRV TfEFZ (50 %)

a9 | PR
PP E R
£ | 4
1. DHCP RELAY: (1) %Ihiz{T DHCP *4k (fF routersrv FFAITFES: systemctl status isc—dhcp-reay. service) [343]) . 3
(1) F&INIZAT DHCP Hhdk:  (PPpZ . RS#I21TIER, FHH®E dhep IS4 192. 168. 100. 100, )
-1 ens37 192.168.100. 100
as upstream: Y downs
s upstream: ¥ downst
2. ROUTING: (1) FFjEskmi Rk (fF routersrv FHATHES: cat /proc/sys/net/ipv4/ip forward) [34r] . 3
(1) HadhE R GCFoELS: &F ip forward IR[BMEN “17 . )
root@routersry:”™
1
rootdroutersry: A
15 71 3k 46 T




3. SSH: (1) YWaMrisl (E routersrv $4T454: ss —nltp | grep 2021) [343r); (2) sshiVUARYF user0l P &5 (BEEE )
[353); (3) REIEFRE (FF insidecli FELSERIIR, HA%mEHEA 123, AEHE. ) [57]); (4) ssh HEFH (fF routersrv | 14
WATIES: grep user0l /var/log/ssh. log | tall -n 100 [34]).
(1) Y50 (VP25 sshd WP tep2021 3. )
d",pid=504,fd=3))
(("sshd",pid=504,fd=4))
(2) ssh AU FLHF user0l HH P &5 (PE4E . AllowUsers X% & user0l. )
rogtéroutersry:”
|—|] oulls seril
rootTdrou |'_ ersry s TN
(3) PR&IBFIREL: GEDES. EL=WG, BIURIELAER, $#2~ Connection timed out)
192.168.0,254
try again.
(4) ssh HEEH: (PP BEIETE ssh. log RIS I8 HAHM I H &
16 71 3t 46 T




4. OPENVPN: (1) openvpn 1IE#IZAT, 7% ] openvpn@csk. service B I i&E 8 VPN (£F outsidecli E#ATHE 4 : systemctl status
openvpn@csk. services) [543); (2) &/ ims3kEUbE (7F outsidecli F#ATIES: ip addr show | grep 172) [543+ (3) &/

Syl . P 4= gD 15
AN RG] InsideCli %% 77 uiig AT AE W EZ DL A2 StorageSry ) SAMBA R4 (fF outside FHATHAT: traceroute 192.168.0. 190, FATH.I) )G
$AT: ping 192.168.100. 200, Z5FF =/ 4 FXMAT: smbelient -L //192.168.100. 2000 [543r] -
(1) openvpn IEHIE4T, %/ openvpn@csk. service B INIERE VPN: GEDE S RS IER, FHFHER “Initialization Sequence
Complieted” . )
_ | ~ |
d)
etC/openyp
ized with
HWADDR
t 172.16.0.255
K nfigL nay ; ' g the auth-nocache opt
: Initiali C
%17 7 3t 46 T

N

~




(2) 7% PRI w?/\ﬂ;z,@ Rl 25 E BIEAET LI 172. 16. 0. X/24 foHbhE, 3 EE A tunX. Hep X G EB BT A HORREEEA )
root@outsidecli:"# 1p addr show
inet 172. ]F_..l:::. 100/24 brd 172

rLJLEJu_jiuftli:“ﬂ _

(3) B L F Vi Al InsideCli &7 o BT 7E W B BA & StorageSrv b SAMBA ile%s:  (PPorZEei: W 2 S4B, ZUEEARES -
traceroute [JBEELZNF L, I HAE ﬁm816wzmﬁﬁﬁ¢ k. f#FH ping MWK 192. 168. 100. 200 A 45 H ik A, {H/& smbelient
i la] 192. 168. 100. 200 s} ] DLI& [5] 35 g4y AKE o

r"lfﬁJu““'fwrl;'"ﬂ racer e ¢ L w1

.IITH Tn 192.168.0,190 (192.168.0.190), 30 hops max, 60 byte packets
2 192.168.0. ? 1192.166.0.190) 1.065 ms 052 ms 1.016 ms
root@outsidecli 11ng 192. 1t 10C ;

'?.1hu.]|H

11 J_I 200 '_Ij_r'_g: stati
- tra m]TThl

root@outsidi
Enter WORKGRLC
root@outsicdec

5. TPTABLES: (1) SNAT #iM (7E routersrv L# 47484 : iptables —t nat —nvL POSTROUTING) [343); (2) DNAT ¥ (¥F routersrv 3t

iT#84: iptables —t nat —nvL PREROUTING) [543) ; (3) BRAFMMEEHN DROP (fF routersrv F#fT454: iptables —nL | grep Chain) [3| 15
Y (D BTV ERE (F routersrv _E#AT: iptables —nL) [443]) .
(1) SNAT #M:  GPArEE . FELEUE A 192. 168. 0. 0/24 F1 192. 168. 100. 0/24 1) MASQUERADE 0], HAhZBAMHETHIFREE. D
% 18 T 3t 46 W




"-|T|=*'|:||_,’r|:r':r J:7# 1ptabhles -t nat -nvL POSTROUTING
'.Eﬁr-H;' (policy ACCEPT 41 n.;,-._. 4= 35 hu :
et prot opt in source flrllijn

E E all - =%
IERADE all

(2) DNAT #M: C(PPArEE S fF7E H AN 81. 6. 63. 254 ) DNAT REI, R A 22 /0 535 B2 AE udp5b3, tepb3. tep80. tep443. tepd65. tcp993.
tep2l. )

udp dpt:5
multiport c

multiport dports 1,4500: 92

(3) BRAHMEZCN DROP: (3P4 5 :  INPUT A1 FORWARD %% (1 ZR 1A 1 1] J DROP)

"'TVP'LTEF?PMZ”# iptabl

INFUT (policy JELF]
3in FORWARD {(policy DROF)

(4) FATDLERS: (GEAE N INPUT 83D FERIT tep2021, udpb7, udpl194 &8 . FORWARD 5% % /b T EHAT udpb3, tep2l, tep53, tep80,
tepd43, tepd65, tep993 Pk . )

#
-
Y]

=
=
p=i



(pol
prot of

21,53,80,443,465,993,4500:5000

38,139,445

APPSRV TEF4 (854

WAE g g

1. IPTABLES: (1) BRIAMIMMEECN DROP (7E appsrv L3#4T#§4: iptables —nL | grep Chain) [3431; (2) BMUTLERE ({F appsrv L3k
17464 iptables —nL INPUT) [3743]) .

(1) BRIAFEAE N DROP: (34> &:  INPUT A1 FORWARD 4% 2K\ #4125 DROP)

i
8
=
H
&
=




rootTeappsry:

(2) BUTPVERE:
root@appsry:

Chaln

Target
ACCEPT
ACCEPT
ACCEPT
ACCEPT
ACCEPT
ACCEPT
ACCEPT
ACCEPT
ACCEPT

2. SSH:

INFUT
FORWARD

W

iptables -nL | grep

(policy DROP)

(policy DROP,

[PUT (]

orot opt
ttL —
dp
Jdp
tcp

TCp
t[ﬁ
tcp
1cmp —-
root@appsry: T #

sgurce

[

(

[
), ) [

tcp 0.0.0,0/

0.1

[

(

|

(1) WWrss 1 (fF appsrv _F3HAT: ss—nltp | grepssh) [2 3] ;

appsrv _FHATFES: ssh root@localhost —p 19210, #AJEH % insidecli EHUTHE 2

-nL INPUT

destination

0.0.0.0/0
.0.0.0/0
L0.0.040

Snailn

(PPorZEpi: INPUT % 2 /0 F5 BT udp67, udpb3, tcpl9210, tcp53, tcp80, tcp443, tcpd65, tcp993 k. )
“# iptables
INFUT (policy DROFP)

1 dpt:19210

1 dpt:67
dpt:
dpt:
dpt:
dpt:
dpt:
dpt:

03 U L
Ll

WO h B O
U Co

0 [ R .Y

(2) XAV InsideCli Vi, HFE InsideCli hA%5% 5 (fF
ssh root@192. 168. 100. 100 —p 19210) [4 4] .

(1) BT o

(Vo3 # 5. sshd F2F W tepl9210 ¥ H . )

%21 7 346 T




root@appsri:T#

(2) X InsideCli i)
I H & I 5 & R 85k banner (5 8. )
"‘Tr%np:rn:

ssh_exchange_

“# ssh rjE

identif
oy

VUJlEdUL:[u-

admin@ins
L T T T Tt T TG PR P
ChilnasSkills

1decli:™%

—

Module & Linux

zhangsan

qnﬁ

':. i I

Jun 12 23:30:12

You have new
root@appsry

mall.
PN

(PEArE 5. fF appsrv iR [E] 45

@localhost -p
cation:

ssh root@l19z2. 168

R AR AR AR OR
021 - C

2. ST 20
sottekorteloleekciok eokokokolkkokok

d" pid=542,

fr=3) I

d",pid=542,fd=4))

B~ Connection reset by peer, fE insidecli i, AEWS fh 25 R0 & 5%

19210
Connection

- __J.

ACRACROR AR R R
5K

21 <<
STEE, 4 B

3. DHCP:

%

(D) Huhbybyil (EFRE) [24] ;
ip addr show | grep inet) [243]) .

(2) DNS/M ikl (BERE) [22]); (3 HEE S (fF insidecli FFHATIE

%22 7 3t 46 T




(1) HhbybyE

opt ;'|_|['
sUbnet 192. 166
(P25 dns FAIM SR B N

(2) DNS/MX T -

opt 10n

(3) 7B % k-

rootd

(PP 2 5

UL

JOEEZE 192. 168. 0. 110-192. 168. 0. 190)

oma 1l

110

Fet1c/

1-name-sery

[ers

lr_'--i : If. 110

omaln
‘0l |1 |_-."'_-:
subnet ll'

(PP

#1p

. l:_"ll— .
o e b =

J-I_- idecli:™#

.100.

|_|.-.'

.166.
0 netm

SBRTCS
S K
192,

netma:

-Jﬂll——-

' .lEE.

netmask

3 |:' :1 ros h ull

‘2 d ﬁrﬁ
f:te66

i A

HSK. £a94E5

167

2Irs

O A =
[ . 3

.}_l

II._I_

L | L |
] |

dhcoAdl

Cpe
C SCC

|_||_'_

w ot l

192. 168. 100. 100/192. 168. 0. 254)

dhcoAdl

== =

T S N |

168.0

gy . 1

|._||__ .y

FNAIREUHLHE Y 192. 168. 0. 190, 4 dynamic)

cpd.cC

SCC
Il &

-I_-__I-I_-

4. DNS:

(1) IEmXHE chiaskills. cn (fF appsrv _EHATIES

: named—checkconf -z | grep china) [143]

(2) Al [34r) (fF | 13

2023 71 4k 46 T




appsrv _FHATIES: host www. chinaskills.cn localhost && host download. chinaskills.cn localhost && host mail.chianskills.cn
localhost) ; (3) MX g3 (ff appsrv E#HATHES: host —t MX chinaskills. cn localhost) [24r); (4) WAMNHEEMT (£ outsidecli
F4447: host www. chinaskills.cn 81.6.63.254) [543r)Y; (5) EJ#DNS % E (fF appsrv F#i4T: host testl.com localhost && host
test2. net localhost && host test3.me) [2743]) .

(1) IEMXI, chiaskills. cn: (PP : fA{EM A zone chinaskills. cn. )
root@appsry: # named-checkcont
zaone chinaskills.cn/IN: loaded

zone chinaskills.cns/IN: loade
root@appsry: X

(2) Mg GGFSE S wwew. download. mail EHLIIMENTE] 192. 168. 100. 100, )

#
N
N

b=
H

=




root@appsry:"# host www.chinaskills.cr
Using domalh server:

www.chlnaskllls.ch has address 192.168.100. 100
Pnﬂtcapr:'u:”# host download.chinaskillls.cn localhost
||.~7.'_3r'|g domain

download.chinaskills.c

root@appsry:T# host o

Using domaln Server:
lE alhost

ﬁhiﬁ%"i]lﬁ..
Banpsrv: ™




(3) MX ie3%:

Using don
Name :

(4) PANREERT -

FFWTP|H“1|

rjnm

Hm

Huir

(5) i DNS W&

V572 15
root@appst

.Eﬁinaziillz.gﬂ has

chinaskills. cn ) MX f&#7 f#4T 2 mail. chinaskills. cn F4l. )
bhind# host -1t MX
EEPUEP:

ry s Sete s

1aln

lL:Hl||

10 mail.ch

(P43 . 3BT 81. 6. 63. 254 BERSIENT 2 www. chinaskills. cn 3845, H&58 4 81. 6. 63. 254,

ecli:™®# host www.chinaskills.cn 81

.d]’

acddress

(VEArE S FEHUET R =284, #5878 Non—authoritative answero )

)

#

=
=

=




'_WTVHHK:P“'WH Nns look
server. 192

up W,

| |;|| 10 [
19 l:lf. = ]_[_:.-'::'I

FCC

zuer :
2rneT . com

aritative an

ww . test . ints

B.bBa. 1010

MOl

5. APACHE2: (1) {#H webuser iz4THk%s ({F appsrv EHAT:

id webuser && ps aux | grep webuser) [243]) ;

(2) Ak KIEHE

B (EEHERE) (2]

(3) EPMik (FF insidecli AT P YE 2815 1] www. chinaskills. com ¥ A5, FFER, BEIFBEHEREE.)

[15]); (4) BPumiEBZd (F insidecli & i E3AT: curl -1 https://www. chinaskills.cn) [24); (5) HITP EE R (fF
insidecli &) E 44T : curl =1 http://www. chinaskills. cn)[2 %3 ); (6)WWW %5 &5 (£F insidecli 43 %287 9] www. chinaskills. com
vhi. ) (3740 (7) DOWNLOAD ¥fi &5 (fF insidecli A MY 2% download. chinaskills. com ¥ifgi. ) [243): (8) HFHAMIE (fE
insidecli F#4T: curl -1 https://download. chinaskills.cn && curl -1 https://download. chinaskills.cn —u wuusr:ChinaSkill21)

21

[370); (9 MWRARC4151e (FF insidecli FAE AWM 251514 download. chinaskills. com ¥t i, ) [240];
A 287 17 download. chinaskills. com%is. ) [2 3] .

(10) Z4hnlE (7 insidecli

(1) f#H webuser 1755 :

(BFr 3 /A : webuser [ uid FE/NT 1000, KT 1000 A5 %r. B~ apache2 H3HFFE R webuser 15

BT, )

%27 73t 46 T




root
root@appsry: 4

(2) AN R RERS: GFPE A SHEBED 50, )

MaxKeepAllveRequests

(3) WEPMIR: (PP . UEBMHEE S HE ™ ILE)

#

=
=

=




Certificate Viewer: "*.chinaskills.cn”

General Details

Certificate Hierarchy
v CSK Global Root CA
*.chinaskills.cn

Certificate Fields
v Certificate
Version
Serial Number
Certificate Signature Algorithm
Issuer
v Validity
Not Before
Not After L3
-Subject

v Subject Public Key Info

Suhierct Puhlic Kev Alanrithm
Field Value

CN = *_.chinaskills.cn

ou Operations Departments
0 = skills

L = Beiling

ST = China

C=CN

il

i

L




(4D F/umiEBES:  PREA: curl IE AR -k 2%, Uik https 3 AREMBIERRRER. D

ntips://www.chinaskills.cn

HTTP/1.1 200 0Ok

Date: Sun, 13 202l 02:21:08 GMT
Server: Apache

Last-Moditied: Sun, 13 Jun 2021 02:00:39

ETag: '1a2-5cd49c1hB859edp
Accept-Ranges: bytes
Content-Length: 418

(BOHTTP HEE M) : (VP2 . 7 1] http uh A2, #2878 HTTP/1. 1 301 Moved Permanently, Location &7~ L Bk4E & https://www. chinaskills. cn

B )
root@insidecli: & curl -1 http://uuw.chinaskills.cn
HTTPA1.1 301 Moved Permanent 1.

Date: Sun, 13 Jun 2021 C

= B
1

Location: https:/swuw.chinaskills.cn
Content-Type: text/html; charset=1s0-8859-1

(6) WWWaha.: GEDES:. RINER wordpress 35 S . )




i® Dashboard

Home

(7) DOWNLOAD % /5

Dashboard

welcome to WordPress!

. o g -

Get Started Mext Steps

IF write your first blog post
Customize Your Site
=+ Add an About page

or, change vour theme completely & Setug

e NS b e e ol i

Site Health Status i Quick Draft

No information yet... Tikle

Site health checks will automatically run periodically ta

gather information abowt your site. You can also wisit the :
; - Content
Site Health screen to gather information

ghes

ADOUL your sile

(PF4r 3 5. download % S TR H s34 )

]

More Actions

BBl Manage widgets

E Manage menus

B} Turn comments on or off

= Learn more abouk getting

#

b=
H

=




Activities &) FirefoxESR ~

chinaskills.cn/ X | Indexof/ X | =+

Fa € ﬁ] () & https://download.chinaskills.cn
Index of /

Name Last modified Size Description

J3 test.mp3 2021-06-13 09:54 0
= test. mp4 2021-06-13 09:55 100M
test.pdf 2021-06-13 09:54 0

(8) AP IAE: (PFAZEE A {4 curl 25—k n WAEIHE s HTTP/1. 1 401 Unauthorized 54815 7], FXAEH curl #8200 ' 44 25 R
Vil J, b AR HTTP/1.1 200 OK. )

%032 01 4k 46 T




rogt@insidecli:™® curl -I https://download.chinaskills.c
HTTP/1.1 401 Unauthorized

Date: sun, 13 Jun 2021 02:19:49 GMT

Server: che

WHKH-Authent icate: Basic realm="LDAP AUTHENTICATION'
Content-Type: textshtml; charset=is0-8859

root@insidecli:™® curl -I https://download.chinaskills.

HTTP/1.1 200 DK
Date: Sun, 13 Jun 2021 02:20:00 GMT
Server: Apache

Content-Type: text/html;charset=UTF-8

root@insidecli:"#

- wuusr:Chinaskillzi

(10> MPASCAFVT s (PP 2 download ¥ g SUHFAFAE test. mp3\test. mpd\test. pdf 3CAF, H test. mpd LA K/NA 100M. )

33 70 4t 46 T




Activities &) Firefox ESR ~

chinaskills.cn/

Name

<« C @

Index of /

X | Indexof/ X |+

@ & https://download.chinaskills.cn

Last modified Size Description

§ test. mp3 2021-06-13 09:54 0
= test. mp4 2021-06-13 09:55 100M
testpdf 2021-06-13 09:54 0

(11) 224

(PP # i download JUH AFAEAENTHI RGERA LA web IRFFBFHIRAER . )

#

b=
H

=




Activities &) Firefox ESR ~

chinaskills.cn/ X | Index of f X | =+

¢« c @ @ & https://download.chinaskills.cn
Index of /

Name Last modified Size Description

J3 test.mp3 2021-06-13 09:54 0
=l test. mp4 2021-06-13 09:55 100M
test.pdf 2021-06-13 09:54 0

6. Cacti: (1) ZHMEE Cacti (fF Insidecli EFim https://www. chinaskills. cn/cacti) [54]) ;

F#ATIES: ss —nlup | grep 161) [243); (3) W#% StorageSrv # W E (£ Insidecli i) https://www. chinaskills. en/cacti, | 12

SRJGAEBIBRAZ T IT StorageSry # MR E I EIIREE. ) (5701 .

(2) 1847 snmpd (fF storagesrv

(1) WIhZ%E Cacti, HIBITHY): (FAES: BEWIEF VIS cacti Ft. )

%035 1 3k 46 T




User Login

Enter your Usermnmame and Password below

Usamame
Password
Keep ma signed in

Login

Version 1.2.2 | (c) 2004-2021 - The Cacti Group

WM tepl6l 3, ANREN 127.0.0.1)

(2) 1847 snmpd: (P2 S

s -nlup | grep
(3) Wi#% StorageSrv ¥ E:  (GFSE S BEISFE Cacti T T A& 2 StorageSrv (192. 168. 100. 200) AR 254 1 K & 45 B E#FR. )
% 36 U 3t 46 W




{mn Graphs | Reporting

[ Console Gmph Management (Eday

M Management

Device @

inbound Data Source @

Outbound Data Source @

10
0.9
0.8
0.7
0.6
0.5
0.4
0.3
0.2
0.1
0.0

bits per second

StorageSrv - Traffic - 192.168.100.200 (Intel Corporation 82545EM Gigabit Ethern)

ogged In as admin -

“Turn On Graph Debug Mode.
*Edit Graph Template,

“Edit Device.
‘Unlock Graph,

|host_description] - Traffic - [query_iflP| (Iquery_ifDescr[)

StorageSry - Traffic - 192.168. 100200 - ens33 fﬂ'ﬁﬂc_ in)

StorageSrv - Traffic - 192.168.100.200 - ens33 (traffic_out)

R R SRR |  FERREEEG

20:00 22:00 00:00 02:00 04:00 06:00 08:00 10:00 12:00 14:00 16:00 18:00

From 86/12/2021 19:15:42 To 86/13/2821 19:18:42

i e e P o i FR =

7. MAIL: (1) Jg F IMAPS\SMTPS, 2%ikdE<%:4> IMAP\SMTP ({F appsrv F#HATIE4: ss —nltp | grep -E “master|dovecot ') [5%] ;

(2) BUEEIEEH P (FF appsry _EATIES: cat Jetce/passwd | grep mail | we -1) [34); (3) HAWAHZ: (AHERE) [34]) ;]| 16
(4) EHEWRIBE (£F insidecli A outsidecli FECE MR um, FHMHE RIEME. ) [6 4]
337 U3t 46 T




(1) JEF] IMAPS\SMTPS, 2&ibdF<%24: IMAP\SMTP:  (PF40r3E . WA Wi I AEA SR 465 A1 993, ASHREFFEAE tep25 Al 143)

root@appsry:T# st
LISTEN

LISTEN
LISTEN

LISTEN

root@appsry:T#

rootd appsSry

104

mall

00 '| |; 2 RSy .

(3) M Hz:  OFEA: REFEEXR. )

(4) IE#WCRIE: (BB . 7F insidecli Al outsidecli PR E MR i, FHAHH RIEMREE. D

8. CA: (D) HUEPEAEMMIES(EE (fE appsrv EHATHE A

openssl x509 —test —in /csk-rootca/csk—ca. pem —noout | grep Subject)

(1) HRUEP R AR ERIE (5 S

(PP E il AEPSERAR ™M ULHE, E-PAE 15 B H L. )

#

=
=

=




.pem -noout | grep Subject
erations Departments, CM = CSK Global Root CA

root@appsry:

STORAGESRV T {ELF% (64)

a4 | VP
PR E S
B | 2
1. IPTABLES: (1) BRIAMEMIMEMCA DROP (7 storagesrv LT #84: iptables —nL | grep Chain) [3 43); (2) 4T b i & (fF storagesrv )
FHATHE A iptables —nL INPUT) [3 4] .
(1) BRAFNMESCHA DROP:  (PF433E . INPUT A FORWARD % (4 ZRIA B U & DROP. )
gl iLi ] ek Shy R -
L (i o i n .J'.J pITI_:,I ||_-| _'Il_
| INPUT (policy DROP)
(2) JUTW R  (PPrE s INPUT 88 2 /D ET icmp Y&, tepl37. 138, 139, 445, 389 i, )
2039 W 3k 46 7T




multiport dports 137,138
2. DISK: (1) RAID5 (fF storagesrv F#4T#84: mdadm -D /dev/md0) [34+); (2) LWM (¥f storagesrv FHATHE4: lvdisplay) [3
1. 0
(1) RAID5: (PF4rEL A : Raid Level A raidb; active devices A 3; spare devices N 1, EHASEAVENTEAFRUE. )
% mdadm
Version
Creation Time
Raid Level
Array :
b I-j .I' .._J' l__._l
id Devic
lotal Devices
(2) LVWM:  ($F2r3E . LV Path A/dev/iscsivg/iscsistore)
25 40 T 3t 46 U




rootdastorage Thamn __l ais nla Y
yolume ---=

— o L

LY FPath
LY Name
Vi Name

3. Crypto-DISK: (1) M#EiEL (fEstoragesrv )i IS RIEL, BRI G st 2B A Wimapper 5 MHEEL. D [357) 5 (2) H#EY
ffiFH (fEstoragesrv F#AT#E4: df -h | grep crypt) [54] .

(D) s (Eo%sS: {718 /dev/mapper/crypt W&o )

root@storagesrv:™# cryptsetup luksOpen Adev/sdb crypt

Fnter passphrase for Sdev/sdb:
; ddev/mapper/crypt

(2) HES5MH: P EA: /dev/mapper/crypt #:#2]/mut/crypt Hk. )
root@storagesrv:™® df -h | ¢rep crupt

= =3

sdev/mapperscrypt  9.86  37M 9.36 1% /mut/crypt

root@storagesry: #

4, PURE-FTPD: (1) EINIEAT pure-ftpd GEf7HAh fip BRESaAZ SIATE)  (FF storagesrv EHATHES: ss—nltp | grep pure-ftpd)
[345-); (2) JAH FTPES (fE storagesrv A H] openssl 825t ftpes MIETERE) [570) ;5 (3) APERINZAEH A EHZX (FE
storagesrv FAFH] 1ftp THAER ftp HRERZRBANZEHS. ) [34]); (D R LEHEARTFBUSHF 4 (FF storagesry FAFH | 22
Iftp TH B, Fsiligsectt. ) 30 (5 bBEFEHNMBBCUE A (FE storagesrv EAEHA 1ftp THAFRINI EAL RS
RBHEUCON ftpadnin FTE. ) (3701 (6) MFEHFPXARTFER—NS1E (fF storagesrv ERHADR tty BAFEH 1ftp THEIRV A ftp

%41 7 3t 46 T




k%, > [54r]) .

(1) FRINEAT pure—ftpd GE{THA ftp RS

WA HWAS) . (FE S pure—ftpd RS tep2l S . )
ttpd

(2) JAH FTPES: (¥4 Z 5. b AIEHE B E ™K UL . D

(3) M EFINEAEM P 3 H %

pt@storagesrv: # 111}

(PP #E i FIHAETHRN “/7 )

| tipuser,ChinaSk1ll21 ftp://localhost

(4) FVFR BT, ERA VA B C bR 44, R BRSO, (BIESCCEA R D

root@storagesry:"# 1ftp -u ftpuser,ChinaSkill21 ftp://]
1ftp ftpuser@localhost:™ put setc/issue

7 bytes tr

1ftp ftpuserd@l:

ruw-=-r It

1Ttp ttpuser

H

1ftp

(5) EEFEEMBBCUIIAE: GFRZE A [/ ftpuser FI Bx)E BRI SFMEECN ftpadnin . )

%42 71 3t 46 T



5. LDAP: (1) fiJ# chiaskills. cn H3ERSS (FF storagesrv F#HATIES: ldapsearch —x -LLL | grep "dn: de ’) [643); (2) A

. . ) , 12
ldsgp HHH " (#F storagesrv _FFHATHES: ldapsearch —x -LLL | grep "dn: uid’ ) [643]) .

(1) fU% chiaskills.cn H3MRS: GFESE S : fF4E dn: de=chinaskills, dc=cn)

(2) BN ldsgp AR (PEE &S fFfEH P zsuser, lsusr, wuusr)

%43 71 3t 46 T



6. SAMBA: (1) fiJ#E csk—share W FIEE (FF storagesrv EFATIES: testpartm) [373); (2) AW ldap FHFHEF (fF insidecli 0
FA$ M smbelient VJila| csk—share 3£, IAUEA F A 1dap ) wuusr #E4TIAUE, BFRIh)E, EA&EXH. O [74]) .

(1) A% csk-share SCHFFEEE:  (PEArEE 5 f71E csk—share JLZE X, )
gt i 1arm
¥t increasing rlimit_max (1024) to minimum Windows limit (16384)
{SG_REQ_POOL _USAGE

lncreasing rlimit_max (1024) to minimum HWindows 1imit

g section "[homes]"”
g tion "[printers]
tion "[print$]

ing section "[csk-share]"

(2) BAESCHF: (PP E S (A wausr BIINE RGNS IEH EA& M. D

% 44 U 3t 46 T



root@insidecli:™# smbclient //
Enter WORKGROUPSwUUSE 'S ]
Try "help' to get a list of possible commands.
smb: > put ‘et ue test.tixt
putting tile /etc/issue as stest.txt (2.4 kb/s) (average 2.4
smh: W 1s
sun Jun 13

Wed Apr 14
sun Jun 12
Sun Jun
Wed Apr

ks 0T S1ZEF

OUTSIDECLI & INSIDECLI T{EE%H (104")

WrE w

3>
P

1. BARE: (1) 22NN THE (7 outsidecli Ml insidecli EFHATIES: whereis nslookup dig firefox curl ssh smbelient 1ftp ping)

[10 41 . 10

(1) ZARMATH:  (PFER: PrA S8 Ex MR EE. )

%45 U 3t 46 T




smbclient: /L
1ttp: ﬁ.y""

ping: /u

root@outsidec

'p1|_ USP/S

“# wherels nslookup

'hiﬂ”P‘lEjkL; usr/shar

dig firefox curl ssh smbclient 1ftp
Efmaﬂﬁmaﬂlfﬂz;mawup.L.g_

|'r"haﬁexﬁﬂﬁfmaﬂlfdig.l.js

/share/man/m

':'iak erishs
S‘H ‘smbclient Jusr/s
setc lTTL.EEIT /U

naresman/

|:] = i.'ll T

Smanls 1t

7 ping

% 46 U 3t 46 T
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