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OutsideCli

AppsSrv

Internal vSwitch

RouterSrv Internet vSwitch

StorageSrv

i

InsideCli

IspSrv

2. 28 kBRI
JIR 55 5 R 7 i e AN I B T 3
ISPSRV
o AEMRESA: ispsrv
o M/ EFEN: skills/ChinaSkill2l
o HYUEPLG /R root/ChinaSkill2l
o MZHuhE/HERS/MOS: 81.6.63.100/24/7C
AppSrv
o A&FRERA: appsrv. chinaskills. cn
o /% #M: skills/ChinaSkill2l
o EBREILL/EFHM: root/ChinaSkill2l
o RAZHLEE/HERS/ M5 192, 168. 100. 100/24/192. 168. 100. 254
STORAGESRV
o &[R5EIkA: storagesrv. chinaskills. cn
o M/ EFEN: skills/ChinaSkill2l
o HYUEPLG /R root/ChinaSkill2l
o [N HhbE/HERS /M 192. 168. 100. 200/24/192. 168. 100. 254
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ROUTERSRV
o LRSEHLA: routersrv. chinaskills. cn
o @M/ EFRERS: skills/ChinaSkill2l
o HHYUEHLR/E RS root/ChinaSkill2l
o [ZgHLbE/HERD/RIC:  192. 168. 100. 254/24/F5 192. 168. 0. 254/24/ T
81. 6. 63.254/24/F
INSIDECLI
o &R5EHk4: insidecli.chinaskills. cn
o @M/ EFRERS: skills/ChinaSkill2l
o HHYUEHL R/ E RS root/ChinaSkill2l
o [EEHhL/HERY /P DC: DHCP From AppSrv
OUTSIDECLI
o &REHk4: outsidecli.chinaskills. cn
o @M/ EFER: skills/ChinaSkill2l
o HZUEHE I/ EFERS: root/ChinaSkill2l

o gl / MY/ 2. DHCP From IspSrv
75 WHARSTEH
k4528 IspSrv TAFfESS

1. IPTABLES
 f&uk INPUT #1 FORWARD %% BRI\ KLy DROP, WRANALZEMITEAT RN, FERA TR %4
IRTHE R, B /INBR B A T I A
o BT ICMP M.
2. DHCP
o 2245 isc-dhcp-server;
o A OutsideCli ¢/ Ui W 24 75 Fo ok, ikt 3 6 -
81.6.63.110-81. 6. 63. 190/24;
o AT A R SIPRTER I E DNS RS 2% HhhE i
o MG HZIE SR T ORI B DG H B T



3. DNS
o %% bind9;
o M chroot ThAg, BR#I bind9 7£/var/named Fi&AT (WA IEATHE/var/named
HRT, AEAEHAR. D
o it E Hy DNS MR 55 2%
o HAhREIEA N, G RNT AN 1P,
o AR XK “chinaskills.cn” ;
« KA Slave;
o FREEN “AppSrv” .
4, NTP
o Z¥ntp (EAHAML ntp HMF, LATFIHEEIIATR)
o f£ AppSrv I StorageSrv b CRON i+%IE55;
« M ntpdate $84, BEBEFL BN HEAT — K R[] D
5. WEB ARk %%
o lighttpd (AN web P65, DU IHEERIAED) 5
s JA M fastcgi-php B,

e index. php W T N 2% 57 29 8 IR 55 %5 1 H AR A (6] Ctl 38T o2 i i 1a) 5 s 550 .
MR %28 RouterSrv B TAE(ES

1. DHCP RELAY

e %% isc-dhep-server;

o FUVFE P Sl b A IR 55 IR HR N 2
2. ROUTING

o JFRE AR, AT RIS B AL B ThRE
3. SSH

o 2zt ssh, WAWTHECIBEE N 2021;
o HAYHF user0l, 2% ChinaSkill21 &3 %] RouterSrv. HABH P (BFE

root) ANEEESX, QIE—NFH, FH AT DA E S, EAGEM sshiz



o I ssh BEER BB RouterSrv, — B NI £ S4B SIIRECH 3 K%,
T 5 A 1A P i D 2% U ) ssh RS

o B PESRMHES/var/log/ssh. log, HEWNRZEME . JEHhE, Hirkh
fk, PR PEEG T, H bR O

OPENVPN

o VPN &/ B InsideCli %/ Ui BLIEAE , VFVi I StorageSrv FAL F1H
SAMBA %%, Fu¥rviinl AppSrv ¥ dns k5%

o VPN &/l b Va2 ¢ 172, 16. 0. 100-172. 16. 0. 120/24;

e ff OutsideCli ROJEIEFRS “openvpn@csk. services”

TPTABLES

o SIS BRI R X B RN, A P R S BE A 7 (] SN R 2%

o VUNINALEER N 28 M hE R BN, A P9 B DNSL MATL. WEB. FTP fexf SMR ik 5%
&% INPUT #1 FORWARD SEERI\KLI A DROP, VAR ZE(KIBAT HEN, FERR (R 2% 42

IRTER T, SR/ NBR BT A

MR55 %% AppSrv I TAE(ES

L.

IPTABLES

 f&uk INPUT #1 FORWARD %% BRI\ KL 4y DROP, WRANALZEMITEAT RN, FERA TR %4
IRTHE R, B /INBR B A T I A s

o AT ICMP Wi .

SSH

o A SSH, AR MYENTLE 19210;

o XSV InsideCli &P BHEAT ssh Ujial, FEARFTA LHLIIE K H R ZIE L4

e f£ cskadmin HI 7 3AEE (InsideCli) ' AJ LA HEMA S B i & 5%, JF HAMA R
P GARLR .

DHCP

o N InsideCli 25/ v 4% 4y Fe ik,  Hbhik ity
192.168. 0. 110-192. 168. 0. 190/24;

o AT AS: R SEPR T R N E DNS IR 5% G bk e
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o WISC: TS PR SR B O bk 1 T

e A InsideCli 43 [# & bdk Ay 192. 168. 0. 190/24.
4. DNS (BIND)
e N chinaskills. cn 332 ALE 44 T -

« 4 www. chinaskills. cn. download. chinaskills. cn fl mail. chinaskills. cn
PEOLARAT

IR MX 1235

J& P AN RIRRRIT ShiE, 22 P9 9725 P i 7 SR AT (KIS A, AT 215 7 ) P 358 AR 55
AL, AN S SRAAT R, VAR AT S5 AT SR ARSI A
Hihik s

15K IspSrv /B L7 DNS R% 8%, FTA R A A HS %R &5 A A0 2

5. APACHEZ2
o ¥ apache2 4%
o JRZ LA webuser R4 IEAT
o PRHIEAS TP Mkl 5K RO 505
o AUiRURH TLS Vi), MuFIERERWT:

C=CN

ST = China

L = BeiJing
0 = skills

OU = Operations Departments
CN = *. chinaskills. cn
o RPuVIIN https BE RGN A (& &) a5 EE;
o M http V7RI A ShBEF B https KA.
o &% www. chinaskills. cn ¥k £
o fFH/var/www/csk/wwwroot {E A MEER H 5%
o ¥ MriaDB Ml PHP, & Af WordPress Mufk;
o g% download. chinaskills. cn ¥l & ;

o f¥H/var/www/csk/download YE M uEHE H 3%


http://www.skbt.cn

o ALSCVF 1dsgp H AT 1A
o TEIZNG SR B NAIEE LR SCMF “test. mp3,  test.mp4, test.pdf”,
Horb test. mpd SCAFHIR/N Y 100M,  TTIHIVE i e = A% 51 H H S TR SC
1
o AEZAIE, EAEF TS IR G WEB RS 2AAME B

6. Cacti
o ¥ cacti;
* ff storagesrv EECE snmp, HITMEIEAR 55 4% DR E TG I
7. MAIL (POSTFIX-SMTPS & DOVECOT-IMAPS)
o LAWHE postfix Ml dovecot, JiH imaps Al smtps;
AU unix I/ maill maill00, I/ WSPFEIA76# 2 7 5 H % R Maildir
s
o ZEIEfEAA LA smtp A imap KAEFEUCHE T .
8. CA GIEFmMUAAA)
«  CAWUEBHEIE/ csk—rootca/csk—ca. pem;

o BREFET, WRKEEE: NEFWTELR)

C =CN
ST = China
0 = skills

OU = Operations Departments

CN = CSK Global Root CA

AR5 %% StorageSrv _E R TAEAESS

1. IPTABLES
o f&uk INPUT #1 FORWARD %% ERIA KLy DROP, WRANALZE MIRAT RN, FERATR %4
(IRTHE R, /N PR B A T I A
o BT ICMP M.

2. DISK (RAID & LVM)
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3.

4.

0.

6.

o ISINPUTK AR, KNI 106 RS, FOE raid-b MAAE, Hh—ik
AR AT

o QIE LVM AL, ¥81TN/dev/iscsivg/iscsistore.

Crypt—disk

o QU -HURTRORLE, BAHRANE, MRSy “CSK2021! 7

o WGHH/dev/mapper/crypt 47X, FHEHEF]/mut/crypt HE.

PURE-FTPD

o 2% pure—ftpd (ff AL ftp Bfk, L RIIREHIAE D)

o XA FTPES B i, “Z4AiE 53k E “CSK Global Root CA” AR LA
o JHJ ftpuser, H3 ftp jR5-&, M HFJy/mut/crypt/ftproot;

o BFEMREIEE SRR HE R

o RV ftpuser BARFIFEICHE, (HREA fRHH FHUEECLIE SR

o ftpuser P ARVFER— A2 iHE

o BAERISCIRETA & VBN ftpadmin.
LDAP

o % slapd;

o G chinaskills. cn HMR%, FFEIEH 4 1dsgp , HIF zsuser. lsusr.

WUusST o

SAMBA

o I samba L H A /var/skills, AN csk-share;
o AXSeVF 1dsgp A UiRI3E S (] 1dap BEAT SR SAIED
o FAPBR)E, B AR

& P OutsideCli Al InsideCli TAE(FE%%

L.

OutsideCli
o {FN DNS AR 55 245 4 MM R 0 25 P 5, 243 nslookup. dig aiy2 4T T H
o MENPIEEYT MR s, 23 firefox WSS,  curl ar 4TI T A

o AEN SSHIZREE S M P i, 2% ssh ar 4TI T A
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YED SAMBA WU 25 7 i, A8 PRI B SR 0 B 2, IR 22 %€ smbelient
TH;

VBN FTP K% 1o, 2236 1ftp 47 TR

P BIs KRR R R % o, 2236 ping AT nmap 74T T A

ek P (R A A 16 B SR 0 ) TR AT T Re Ik

2. InsideCli

2 DNS JIR 55 23 38 A4 AT Ik i % P i, 2228 nsTookup dig #ir 4T LA
VBT 1 R ) 25 P o, 223% Firefox WWEAS,  curl my 4TI T A
YEDy SSH IR s MR P i, 222 ssh ar AT T A,

YED SAMBA WU 25 7 i, sk Y PRI B SR 0 BE 2, IR 22 %€ smbelient
TH;

VB FTP K% i, 2236 1ftp 47 TR

Y BTs KRR R R % o, 22 %€ ping AT nmap 74T T A

ek P (R A A 18 B SR 0 1) TR AT D Re Ik
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