2018 F A EHIR V2R H L K RS IR
“U B AETHE5IFET BMHE S H-07

—. EARN

9:00-15:00, 23t 6 ) Bt, A EBR K. WKEBFEu,

=. RAEZE
—ﬂ- >
rxng | EEW ERES ARW |
B 8]
FoME ) g | AsFeRE 60
FEHB A
% & BLE G4 52 | Mk AR &RE 5% 240
HH5 1 | A ENSEMNR G2 AT R 9. 001 60
T 42 | F45 5 IPSec & A :'3.30 60
e iy | 3 |Web B RBEMRE % £ ' 60
et pege | EF4 | ARP HERBE MK 60
g P g5 | sl A B &K 80
S 6 | =IRF4c4 BN 80
W 3704 5 30 7 4F
F =M Z %o B 15 54F 300
N Z Gk 5 45 5 %b
=, RIAAZE

ARKRE, BAEARFERZZAREANBENGES, TP F NN EE2HEH
ETREG U Z P ey “XXKXK-BAER” BRRXEE, =, M BIFRENG L
AR B &R

HZFAAFEAUEORBEZITTEZI—NLH “GWxx” 89 #H£ (xx AL
HEy T2 5 HR), RAFH - BT ARE) “XXX-BAAER” HE AL RT.

Blde: 08 T4z, M EZAEUHLARBD RTEL “GN08” Lk, & “GN08”
A £ T AERE S AN “XXX-Z A L.

BHAHA: RAHEARBEITH “08 Tia” XA PARA—KITIZEEL,
Kﬁ#&%%x#ﬁzﬁax#Zﬂ¢ﬁkwmlﬁLM, E WU ZiE T F:

| 1



(=) RIAFREKE

1. MZieit B

PC1

2. IP ML ALX] A

—

-(l‘-—z.; . ¢ Intern
DCFW 2

——

X & AR o IP 34t POE LS
ETHO/2 10.0.0.1/30 DCRS
ETHO/1 218.5.18.1/27 PC (218.5.18.2)
% X3& DCFW 192.168.10.1/24
L2TP o L2TP 3 ht it
TR IP =4 20
ETHO/3 10.0.0.10/30 Netlog
VLAN 1002
ETH1/0/1 10.0. 0. 6/30 DCRS
ETH1/0/2 AP
T & 2% % DCWS | % 22 VLAN
VLAN 100 192.168. 100. 254/24
VLAN 101
ETH1/0/11-24 192.168.101.1/24
. ETH2 DCST
S B K s .16.100.
WEB = A %5 X 3% WAF ETH3 172.16.100. 2/24 DORS
= &% 3:HLDCRS | VLAN 1001 10.0.0.2/30 DCFW

| 2




ETH1/0/2
VLAN 1002
ETH1,/0/1 10.0.0.5/30 DCWS
VLAN 10 172.16.10.1/24 % 2
VLAN 20 172.16.20.1/25 %
& %E 32 VLAN
VLAN 30 172.16.30.1/26
VLAN 40
192.168.40.1/24 1
ETH1/0/6-9 92.168.40.1/ PC
& 7 VLAN
VLAN 100 192.168.100.1/24
VLAN 200
ETH1,/0/10-24 172.16.100.1/24 WAF. PC2
HEMRS % Netlog | ETH2 10.0.0.9/30 DCFW
ETH3 DCRS (ETH1/0/4)
& 2R %% DCST | - - WAF
3. A MBI &
& & AR % 78 3 3k BANFHEED | AF L %
7 K 5 DCFW http://192.168.1.1 ETHO admin admin
M B & %% DCBI | https://192.168. 5. 254 ETHO admin 123456
WEB &2 B F5 K 3EWAF | https://192. 168. 45. 1 ETH5 admin admini123
= B X #:#HL DCRS - Console - -
& % 2 3 HL DCWS - Console - -

& £ R %% DCST

S L“DCST & F A F &

&z

iR E&0BRINE HE D, 3 IP AR A F5K;
o BT R EEE IP RE T, BANIEANERE 0

a3,
(=) E—HgiEs5H (300 4)
FERBEERIT
e RS

1 RIEF L IBA BT, %8B IPak A sk, *T WAF 69 64k, ZdE 0 IP dakit
TELE

) WAE M %364 BT, 48 IPXeak A%k, *F DORS 69 &4k, &40 [P #uhkit
TELE

3 WA W %364 BT, 4B IP ek ARk, *F DOFW 69 &4k, &40 [P #uakit
TELE

4 ARIE W 25 B4 B BT, 4288 |P 3k A4k, 3T DOWS A9 &-32 0 |P 3kt THALE .



http://192.168.1.1/

5 AIE W 4463 B BT, #:08 IP dhhk gk, %P DCBI 49 &4k, &40 [P #bhbit
ITELE

6 AIE W 24463 B P, 408 |P bk A4 %, /& DCRS 3 3:AL L 4] 248 &2 49 VLAN,
548 2 42 2 X VLAN,

7 RA#HAEABREHO T, 2RELE,

8 5 K3 ol - BL F 52 3L R 391 4 37 1)

4 2: ML RETEEGY (240 40)
DCFW:

1. 7£ DCFW EAz %, 4% LAN 420 FF 2 PING, HTTP, HTTPS, telnet #hft, &4
Internet 3 2 7 & PING, HTTPS %A% ; %4 netlog 3£ 0 4 DMZ X35, &3
L E R, iEA KA P kil id M5 3 netlog;

2. DCFW&.E LOG, it.3% NAT &4, Server IP 4 172.16.100.10. 7 /5 DCFW
E snmp R %-, Server IP 172.16.100.10 A4RF 4 public7;

3. DCFW # A8 S BLE , 4 A L2TP 75 X AL9F M A5 30 Ao B P 645 52 3L 19 9 64 3%
B, Bl P &% % den2017, VPN dbhbio A s bt % ; S 39HL B 24 %%,

4, tb’?—ﬁc 58, RER PFAAA R, L&A F 5 Internet & &K A

B 4IGE, A K3E BT Web ihiE, K5 %H45 % 2017web;

5, ATAHEANARE L T, &AM A F 7R Internet /TR 424,
A X & 2 508 200M, AR & R P uASR ey R P IR AR 5T, B R £ 9:00
B TH 6:00 &N IPRATHBZEER 2Mbps L AER &5 1NMbps;

6. DCFW L&z & NAT 3h4%, 1% PC2 AL 4%i@ it Web 77 X JE % & 32 5] AC, 310 54
R 6667;) A IHELE 524 Rk,

7. f= DCFW 4&#&19&@&%%$%A%ﬁ%@%i&%%i 9:00-18:00 A M A 7 17 ] oh
WM&y URL, RAEBD ERS S

8. BLE KL Web 58 K13 E&%Jﬁ@ 2O R &R P B PR W 3k Web
I AT Edmd) . ARA KRR P 29 Kk Web 9 & A2 &42%], 2SR %X
BT & “ﬁai” 1A 1, HFiLFMXB &,

9. DCFW AR X B & %K A Al P 7~ R84 % QQ F= MSN;

10. DCFW L&z B (& 4] ) K B 7 37 %] www. baidu. com F&%] A M A 7 3% 5] URL ¥ i
A baidu X4 F 8 PTH F ok,

Netlog:

11. /£ DCB-netlog LB E, R &HFH XA FHRX, ARELEo HFR
HEo, ZRKFAMIFFE Internet 23 AT B &,




12.

13.

14.

15.

16.

17.

WAF :

18.

19.

20.

21.

22.

72 DCBl-netlog LA &, B#EE —ZF A 9: 00-18: 00 L& A 7 Frie W&
%1564 URL ¥ &, 4 baidu 6 HTTP 5 8] &, JF HLupp R i% & %,

£ DCBI LELE, AmAEAN], T HEGEXEFOE “HBRE” 6, T
TR

72 DCBI EBLE, 4# DCBI 7 435:\:\%4*77‘?&75\:\ 128, RS E IP
172.16.100. 20, 3% 25 25, WK% test7dcn, %40 test7, % DCBI &% #1{%
B F AL 65% T K% —RIRE;

fDCBI EFLE, 5 DCBI 09 B EZ & RZEFHERS S, BERSE IP
172.16.100. 10, community &5 public3;

£ DCBI LEALE, ¥4edE admin ik P DCN2017, H45 dcbibb67, %Ik P AX A
T B PR &0 B B A g3 8

DCBI Bt & & A & % A48 “P2P F#.” , UDP thiXss o 53¢ B 40700-42000,
AJA—ZFE9: 00-18: 00 %42 LAN P FrA B P& “P2P FT&” it %k
HEE;

FEWAF EBLE, NS ARA —6 WbIR 525 A5 WAF, |P Xnk 2
172.16.100. 30, 3% ;2 8080, R4z B E, Web 547 B E, IRE K
BHELEZE syslog HERS X, syslog HEIRSEE IP it £
172.16.100. 10, UDP &) 514 3% ;

FEn B A WAF LB E , B HFEE, HE&EREEFEF LATNG (K
i# %) DON@digitalchina. com) & 4313 77 X (K% %] 13913814949) K £ 4%
R,

FEN 8] B30 WAF LBCE, 200N IP #uhk (218.5.18.2) 5 M bR 4
%, RsERES IPAZ 172.16.100. 30;

FEN B E ARG WAF BB E | ok 3tk IP dedbadanta) ) K% K26 B &iF
X, wm S| Wb EHIRF o KREIHKAFHIMEA: FF K742 iT 4000 &
HK

A WAF LBLE  JF B 2T sessioncookie & CC 547, & Kk iF K4 A 4000,
A it g 47 LI ;

DCRS:

23.

DCRS 4 N3 3AL, A 223% A 55 1k MAC Mo bk 55 i 5 & | iF B B 3% 0 40 4
H/NE R 5 VLAN 69350 5% % 5 5] 8] 35 /N MAC ik, R ABHLE LG 4
%}umuiiﬁl‘i, % "he);ﬁ_/nuiﬂ‘/ii LOG H & 5 HE4E PCT 94 7’7'1;‘}%%5—
O, [RE R AF PC1 69 MAC 3bht v VAE 32,

24. Fi% 3% DOFW &9 &) iR = 4u1% £ Netlog # 47 M i Fe 0477

25.

FF )5 % ARP 1234 2 % , {2 B 18] P 5% 2 K 2] ARP 3t & A2 1T 50 /2N & & K &,
DOWN 7 t3% &1 ;



26.

27.

28.

29.

30.

JE ) 8) B2} 69 DCRS _EBL & 3% 0 37754 M] (Loopback Detection) , Frakzk
B VLAN200 #: 0 F a9 5% 0 31 3%, B E A 18 IR 0 a9 4 M B 9] 18] 3 4 30
A, GRS 694 B ) 18] 3 A 10 AY

AT IEHENRL% PC, &2 P ETH1/0/10 0 FF 2 DOT1X iA4E, B E A
JEAR 425, IP Xhk2 172.16.100. 40, radius key £ dcn2017;
RARPUTT G A2 2, 1% B SSH 77 XK 5 74 DON2017, 44K 777777,
VLAN20. VLAN30. VLAN10 A /R Bl 538 IP 3ht 75 X, DHCP R 435 &
AC L& E AT/ bt A 4% & w bk VLAN4O F] P 4u.3h A 3K B |P, DHCP server
# DCFW;

FE AL _EBLE | £ R A VLAN200 ] P & £ gE e ia] (J5]-2] J& £.8:00 %] 18:00)
M 3% 1] VLAN100 £ |IP;

31. AR, HabIEked MAC 3eht 5 IP X ht 45T 69 ARP KB OB E A arp 4o
M Ty RE, VLAN3O ] 7 &9 ARP [&{& % 70;

32. 47 Frak VLANAO R Bt arp #3R, & ZA LM EF B ip dhep snooping
HEZDTYHZAF;

33. /£ DCRS LFLE , AL X & enable %4, %% den2017, H AR Fik&
B ol ZRIE # 3 N\ enable % A5 4 A8 3t N AR MUY BT B AL X ;

34. DCRS AL E, VLANAO #9rn R4ED I B ) @R FEIpF 0 ek, 28X EHR
2700pps;

DCWS:
35. AP i iT optiond3 7 X iHATIEH iE A _E &, AC Heht % & 32 VLANIP;
36. X E SSID DCN2017,VLAN10, 4= % 4% K, wpa—personal, 2 & 424 GSdcn2017

37.

38.

39.

40.

a9 ;

i% & SSID dcntest , VLAN20 JRutATiAGEA %, AR & BT & (4 8,0% SSId,
dentest K ZHEN20ANA P, AP EABERSH, 3 dontest W& 34T
1=, BT F IMbps, T 47 % 2Mbps;

WA E B RIENLIRR S LA K HLmIT, BRE P ik & P s
“HE” , KRB PIRAETKITEFRE 4,

WAL E B2k % AP Fo AC AR £ BT i % 6992 2 A IEEHE MK 4L CPU TR, &
ME|AP 5 AC £ 10 4 N 3E 253 5 R AB A HFSEEE EHE, A ER
BT

AC FF 5 Web & 32, K5 %25 % DCN2017;

(Z) HF=_MEiE5H (400 4)

HH1: FLENBENRXEZETKX (60 %)

A5 RE A
HEM:
E . MEARAE R A I AP 8 R WAL



W IEAIRAE R 4. Windows7 64 45380 Ma
RAMIEE R4 1: Ubuntu Linux 32bit
JEAIAIRIER 1 XK T HE 1: Python3
BAIIIERIE R 1 2 T B 2: WireShark
MBS RS 1 X T L 3: GCC
JEAMAR F 5 FZ H e X Z: Bridge (#74%)
R P 4: root, FAL: 123456

JEWAPLIRAE A % 2: CentOS Linux 5.5
BRI R e T A 1: GCC
JEPERAE R GLe ¥ T A 2: GDB

R P 4: root, FAL: 123456

e

R %% %7 : Web Server

MR %R = 1R4F & % Microsoft Windows2003 Server

JR% B %% M %/ TE1: Apache2. 2;

REBH=2FEIRS/TE 2: Phpb;

REB=2EMRE/ITE 3: Microsoft SqlServer2000;

HEHAX:

1. Web 7Pk 4 & %5, Tt THES: a. #HAN"/"->"Display
Directory" M@, iz W @ stiTHE MK, £ 0@
DisplayDirectoryCtr|.php & 2 C:\Windows H F R K& R I, 3fieit
R %35 3% =33 AF & Gk 5 “Hacker 7, 2k e NE R 20 b,
FHANIEHIR 55 =09 C: \AppServ\www B F, X 3F]
DisplayDirectoryCtr|. php #2 /%, 1% il EditPlus T E 4 #7157 PHP
RALE, AL Z ST AH AN VA BB R AL, B
DisplayDirectoryCtr|. php A2 5 % ¥ = 4249 FLAGO1 F 45 %, iz F 4+
% il i MD5 32 )5 iR ) 69 e A 69+ oS B H 45 RAE N Flag {42 5 (% X
TR HFHE)

2. WS AIELA B 1 F49 DisplayDirectoryCtr . php RAZF, (£ 27T
I AL S5 B 1 ey s g RidAE, BE
DisplayDirectoryCtr|. php A2 5 % o = 4269 FLAGO2 F /4 %, Kz F &
% il if MD5 32 )5 iR & 69 9a A AR 69 o< H1 45 RAE A Flag {42 3 (X
TR HFHE)

3. WM AELSAAB 1 Py DisplayDirectoryCtr . php JRAZ 5, £ 7T
B RS B 1 F a9 5 ENKT42, BE
DisplayDirectoryCtr|. php A2 5 % ¥ = 4249 FLAGO3 F- 4% &, iz F 4
% il if MD5 32 )5 12 & 69 9a A B 69 o< 3 H1 45 RAE A Flag {42 (X
TR HFHE)

4., WG AKAESZME 1 P9 DisplayDirectoryCtr|. php BAZF, £ 27T
M AL 520 B 1 P ey d Xt 42, BB
DisplayDirectoryCtr|. php A2 5 % ¥ = 4249 FLAGO4 F- 4§ &, iz F 4+
% il if MD5 32 )5 12 & 69 va A AR 69 o< H1 45 RAE A Flag {42 (% X
TR HFHE)



5. WEMGKRAELAE 1 P8 DisplayDirectoryCtr . php JBAZ 5, 122 7T
DIk AE S B 1 P RyBEN R EAE, BB
DisplayDirectoryCtr|. php #2 5 % o = 4269 FLAGOS F 54 %, Kz F &
% il it MD5 i3 )5 18 W 69 e A 4B 69 T < #EH 45 RAE A Flag {E4R = () K
FoRHHFHE)

6. WEBMSKAELAE 1 Poy DisplayDirectoryCtr|. php JRAZF, £ 2 7T
DIk AE S B 1 P RyBEN R EAE, BB
DisplayDirectoryCtr|. php #2 5 % o == 4269 FLAGO6 F 5 %, iz F &
% il it MD5 i3 )5 18 W 69 9a A 4B 69 T < B H 45 RAE A Flag {E4R = () K
ToRHRFHE)

H4%2: FA45 5 |PSec A (60 %)

53R B3

LHEMU:

ER D BEMIE R A AT 8GR P

W FEAIRAE R % Windows7 64 {238 A00&

J& WAPLIEAE R 4o Microsoft Windows2003 Server
EWMBER G E T E1: Microsoft Windows CA R %
JE WAPARAE R a3k T E 2: WireShark1. 1

P F EHIEAR R Z R 89X £ : Bridge (#fd%)
B F 4. administrator, £4L: 123456

¥Eﬂ%:
JR%-%3%: Windows Server
RSB Z %: Microsoft Windows2003 Server

HEHFAE:

1. i#iT IPSec A KR AP K EM B ez M ey L3 RE (MEF
40 www. don. com) , 1 R ¥eHLEAEE user AP H — K FTFA P
. BALAT B F ¥R ALR 3k, AT HEAL T A4 WireShark ft 3L
Fo e L 18] 6 RAEAT R BATHIR ; RO REIIRS S % Web T d
login. php ZJ& , 3t 3 FHHLE Fde bl Web 3k & 30 4F 69 348 3+ 347 047,
F ISAKMP £ 4% X % 1 N8t K B+ 8t ) B {838 iE MD5 12 H /5 4 =%
ARG+ N B L RAEA Flag AR (WX +x#%FHHE)

2. @i IPSec fE ik XA fhyP A FHHL B Je Lz A a9 A E (MEF
40 www. don. com) , 1 R ¥ehLEIEE user AP H— K FTFA P
. BALAT B F ¥R AUR 3k, AT HEAL LT A4 WireShark ft 3L
Fo e L 18] 6 RAEAT R BATHIR ; RO REIIRS S % Web W d
login. php ZJ& , 3t s FHHLE F¥e bl Web 3k & 50 4F 69 348 3+ 347 047,
F ISAKMP £ 4% X % 2 N3 2t K &+t ) B {838 iE MD5 12 H /5 4 =%
ARG+ SR RMEA Flag AR (B +-#%FHE)



i@ it IPSec %A X AR 4P FRAP R H AL ez ey 23R (ML F
40 www. don. com) , fE R IeHLEIEE user AP H K FT AP
&, AT A IR sh, AT SEHEAL T B WireShark A s EH AL
Fafe L 8] 69 R 3T HAAT R RN E TR G B %5 Web M |
login. php ZJ& , 3T S FHAA F et Web 38 5 30 VF 69 235 3 £ 34T 547,
Fr I SAKMP Beig 2 X 5 1 ANF B2t KR+t $) A8 1L MD5 2 /5 18 =
ARG TR A A RAEA Flag iR (BX: Tx#t4FF$)

i@ it IPSec 1% X AR 4P FRAP R FH AL ez ey 23R (ML F
40 www. don. com) , fE R IeHLEIEE user AP H— K FT AP
&, AT A IR sh, AT SEAL T B A WireShark A3 EH AL
Fafe L 8] 69 RIE 3T AT R R E TR G B %5 Web M |
login. php Z )5, 3t s FHHLE F¥e bl Web 3k & 30 1F 69 4B 3+ £ 347 047,
F I SAKMP B iz A% X 5 ¢ﬁ%ﬁ%&ﬁ+k%%ﬁ&kmmgﬁ5@@
AR TR RN Flag ARK BX: +x#t3525%)

i@ i |PSec 1% At Xk 47 IR 4P M E ML B fe L2 M ag a3k g (MEF
45 : www. den. com) , ¥ Fl ¥e bR E user AP H— KK PR F
b, BT BR R IeARA 5L, AT ST B Wi reShark St 5 AL
Ao e LZ 18] B9 RAB AT AT IR AL REAIRF £ 5 Web W
login. php Z &, 3 s HALE K I Web & 2169 *i’b%ﬁ %»1\ AT,
Fr I SAKMP Beig A% X % 3 AN xt K+t #] A8 1L MD5 & /5 18 =)
ARG TN BRI RAEA Flag AR (B X: T8t FHE)

i@ it IPSec 1% #AE XK FRAP R FH AL B ez ey 23R (MEF
%40 : www.dcn. com) , & Rl ¥e A IEE user AP H— KR PR P
s BT SR RIEHR 3k, ﬁ%ﬁ%mlﬁﬁ#mm%mkﬁ&ﬁm
Fo e ML 8] 69 R 3T HBAT R ; RAE KRR S B %% Web |
login. php ZJ& , 3T S FHHA F el Web 35 530 1E 69 *i’f/%ﬁ’ %»J\ﬂ’ ST,
T I SAKMP ik 4% X 5 4 AN AR £ K B+ 2 H ${hi8 13 MD5 12 5 2 =
AR TR BN Flag AR (B X: +x#t4F58) ;

£4% 3: Web B B FZR X524 7K (60 %)

A HF B
HEH:

E A

B R MUIAL B A FEHL 69 IR AL

YL HAEAE F % Windows7 64 12 3EANRR

J& WAPLIEAE & 4 Ubuntu Linux 32bit

JEIAIRAE R e T E 1: Python3

JEWPIRAE R ek T B 2: WireShark

BRI K E5HEHHFZ EE X % : Bridge (#r4%)
B P 4: root, F4h: 123456

JEWIMIEAE R4 2: Cent0S Linux 5.5
BEAIIARIE R e X TR 1: GCC

JE AR R LK T2 2: GDB
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B P4 root, %ih: 123456

ﬁﬁﬂ%:

AR %235 % : Windows Server

% 5B%1R4F A% Microsoft Windows2003 Server
%% %% FTP T#HRIR % A P %: anonymous, %545 : 123456
R4 &= FTP F&RIR a0 : 2121

%% %= FTP L4214 F P % : anonymous, %45: 123456
R4-%3%% FTP LA R 4-3% 0 21

HHFRE:

1.

FE S EMHB LR K Z 7R W http://$eht IP ik, @i Web & FI4%
B A MK 77 58 T DON A 5, ¥R BB, Web T & 7% 49 F
75 B 38T MD5 35 6 1A © oA A AE 69 o sh ) 45 RAE R Flag AR (% KX
TR FAEE)

IR 4557 FTP R4 B+ F&R LA login. php, %#i% PHP 425
LA, ARGAZP KRB 3T AL S5 1 AT 69 Web 2 R AZ 5 B i MK ad
FRHITRAG Y, MEZL4 S P04 FLAGO T4 %, Kiz5 5 Bid
T MD5 iZ H G R E A A AT o BRI RN Flag AR (B X: +5
HHFHE)

UG IR AL S5 2 AL T 49 PHP A2 /5 A, AR 12425 5% BLAE 5 3T AL 55
1P Web & AAFHEMNKXIRLAITELEGY, HEZI4 S P
09 FLAGO2 F 45 %, ¥z F 45 P i id MD5 i2 H )5 iR & oh A {h 69 + < it
B RAEA Flagliiex (BX: Txa@tHFH3)

YL I AR KL 55 2 AL T 49 PHP A2 /5 A, A£1ZA42 5 5% BLAE 5 3T AL 55
1P Web & AR HEMNKXIRAITELEGY, HEZI4 S P
S 569 FLAGO3 F 45 %, ¥i% F /4 B i@ id MD5 i3 H 5 38 W oA i 69 + o< it
B RAEA Flagliigx (BX: T@tHFH3)

Yk Sk R AR S ) 2 AP 69 PHP A2 AE, ARIZAZ A R ALAE A AT AL S
1P Web & AR B EMNKXIRAITELEGY, BHEZI4 S P
TR0 FLAGO4 F 45 &, ¥ F 45 i if MD5 i2 B )5 iR & oh A {69 + < it
B RAEA Flagliie R (BX: Txa@tHFH3)

Yk B G B ARG 5 2 AR P 69 PHP A2 5 S, ARIZAE R S ILAE A5 X AAE 4
5o 1 AL Web &2 AR 7 B MR AR AT R 2T 47, A B Z AL P
2 5ty FLAGOS 545 % , 3% F 4 & il it MD5 & 5 6 16 =oh A (L ag + o it
FLERVEN Flaglarx (BR: T~#HFHFE)

W hARIT 6 89 login. php ALF I L A% R U FTP R 4, &3 H bkl
SRR FE W http://$hU P ruhk i@ K AE 55 1 B PT4E B 49 Web
K2 AL R B MK 7y kAt feu#t AT B E K, Kb it Web T @ 3 b 69 F
FF % 8 i MD5 15 5 i W A e A AR A TN BE 45 B AE A Flag 142 X (¢
K T#HFHE)



£ 4% 4: ARP BRESZ MK (60 %)

X 7S A LR

HEH M

EE T BRI R S S 8 R AL

W IEAIRAE R % Windows7 64 4538 A0 Ma

JEWAALIRAE A % Ubuntu Linux 32bit

BMBEE R % E T E 1. Python3

BWMBEER % E T E 2: WireShark

ERARF 5 FZ 49X #: Bridge (H742)

B P4 root, %Ah: 123456

REAMIEAE R 4 2: Cent0S Linux 5.5
EAIMIEE R e T 1: GCC
EAIMIRE R ek T A 2: GDB

AP 4: root, %4h: 123456

e

R %% %7 : Windows Server

%57 1R4F & % Microsoft Windows2003 Server
R BF=FTIP THIRS A F % : anonymous, %4L: 123456
REHZHZFTIP THR S35 2121

R B FTP L4£IR % A F % : anonymous, %4%: 123456
REEZHZFIP LERSH o 21

HEHRE:

1. MEIRS B =69 FTP IR % B F F 2 LA scan01. py, %m4F 1% Python3
A2 A, &ﬁﬁﬁ?%&&%ﬁﬁ%mgﬁ%mpéﬂ%im&%ﬁ
M B &R, HEEIZ A Y =50 FLAGON F45 %, HFizFir i
MD5 B S )G B e 6 uh AR o BE R 4 RAE N Flag fA#2 3 (4 K- Jr,\

FFHE)

2. QLﬁ%ﬁFﬁﬁrkgﬁ B 1 ¥ 49 Python3 #2 5 L scan01. py, #1427 5%
HLA S ALt Fe it 4789 ARP £ 69 £ AULE RARN A EZ MK, 5% L
% o 2 Bty FLAGO2 45 3, 5% 5 /% % i@ 1T MD5 12 5 18 &) 9 oA {4
éﬁ“l‘/\:y% EREA Flagfik (BX: T4 FHF$) ;

3. MR IZIE S AL B 1 P 69 Python3 42 5 A+ scan01. py, 1£1%A42F %
iujuiég—#mﬁamkﬁéﬁ ARP A A 89 T AU KARM B F MK, B %L
% o 2 Bty FLAGO3 45 3 | 4% 5 /% % i@ 1T MD5 15 5 18 &) 9754 {4
Q’H‘/\:V% ERMEA Flag a2 (BN T#t4F5%)

4. MR IZIE S AL B 1 P 69 Python3 42 5 A+ scan01. py, 1£1%A42F %
iujuiég—#mﬁamkﬁéﬁ ARP A A 89 T AL AR B F MK, B %L
#é?”ﬁ%FM%4?ﬁ$-ﬁﬁ?ﬁ$kTWELﬁB@@%%%ﬁ
BTNt FEREN FlaglER (X Tx#FFHE)

5. WL IZIESA B 1 P49 Python3 42 5 XA+ scan01. py, 1£1%4% 557
I S E AL Fe Lt 1T 89 ARP XA 89 £ LA RARM A FZ MK, 3B % L
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% o = B89 FLAGOS F 45 %, ¥ /44 % 18 id MD5 12 H /5 14 & 4975 A {4
Bt R L REN Flaglii®Rx (HBA: Tx#4FHFE) ;

6. i id Python3 42 5 M4 #F B WATAE B LA scan01. py, FFizA2 F LAF#RAT
BHETERY, REF RO FHENATHX (F 117805 2 4F i
20 F 2405 %%Wﬁi?ﬁ$&dWﬁiﬁF@@%%ﬁ
18t~ H 4 EEHN FlaglAR R (BA: tx#4FHF$) ;

4 5: LB K (80 &)

53R
LHEMpL:
ERE BEMIE R A AT 8GR P
W FEAIRAE R . Windows7 64 {232 A1 0&
JEPIALIEAYE & 45 Ubuntu Linux 32bit
JE MM R e E T A 1: Python3
JEWIAARAE R 2 T E 2: WireShark
ERAHF 54N FZ a4 % : Bridge (#742)
B P 4%: root, E#:. 123456
JEWIMIEAE R 4 2: Cent0S Linux 5.5
ERAIRE R K T A 1: GCC
JEIAIRVE R L K T A 2: GDB
B P 4%: root, E#: 123456
e hl:
R %% %% : Windows Server
R4 % %?’}%4’? % %.: Microsoft Windows2003 Server

REEF=FTIP THIRS A F .4 : anonymous, %4L: 123456
TR %% %%FWT%%X%D 2121

%% % FTP L4214 H P % : anonymous, %45: 123456

R% %= FTP E4ER S 21

HHRE:

1. MEIIRE R H =09 FTP Hﬁ%‘%“’a—]‘_ﬁcif* routingattack. py, # % &
i% Python3 42 /%, RIVAT e a. BT FHEH WireShark 425 - #rde
MR ZGF)SFEHAZ L by BL 5B 69247 LR 655 G Hh, 3F¥ei
Bl kTR B FI, EE routingattack. py F2 5 XL b =409
FLAGO1 /4 %, ¥iZ F 4 B i 1T MD5 iz H /5 14 © 4y vh A B 49 + o< sh 1 42
RUEA Flag iR (B Tx#tsFHE)

2. WBHmMEBAALSA B 1 P Python3 425 A4, (R4 5 5 AL A4t 4
A B 1 F et h R SITR R ERAR, HEEL S T R
FLAGO2 /%, ¥iZ F /4 B il T MD5 iz H /5 14 © 4y vh A B 69 + o< sh 1 22
RAEA FlaglARKX (B +x#HHFHE)



YL 4R AAL 540 B 1 49 Python3 A2 5 X, 184425 2 LR AME %
AEB A Pt e b b R AT AR, BEZI 4L TR
FLAGO3 45 & | J4i% 3 4% % i@ 1T MD5 12 H )5 14 ) 69 w5 A 5 69 + < it %) 2%
FHEAFlagARRR (BX: T8 FHFE)

YLt AL 50 B 1 89 Python3 A2 5 XM, 184425 2 LR AME 4
AEB A Pt et b R AT EN R, BEZIF L TR
FLAGO4 45 & | F4i% 32 4% % i@ i MD5 2 H )5 16 ) 69 w5 A 5 69 + < ik %) 2%
RAEA Flag ik (B +x#HFHB)

YL 4R AL 50 B 1 89 Python3 A2 5 XM, 184425 IR AME 4
AEB A Pt et b A AT AR, BEZI AL TR
FLAGO5 545 & | J5i% 5 /4 % i@ it MD5 15 5 J5 iR &) 4995 A (B 69 + o< 3k 4 2%
RAEA Flag it (B +<#HFHE)

4 6: =RForLBHEMNR (80 9)

5%
HEHEM:

R

BEARAL B A SEALF 6 R AL

W FEAIRAE R . Windows7 64 {238 A0 0&
JE APLIEAE &2 4 1: Ubuntu Linux 32bit
BIMIBEER %1 RETE1: Python3
RWIIRIER %1 %2 T E 2: WireShark
EAIRIER %1 %% T A 3: GCC
AL K SR FZE 89K % Bridge (HrdE)
AP %: root, %4h: 123456

JEWIMIEAE R % 2: Cent0S Linux 5.5
JEMPIRE R e T 1: GCC

JE IRV R L K T A 2: GDB

B P 4%: root, E#y: 123456

e hl:

%% %% 1: Windows Server

RSB %1B1ER%: Microsoft Windows2003 Server
%551 89 FTP THIRS A F %: anonymous, %#L: 123456
R H%% 18 FTP THRIRF3m2: 2121

MR%%5%% 1 6 FTP L& R% F F % : anonymous, %#h: 123456
TR%%%% 169 FTP B R 4580 21

%% 2: Windows 7

RSB % 2R %: Microsoft Windows 7

HHRA:
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MEEHUIR S 5% 5% 1 69 FTP IR 4 & F T & LA cloudattack. py, #m#fi%
Python3 42 5> I #, 1&i%42 5 £ A LRSS %% 2 ¥ L L4 Oday
R 2R ARRFIZZIRF B RHRIR: £ & cloudattack. py /5
Ak, MBI MG b St FLAGOT 45 %, 4437 5 4F  il3d MD5 & 5
J6 1A B ARG T B 25 RAE A Flag 4R % () X o4l 545
¥) ;

Yk 5 IR AE 1% 45 54 B 1 F 49 Python3 42 5 S cloudattack. py, 1£1%4%
F R I8 IR 53 % 2 F R B A Oday R R G =R 4 kR FZEIR
B REARIR, BBz LML P 25 FLAGO2 F /4 %, Friz 544 il
i$ MD5 32 5 )5 18 B 699 ALY o it 4 45 RAE A Flag (82 3 (S X: +
R FHE)

PG I %L S50 B 1 F 49 Python3 42 5 X4 cloudattack. py, 1%1%42
F S RBILI AR 5B 5% 2 K RA Oday iR 8 2 IR 4 R IK A% 2 IR
5B RHIE, HEBIZ LML PR HE FLAGS F /5 &, HizF /5 $i8
i MD5 & 56 14 & 6o A B 69 T~ st H) 45 RAE A Flag AR 8 (B KX +
NERFHE)

Yk B2 G AR 2L 5 AL B 1 7 49 Python3 #2 5 L+ cloudattack. py, 1#1%42
B ILE i B MUR 4 B 9% 2 P £ B A Oday iR 69 =R 4 R 3RAFIX SR
HBORBMIE, R ZIA L b= 5eY FLAGOS F /5 5, KizFif i@
i MD5 & 56 14 & 699 A AR 69 T~ st H) 48 RAE A Flag fER 8 (B KX +
REHFHE)

WG IZ L 542 B 1 P 49 Python3 #2 5> L+ cloudattack. py, 1£1Z42
Jr R LB S HUR 4 38 9% 2 F A Oday R 89 =R 4 R K AF % =R
5B RBHAIE, HEIZ LS PR HE FLAGS F /5 &, iz 55 $i8
it MD5 i 6 35 W 6975 A L6 < i 1 45 RAF A Flag (4R (S K: +
NEHFEE)

Yk B2 Gn AR 1%L 5 AL B 1 9 49 Python3 #2 5 L+ cloudattack. py, 1%1%4%
B AR e bR 5 R 9 2 7 R B A 0day BRI 6 Z IR 4R KRG Z AR
5B RGHIE, HEIZ LS PR HH FLAGS F /5 &, iz T/ $i8
if MD5 iz 5 )5 18 B 6975 A 1B 69 o sk ) 25 RAE A Flag AR L (B +
NEHFEE)

Yk SR G B IZ 15 5540 B 1 F 49 Python3 42 5 XL 4+ cloudattack. py, 1%1%42
5 BT S UR B 5 % 2 £ £ Oday iR 69 2 R 4 R 34T % 2 MR
HBHR SR, B Z AL P =589 FLAGO7 55 &, FrizFiF &8
i MD5 i H 5 14 9 G oA AL GG+ o 4 45 BAE K Flag fi4R % (B X +
NEHFEE)

YL I HH %L 5 B 1 F 49 Python3 A2 5 X 44 cloudattack. py, 1%1%42
F SR S IR 5535 9 % 2 F A Oday R 6 = IR 4 R RIF 2 A TR
5 RHRBIIL, ABZ AL b 256 FLAGOS T /5%, Kiz 4 %8
it MD5 iz H )5 B B Gy A B T os R 4E RAE A Flag AR (B K: +
NEHFAEE)

9 % AR % AL S B 1 P 89 Python3 42 /5 X cloudattack. py, 1#1%4%
BRI B MU 5 B %% 2 3£ B A Oday iR 69 =R 4 R 3R AFIX =R
5B RSIIR, A EBZ A4S P =469 FLAGO9 F/4 %, ¥z 54 %8



1T MD5 3§ 6 18 & 6995 A (B9 o st ) 45 RAE A Flag 4R (¥ K +
NEFFHB)

10. @ L%t 54 B 1 P49 Python3 #2 5 S+ cloudattack. py, 1£i%4%
/?J—%:\:\%?E#)Lﬂﬁ% %2 2 W 3 AL A Oday B iR 89 = IR 4 & 3 45 9% =R
F B R SAR, A B %G b 569 FLAGIO F 45 5, %W%ﬁ$&
i$ MD5 & )5 16 W A9 A {E G T B4 45 BAE A Flag {882 % (B X +
NEFFHB)

1. @it Python3 A2 i i 4% 5 FATAZ /7 LA+ cloudattack. py, RIAFFEHLIR 5
BIHF 2P MG BHRB[MIE, HATH ZIR S BARIE A2 T 49 A FLAG
%*%?ﬁ$%ﬂ§,ﬁ%ﬂ?ﬁ$&iwwgﬁﬁﬁ B ALY+ o<
HH 4 RAEA Flag it (WA Tx#t4F5$)

(W) F=HEAEHPH (300 45)

1B &4z i F & DON k6913 &2 TAL)F, R TIRH 5 69%E4, H&%%%‘
AE A A A & AT 19 AL Ae R ) (JL A TR R R 3] R o AR B R B3t IR 4 85 4
+£ TP ZER A RS AEEE (LA RRLEF) X ERSHH
Ko
RN ﬁ%?%%%ﬁi%
BT 2: REBPYIREFTR % F R AL AL A R SRR
B 3: Ao B E AR
BT 4 T A RN R G AT 5% 0K, BUF FLAG 185142 B B AUR 5 2

-%\ A\

EEFM:

EE N TR RAA KXHIRF B GIR 3% 1-1024;

EE 2 R RAR S B AT HE

EE 3 EmBEME (A%, BERTIGERAIIES) RFAEATIR 5

AT

EE 4 REAALZERIROCIRS S0 Flag {4

EZ5: FLAGAANEE TR IR G B E—MHAFIR, BEXKRYRS B XA
— A, ¥e W89 Flag {E G284, /root/flagxxxxx. txt LR AL P, 1L
3t F ¥ty Flag 1836w 3 o, H LA FRI 1 kA FMty Flag A=k 3
o, AT FIeALE) Flag 187 R84 EJ TR —K. EERANTHEARE, &
AT F e ey Flag {i, RIS 24525 F3ehLay |P Hoht,

BEEINFKTE, EERFTALEME A FORSS, L TAHFL LT
AR %2 .

FiR P &

1. W EWRETREEGSENGRR, 2REFRIGAEANGMEX
R, AR R TR R B — AR

2. YN L&RBTRAGE S LERF, 2REFRILH LEGAXR
By, AR R R 3R B — 2 AR

3. ¥ LARMSET R ALEIHOESRE, FRAFRIIMHOLLGMXR

15



B, 5 A6 R A4 SRR — R AR H TR

4, BERAREGIRSTROS T ZARAIITHRE, £8P KRz
AR AT B AR 5, -4 A R R IR IR A A P o

5, BUERARMBYRSTROUSTEFREH R, KA PFRINLEFTRK
B RIE RS, AR RF IR R AR

6. BUEZAPTRAEL-EEALRE]], RFTUERILE, HAHAME
895 1T B4R IE) R AR

W F @A LR BT RR L, R R A F AL R G AR, IR E
H bk F fe bl b aY FLAG /A3 /T4 .
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