2018 F A EHIR V2R H L K RS IR
“UT B A ETE 5L RAESH-06

—. EARN

9:00-15:00, 23t 6 ) Bt, A EBR K. WKEBFEu,

= RIAEE
—ﬂ- v
sxmg | EAW RS AR |
B fa]
P s | AnTes 60
FEHELHEAL
% & BT E 5 AP H452 | R&22E&RE 559 240
4 1 | CSRF B & MXE %A F K 0.00-1
o~ st 142 | HmE 5 SSL 5 A 330 60
GRS T EINY-LET TEC T ' 60
et psge | EF4 | ARP HEEBE MK 60
! P 245 | ARM I ICE MRS %A e B 80
45 6 | @ MAets o Kia A& N 80
LLET P& 30 4%
N Z Yo B 1558 [ o0
oAt R R 4 45 55
=. RAAE

ARKRE, BAEARFERZZAREANBENGES, TP F NN EE2HEH
ETREG U Z P ey “XXKXK-BAER” BRRXEE, =, M BIFRENG L
AR B &R

HZFAAFEAUEORBEZITTEZI—NLH “GWxx” 89 #H£ (xx AL
HEy T2 5 HR), RAFH - BT ARE) “XXX-BAAER” HE AL RT.

Blde: 08 T4z, M EZAEUHLARBD RTEL “GN08” Lk, & “GN08”
A £ T AERE S AN “XXX-Z A L.

BHAHA: RAHEARBEITH “08 Tia” XA PARA—KITIZEEL,
Kﬁ#&%%x#ﬁzﬁax#Zﬂ¢ﬁkwmlﬁLM, E WU ZiE T F:

| 1



(=) RIAFREKE

1. MZieit B

PC1

2. IP ML ALX] A

—

-(l‘-—z.; . ¢ Intern
DCFW 2

——

X & AR o IP 34t POE LS
ETHO/2 10.0.0.1/30 DCRS
ETHO/1 218.5.18.1/27 PC (218.5.18.2)
% X3& DCFW 192.168.10.1/24
L2TP o L2TP 3 ht it
TR IP =4 20
ETHO/3 10.0.0.10/30 Netlog
VLAN 1002
ETH1/0/1 10.0. 0. 6/30 DCRS
ETH1/0/2 AP
T & 2% % DCWS | % 22 VLAN
VLAN 100 192.168. 100. 254/24
VLAN 101
ETH1/0/11-24 192.168.101.1/24
. ETH2 DCST
S B K s .16.100.
WEB = A %5 X 3% WAF ETH3 172.16.100. 2/24 DORS
= &% 3:HLDCRS | VLAN 1001 10.0.0.2/30 DCFW

| 2




ETH1/0/2
VLAN 1002
ETH1,/0/1 10.0.0.5/30 DCWS
VLAN 10 172.16.10.1/24 % 2
VLAN 20 172.16.20.1/25 %
& %E 32 VLAN
VLAN 30 172.16.30.1/26
VLAN 40
192.168.40.1/24 1
ETH1/0/6-9 92.168.40.1/ PC
& 7 VLAN
VLAN 100 192.168.100.1/24
VLAN 200
ETH1,/0/10-24 172.16.100.1/24 WAF. PC2
HEMRS % Netlog | ETH2 10.0.0.9/30 DCFW
ETH3 DCRS (ETH1/0/4)
& 2R %% DCST | - - WAF
3. A MBI &
& & AR % 78 3 3k BANFHEED | AF L %
7 K 5 DCFW http://192.168.1.1 ETHO admin admin
M B & %% DCBI | https://192.168. 5. 254 ETHO admin 123456
WEB &2 B F5 K 3EWAF | https://192. 168. 45. 1 ETH5 admin admini123
= B X #:#HL DCRS - Console - -
& % 2 3 HL DCWS - Console - -

& £ R %% DCST

S L“DCST & F A F &

&z

iR E&0BRINE HE D, 3 IP AR A F5K;
o BT R EEE IP RE T, BANIEANERE 0

a3,
(=) E—HgiEs5H (300 4)
FERBEERIT
e RS

1 RIEF L IBA BT, %8B IPak A sk, *T WAF 69 64k, ZdE 0 IP dakit
TELE

) WAE M %364 BT, 48 IPXeak A%k, *F DORS 69 &4k, &40 [P #uhkit
TELE

3 WA W %364 BT, 4B IP ek ARk, *F DOFW 69 &4k, &40 [P #uakit
TELE

4 ARIE W 25 B4 B BT, 4288 |P 3k A4k, 3T DOWS A9 &-32 0 |P 3kt THALE .



http://192.168.1.1/

5 AIE W 4463 B BT, #:08 IP dhhk gk, %P DCBI 49 &4k, &40 [P #bhbit
ITELE

6 AIE W 24463 B P, 408 |P bk A4 %, /& DCRS 3 3:AL L 4] 248 &2 49 VLAN,
548 2 42 2 X VLAN,

7 RA#HAEABREHO T, 2RELE,

8 5 K3 ol - BL F 52 3L R 391 4 37 1)

4 2: ML RETEEGY (240 40)
DCFW:

1. 7£ DCFW EAz %, 4% LAN 420 FF 2 PING, HTTP, HTTPS, telnet #hft, &4
Internet 3 2 7 & PING, HTTPS %A% ; %4 netlog 3£ 0 4 DMZ X35, &3
L E R, iEA KA P kil id M5 3 netlog;

2. DCFW&.E LOG, it.3% NAT &4, Server IP 4 172.16.100.10. 7 /5 DCFW
E snmp IR %-, Server IP 172.16.100.10 A4RF 4 publicé;

3. DCFW # A8 S BLE , 4 A L2TP 75 X AL9F M A5 30 Ao B P 645 52 3L 19 9 64 3%
B, Bl P %% % den2016, VPN dbhbio A s bt % ; S 39HL E 24 %%,

4, tb’?—ﬁc 58, RER PFAAA R, L&A F 5 Internet & &K A

B 4IGE, A K3E BT Web ihiE, K5 H45 % 2016web;

5, ATAHEANARE L T, &AM A F 7R Internet /TR 424,
A X & 2 508 200M, AR & R P uASR ey R P IR AR 5T, B R £ 9:00
B TH 6:00 &N IPRATHBZEER 2Mbps L AER &5 1NMbps;

6. DCFW L&z & NAT 74k, 1% PC2 Ak a%:8 it Web 7 X E# & 2 5| AC, 3% 54
A 6666;) HIELE G4 R0k

7. f= DCFW 4&#&19&@&%%$%A%ﬁ%@%i&%%i 9:00-18:00 A M A 7 17 ] oh
Mey URL, RAER SRS S

8. BLE KL Web 58 K13 E&%Jﬁ@ 2O R &R P B PR W 3k Web
I AT Edmd) . ARA KRR P 29 Kk Web 9 & A2 &42%], 2SR %X
BT & “Jrir’“’ 1A 1, HFiLFMXB &,

9. DCFW AR X B & %K A Al P 7~ R84 % QQ F= MSN;

10. DCFW L&z E /24| 9 B B 7 3715 www. sina. com [&%] A B B 7 i7 5] URL ¥ 4
A sina KEEFHTH Wk,

Netlog:

11. /£ DCB-netlog LB E, R &HFH XA FHRX, ARELEo HFR
HEo, ZRKFAMIFFE Internet 23 AT B &,




12.

13.

14.

15.

16.

17.

WAF :

18.

19.

20.

21.

22.

72 DCBl-netlog LA &, B#EE —ZF A 9: 00-18: 00 L& A 7 Frie W&
51964 URL ¥ 6,4 sina & HTTP #5 o] &, J EBLoRf R % & %

72 DCBI LELE, Al BN, stTFWsbizls FaF 04 “Fr” 8, e
TR

72 DCBI EBLE, 4# DCBI 7 435:\:\%4*77‘?&75\:\ 128, RS E IP
172.16.100. 20, 3% 25 25, WK% testéden, %40 testb, % DCBI &% #{F
B AL 55% 0T R % —RIRE

fDCBI EFLE, 5 DCBI 09 B EZ & RZEFHERS S, BERSE IP
172.16.100. 10, community &5 public3;

£ DCBI EALE, ¥4AedE admin ik P DCN2016, H45 dcbibbbs, %Ik P AX A
T B PR &0 B B A g3 8

DCBI Bt & & A & % A48 “P2P F#.” , UDP thiXss o 5 3¢ B 40600-42000,
AJA—ZFE9: 00-18: 00 %42 LAN P FrA B P& “P2P FT&” it %k
HEE;

FEWAF EBLE, NS ARA —6 WbIR 525 A5 WAF, |P Xnk 2
172.16.100. 30, %0 & 8080, # ¥R %i7FI B E. Web 54 B E. IRE K
BHELEZE syslog HERS X, syslog HEIRSEE IP it £
172.16.100. 10, UDP &) 514 3% ;

FEn B B WAF LB E , B HFEHE, HE&EREEFEF LATNG (K
i# %) DON@digitalchina. com) & 4313 77 X (K% %] 13913814949) K £ 4%
R,

FEN 8] B30 WAF LBCE, 200N IP #uhk (218.5.18.2) 5 M bR 4
%, RsERES IPAZ 172.16.100. 30;

FEN B E ARG WAF BB E | ok 3tk IP dedbadanta) ) K% K26 B &iF
X, wh/A S| Mok EFRF. KREFKGHAIMEL: K79 AT 3500 K
HK

A WAF LBLE JF B 3T sessioncookie & CC 547, & Kk iF K4 A 3500,
A it g 47 LI ;

DCRS:

23.

DCRS 4 N3 3AL, A 223% A 55 1k MAC Mo bk 55 i 5 & | iF B B 3% 0 40 4
AR5 VLAN 8935 0 5% % 52 5] 8] 30 /N MAC ik, R A B AL LG 4
%}umuiiﬁl‘i, % "he);ﬁ_/nuiﬂ‘/ii LOG H & 5 HE4E PCT 94 7’7'1;‘}%%5—
O, [RE R AF PC1 69 MAC 3bht v VAE 32,

24. Fi% 3% DOFW &9 &) iR = 4u1% £ Netlog # 47 M i Fe 0477

25.

FF )5 % ARP 1234 2 % , {2 B 18] P 5% 2 K 2] ARP 3t & A2 1T 50 /2N & & K &,
DOWN 7 t3% &1 ;



26.

27.

28.

29.

30.

JE ) 8) B2} 69 DCRS _EBL & 3% 0 37754 M] (Loopback Detection) , Frakzk
B VLAN200 #: 0 F a9 5% 0 31 3%, B E A 18 IR 0 a9 4 M B 9] 18] 3 4 30
A, GRS 694 B ) 18] 3 A 10 AY

AT IEHENRL% PC, &2 P ETH1/0/10 0 FF 2 DOT1X iA4E, B E A
JEAR 25, IP Xhk2 172.16.100. 40, radius key £ dcn2016;
TABMTF e AL E 32, 1& B SSH 77 XK % DCN2016, E 4 H 666666;
VLAN20. VLAN30. VLAN10 A /R Bl 538 IP 3ht 75 X, DHCP R 435 &
AC L& E AT/ bt A 4% & w bk VLAN4O F] P 4u.3h A 3K B |P, DHCP server
# DCFW;

FE AL _EBLE | £ R A VLAN200 ] P & £ gE e ia] (J5]-2] J& £.8:00 %] 18:00)
M 3% 1] VLAN100 £ |IP;

31. AR, HabIEked MAC 3eht 5 IP X ht 45T 69 ARP KB OB E A arp 4o
M) 7y RE, VLAN3O J 7 &9 ARP [&{E % 60;

32. 47 Frak VLANAO R Bt arp #3R, & ZA LM EF B ip dhep snooping
HEZDTYHZAF;

33. /£ DCRS LA %, AL E X & enable %45, %L %4 den2016, H AR Fik&
B ol ZRIE # 3 N\ enable % A5 4 A8 3t N AR MUY BT B AL X ;

34. DCRS AL E, VLANAO #9rn R4ED I B ) @R FEIpF 0 ek, 28X EHR
2600pps;

DCWS:
35. AP i iT optiond3 7 X iHATIEH iE A _E &, AC Heht % & 32 VLANIP;
36. X E SSID DCN2016,VLAN10, 4= % 4% K, wpa—personal, 2 & 424 GSdcn2016

37.

38.

39.

40.

S8

i% & SSID dcntest , VLAN20 JRutATiAGEA %, AR & BT & (4 8,0% SSId,
dentest K ZHEN20ANA P, AP EABERSH, 3 dontest W& 34T
1=, BT F IMbps, T 47 % 2Mbps;
WA EHRIENLIRR S LR KEHLRET, R E P mmIKRE P 3%
“WR” |, JKRE P imIE T KEF T2 140,
WAL E B ik % AP A= AC 48R BT % 694 & A IEE 32 Ml 4L CPU TR, 4
B AP 5 ACE10 54 NELHES AR FA TSRS ERE, B DEBIK
BT
AC 7 Jz Web ¥ 32, K5 %57 % DCN2016;

(Z) HF=_MEiE5H (400 4)

4% 1: CSRF &£ MK 52L& F K (6045)

A5 RE A
HEM:
E . MEARAE R A I AP 8 R WAL



W IEAIRAE R 4. Windows7 64 45380 Ma
RAMIEE R4 1: Ubuntu Linux 32bit
JEAIAIRIER 1 XK T HE 1: Python3
BAIIIERIE R 1 2 T B 2: WireShark
MBS RS 1 X T L 3: GCC
JEAMAR F 5 FZ H e X Z: Bridge (#74%)
R P 4: root, FAL: 123456

JEWAPLIRAE A % 2: CentOS Linux 5.5
BRI R e T A 1: GCC
JEPERAE R GLe ¥ T A 2: GDB

R P 4: root, FAL: 123456

e

R %% %7 : Web Server

MR %R = 1R4F & % Microsoft Windows2003 Server
JR% B %% M %/ TE1: Apache2. 2;
REBH=2FEIRS/TE 2: Phpb;
REB=2EMRE/ITE 3: Microsoft SqlServer2000;
HEHAX:

1.

Web 7 Pl ¥R 55 %%, TieT4HE%: a. #HAN"/"->" Employee
Message Board" M &, *ti% W @ 8t 1T CSRF A& MK, 4£"/"->" Employee
Message Board"->"Display Message" T & @917 =] % =) W &
ShoppingProcess. php & & 544 goods=cpu&quantity=999999, &1 N &
"/"=>"PurchasedGoods. php # £, #4E"/"->" Employee Message
Board" M @z N\ &89 4 4£; b, FHAFHIRS 5 F 549 C: \AppServ\www
B sk, #%2%|DisplayMessage. php #2 5>, 1% F EditPlus T HE 5 #7542
PHP J&A% %, 4% Z 7T VA& CSRF 5% M|4X,, 3475 DisplayMessage. php
AZJP % P T B8 FLAGOT 45 %, K% F /% & 18 i3 MD5 12 H )5 14 & 6995 A7
{E8g+ st RMEA Flag R (BN T#t4F5%)
WG KAE S B 1 P89 DisplayMessage. php JRAZ /7, 4 2 7] VA& M
CSRF %% M|iX, 35 DisplayMessage. php #2 /5 % ' & £ 49 FLAGO2 5 4%
¥, Kz F A4 EiEid MD5 2 H B IRE e A A6 Tt R R1EA Flag
AR (BN T#tsFHE)

WG KAE S B 1 P89 DisplayMessage. php JRAZ /7, 4 2 7] VAR fp
CSRF 4 # M|iX,, 345 DisplayMessage. php #2 5 35 v == £k 9 FLAGO3 F 4%
B iz F el D5 E G R E A AR TSR R A Flag
AR (BN T#tsFHE)

WG KAE S B 1 P89 DisplayMessage. php JRAZ /7, 4 Z 7] VAR fp
CSRF 4 #% M|iX,, 345 DisplayMessage. php #2 5 5 v = 5k 49 FLAGO4 F 4%
B FizF A el D5 EH G R E A AR TSR R A Flag
AR (BN T#tsFHE)

WG KAE S B 1 P89 DisplayMessage. php JRAZ /7, 4 Z 7] VAR fp
CSRF 4 #% M|iX,, 345 DisplayMessage. php #2 5 5 v = £k 9 FLAGO5 F 4%



B, KizF A BB M5 EH BIAE A AEN TR L REEN Flag
ﬁvfmx (BX: T#HFHE)

6. S AAEL AL B 1 P89 DisplayMessage. php JBRAZ 5, 48 2 7T VA& M
CSRF S MK, 345 DisplayMessage. php 2 5 % j_a’é{ﬁﬁ FLAGO6 F 4+
B, iz T4 BBl MD5 & G RE A A Ee) T x4 REH Flag
iR (B Tx#HFHFB) ;
4 2: FEFESSLERA (60 %)

A% R FEHL

M

ERE BEMIE R A AT 8GR P

W FEAIERAE R % Windows7 64 {238 A1&

JEWIMIEAE R % Microsoft Windows2003 Server
EWMBEER G2 E T E 1: Microsoft Windows CA R %
JEWIAARAE R o2 T E 2: WireShark?. 1

B K E5HEMRFZEa9 %R Bridge (Hrd)

B P4 administrator, B4L: 123456

§Eﬂ%:
JR%-%3%: Windows Server
RSB Z %: Microsoft Windows2003 Server

HEHFRE:

1.

BRMEIREE user RYEHF—FLER, BAZLRFHAF L. 545
128, BiITAHEITF IR 525 %5 Web W@ login. php, & FIeit
Web 56 &, Hm & %5, Web T @ 7 i 49 5 4F & i@ if MD5 12 5 )5 18 =%
ARG TR F S REA Flag AR (B T4 F/HB) ;
B, A AR IEE user AP F—FILRFPHRA P L, FAZLE
F¥AR sh, T HEH L B34 WireShark it s pufede bz ] 69 £
Pxt RAATHIR: A RIEHIIRS 5% F Web W@ login. php 25,
ﬁﬁ%mﬂ%%meASﬁﬁ%%%ﬂ%g”\ﬁ4Tmm%*ﬁ%
b9 5 AR T A5 B i 4T MD5 5 H )5 A @A AR aY o< 3 45 B 4E 4 Flag
AR (B Tt FHE)

i 1T SSL (Secure Sockets Layer) 4P FHHLE| fehLz 18] 69 HTTP iR
®, BLEYAREIR LA : www. den. com, FRAE F Fe AR E user &
FHE—FRFTFPORF L. BAELETEIRSE, TFLENT LK
# WireShark 33 HUAnJE L2 1 89 S0 483 £ 34T 338 R B R
R %% 7% Web W& login. php ZJ5, X FHHE Kt Web sk 25 1F
BRI R BAT AT, R E DR R ESAEA 2 KA Tt SaE



i$ MD5 i2 H G 18 W oh A ARG s 1 45 RAEA Flag (AR (F X: +5%
#% | FH &)

i@ 1t SSL (Secure Sockets Layer) k47 R I FHALE| Feplz 8] 69 HTTP iR
7, BEAFIREIREG A www. don. com, FRAEF e IE E user &
FPE—FRNRFTHRA P L. FAELEERENRE, ITFLENT L
# WireShark xt s ALAe e Lz ] 69 R AR L BEATHFK; R IH & R
MR %% %% Web W& login. php Z /5, Xt sUEHHE FIehl Web 55 &30 1E
OGRS F AT AT, KBRS 2 A R ERIENFZKE ‘l’lﬁ%]*ﬁ'fﬁk
if MD5 & J )5 18 W oh-A{EAg T o #4125 RAE A Flag AR X (X + 5%
BEFHE)

i@ 1t SSL (Secure Sockets Layer) k47 R FHALE| Feplz 8] 69 HTTP iR
7, BLE AR LR LR www. den. com, FRAE B Je b IE E user &
FPE—FRRFHRAF L. FAELEERENRE, ITFLENT L
# WireShark 3t s bufe fe bl 2 0] 69 S48 3+ R #4743 R & Tt
%% Web W@ login. php Z /5, AT FHHE FIeh Web 3k &304
B H ARSI AT, BB E 3A R R EHIEN K E TR $EE
if MD5 & )5 18 W o5 A {E A+ o 4 25 RAE A Flag AR X (X +5%
HERFHE)

i1t SSL (Secure Sockets Layer) k47 R FHALE|FepLz 8] 69 HTTP iR
7, BLESHMER L R www. don. com, FRAE JH e LA IE E user &
THE—FILERTHRA P L, BAELERENRE, ITFLENT L
# WireShark 3t s HlAn Fe L 8] 09 4B AT L BEAT R s ARV B R
IR %25 %% Web W& login. php Z /&, Xt EHE FIehl Web ok &30 1E
9 "ia‘ﬁ;ﬂ'%x\" A, BB E 4N R ERAEN F K E 3R #EE
f MD5 2 H G A E S ARG oA 2 RAE N Flag A4 L (X 5%

) F A $)

£4% 3: Web & B FZR X524 7K (60 4%5)

x2S A LR
HEHEM:

E A

B R MUIAL B 4 FEHL 69 IR AL

YL HAEAE F % Windows7 64 12 3EALRR
JE WM & 42 Ubuntu Linux 32bit
JEWIAIRAE R 2 T E 1: Python3
JEWPIRAE R X T B 2: WireShark
BRI K E5HEHHFZ E e X % : Bridge (#742)
B P 4: root, %4L: 123456
JEWAMIEAE R4 2: Cent0S Linux 5.5
BEAIARIE R e X TR 1: GCC
JEMPIEAE R ek T E 2. GDB

B P 4: root, . 123456

¥E*IL:
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AR %235 % : Windows Server

R %571 4F A % Microsoft Windows2003 Server

% %% FTP T#HRIR % A P %: anonymous, %45: 123456
R4 &= FTP F&RIR F3m0: 2121

%% % FTP L4214 A P % : anonymous, %545: 123456
4535 FTP AR 43% 0 21

HHFRE:

1.

T EMHB LR K Z 5 W http://$eht IP ik, @i Web & 4%
B 5 # MK 77 k8 T DON AR AR 5k, Fmh BTG, Web T id 95
75 B 8 1T MD5 32 6 1A © oA A AE 69 o sh ) 45 RAE R Flag AR (% K-
TR FHE)

2. AFHIRF B F= FTIP IR 45 F T &M login. php, %% i% PHP 42 57
A, 1BIEAL T R IAE ST KAE S5 1 A P8 Web o B4 5 5 1 MK i
ARHAT R AW, MBS b 2589 FLAGOT F45 %, ¥z F 4 B
i MD5 12 5 JG 18 B 5 A AR GG + o st #) 48 RAE A Flag (B4R (B K. + 5%
#HFHE)

3. UEHBAES S 2 M P PHP AR F AE, %425 E AR KL 5
% 1 B 4 Web B AL B S & X AT R LG, ABRIHL P
B FLAGO2 4 %, 4517 4F  i8.1L MD5 12 JL 6 1A W1 A {h 49 + o< it
FEREA Flag AR (B X: Tt FHE)

4. LGRS F 2 AT PHP A2 5 AF, 1425 SR AL 3 AE 5
%1 AP 4 Web B AL B S B X AT R LG, ABRIHL P
%2 4y FLAGO3 5 7 % , 3% F 4 % il id MD5 i3 J )5 14 B A 1A 84 + o~ it
F2EREA Flag AR (B X: T8t FHE)

5. LYniEKAL 4% 2 A 6 PHP A2 5 L, £ %425 IR A5 A 4
%1 AP 4 Web B AL R S B X AT R LG, ABRIHL P
k49 FLAGO4 F 55 % , F53% F 4% il i3 MD5 8 H )5 i =) b A {i oy + o< it
FERMEA Flag AR (B X: Tt FHE)

6. UKLLnAR AAE S 2 ALY 69 PHP AL S UAF, AR IZAZ 5 R IR 9 3T AAE 4
%1 AP 4 Web B AL B S & X AT R LG, ABRIHL P
= 56y FLAGOS 4 %, H51% F 4F 18 1L MD5 i3 JL 6 14 =19 A {8 4 + o< it
FLE RN Flag it (BX: TR FHE)

7. FRABITIE 4 login. php 425 A A2 Z e FTP IR 4, 723K EHakid
AR B F R £ http://$ebt IP b, 38 iF K4E 455 1 A PT4E F 69 Web
K R AZ B 5 K 77 R 3t Fe AL AT B A K, LB Web T 3 69 F
55 % 38 i1 MD5 18 5 )5 38 B 6995 A B 69 T oc s H 45 RAE A Flag (842 31 (4
N F#tdlFrE) |
% 4: ARP 255 F MK (60 %)

5 FBEHA
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HEH M

EE T BRI R S I AL 8 R AL

W IEAARAE R % Windows7 64 4538 A0 Ra

JEWAALIRAE A % Ubuntu Linux 32bit

AR R e T E 1: Python3

FEWMIMIREAE R 23 T B 2: WireShark

REWAAR T ELEIRFZE 6% %: Bridge (H748)

B P4 root, %ih: 123456

JEWAPLIRAE A 4 2: CentOS Linux 5.5
JEWABUIRAE R G K T A 1: GCC

JE AR R LK T B 2: GDB

AP 4: root, %4h: 123456

e

R %% %7 : Windows Server

MR %R = 1R4F & % Microsoft Windows2003 Server

R EF=FTIP THIRS A F % : anonymous, %K4L: 123456
REEZHZFTIP THR S35 2121

R% 5B FTP L4£IR 4% B F % : anonymous, %K4L: 123456
R4 ZHFFIP L4ER 4550 : 21

EHAE:

1. AIEMIRFH B %69 FTP IR % 5 + T 2 L4 scan01. py, % %1% Python3
A2 XA, AEIZAL T R M SFH DU Se st 7789 ARP XA 69 £ e é%%ﬂ?

M B MR, AEZ AL PR FLAGO T4 %, HFixd a4 e

MD5 xéiﬁi)ézé@éﬁ"/\%’r‘ﬂﬁéﬁ—f‘,\ #EH2E RAF A Flag A3 (O K- “l‘,\

FFAE)
2. LA IZAE 5 B 1 P 89 Python3 42 /5 X% scan01. py, 1£1%4% /757

%Mﬁ%ﬂﬂ'ﬁﬁmkﬁéﬁ ARP R A ¢4 £ ALiE K AXM A FZ MK, A FiZ
% b bR 69 FLAGO2 344 %, %% 345 B il i3 MD5 12 H )& 14 ) 699 A

%+Ak% ERAEA FlagfA®R (BX: +x&4FHE)
3. LA IZAE 5 B 1 P 49 Python3 42 /5 X% scan01. py, 1% 1%4% /757

i)ulkii%#)wd'ﬁﬁ#)tkﬁé’] ARP X A8 £ MLie RARM A& MK, A B % L
1Y b2 B by FLAGO3 /4 3, I5i% 5 /4 18 i MD5 iz 5 i4 ) 499h A {h

é’]ﬂ‘/\&% ERAMEA Flag iR (X +#HFHB) ;
4, % AR IZAE S B 1 P 49 Python3 42 5 X% scan01. py, 1£1%4% /7 57

iujuiég—#mﬁamkﬁéﬁ ARP R A 04 £ ALIE K AXM A FZ MK, A B L
PR Y R e 09 FLAGO4 355 B, 595 3 45 & i@ i3 MD5 iz B /5 158 B 6995 A {4

é’]ﬂ‘/\&% ERAEA Flag iR (X +#HFHB) ;
5. % AR IZAE S B 1 P 89 Python3 42 5 X% scan01. py, 1£1%4% /7 57

iujuiég—#mﬁamkﬁéﬁ ARP R A 04 £ ALiE K AXM A FZ MK, A FiZ L
#é?mﬁ%FMm5?ﬁ$'ﬁﬁ?ﬁ$kfmﬁLﬁB@@%%%ﬁ

BRI EREAN FlagliiR (B Tx#HFHF)
6. i@ it Python3 #2 5 fR#F 2 HATAE B A4 scan01. py, ¥izAZ B A AT
B R TERY, REMEHFHBAAATHX (B 11785 2/0NF5:
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F 24709 % 2AFH) , FHEA X F A $EE MD5 i 55 A | 6995 A
16T <R L FAEH Flag iz (BR: T#HFHH)

4 5: ERMPNSEZENRXEE2L2mME (80 5)

537

HEM:

ERE D BEMIE R A AT 8GR P

W FEAIRAE R % Windows7 64 {232 AR

JE WAMLARAE & 42 Ubuntu Linux 32bit

JE WAPIRAE R Yoo T E 1: Python3

JEWIIARAE R 2 T E 2: WireShark

P F 5 AR FZ R 89X £ : Bridge (#7d%)

B P 4%: root, E#:. 123456

JEWIMIEAE R % 2: Cent0S Linux 5.5

EWIIIRAE R %2 T E 1: GCC

JE IRV R L K T A 2: GDB

B P 4%: root, E#:. 123456

e hu:

R %% %= : Windows Server

R R =14FZ %: Microsoft Windows2003 Server
REEF=FTIP THIRS A F % : anonymous, %4%: 123456
ﬁkm%%FWTﬁﬁ%%m 2121

%% FTP L4214 H P % : anonymous, %45: 123456
&Xa%%FWL%m o 21

HEHFRE:

1. f£ DCRS AT B £ AL, A AR A PR XA AR £ R A TR,
DCRS 3T #:4LAY £ s A R 28 H 0, F7 ik M % &%%EH%»%oms
TARMA LB E 4 A FIRF N AT H X (54 1|4 QP A | eee | b
H ¥z A X8 3 MD5 i2 5 5 14 B 6995 A {69+ o< 3t «%Wﬁﬂ%ﬁﬁ
Z (HR: +=dHFHs)

2. MFEHUIR %5 %509 FTP IR % 25 F T & LA+ stpattack. py, %hifix
Python3 #2 5 L #, 1% %42/ 5% 3 Take Over The Root Bridge i il
RARE, AEZIM G ¥ 254 FLAGO 745 %, %ﬁ?ﬁ$ﬁﬁm5
35 G 18 B 65 A ARG TR BRI 45 RAE N Flag (43 B X +o< it 4]
FHE)

3. WL Y% Python3 A2 5 LA, & 14 A2 5 5% L) A4 544 2 F Take Over
The Root Bridge & MiX h A%, 38 B iz LA 5 b = £09 FLAGO2 T 55 &,
%W?ﬁ$k»M%£ﬁF@@%%ﬁﬁ%+n#% LR 4k Flag {2

X HBX: +dtHFHs)



4. L% Python3 A2 5 A, (£ 1242 5 R ILE) A4E 422 2 F Take Over
The Root Bridge & MK h Ak, 3 B iz LA % P = £69 FLAGO3 555 & |
iz F 54 BB T MD5 15 H 5 R B a9 A g T o~ 3t H) 45 BAE A Flag a4

X HBA: tx#t®FHE)

5. L% 3% Python3 A2 5 A, (#1242 5 R ILE) A4E 44 2 F Take Over
The Root Bridge & MK h Ak, 3 B iz LA 5 P = £09 FLAGO4 T 55 & |
Wiz F 54 B8 T MD5 15 H 5 R B a9 A g T o~ 3t H) 45 BAE A Flag a4

X HBA: tx#t®FHE)

6. B %% Python3 425 A, (& 1442 5 55 LR AL 471 2 + Take Over
The Root Br idge BEMR A B % S P E 89 FLAGOS 3455 % |
Wiz F % BB T MD5 2 5 A =) a9 A AR e T o B 4 R A Flag iR

X B Tt FHE)

7. @it Python3 #2 5 i #% 35 AT A2 5> L4 stpspoof. py, %% DCRS 3Lk

A RBHDAR 1D 8913 8, ¥z AL TH K (X XX:

XX: XX: XX: XX:XX), #4345 X5 4 il i3 MD5 12 5 )5 4 B 6975 A {E a9+

NEHEREN Flag AR B X: #4504 %)

8. ECE DCRS X A4 m Mt UARFR 47 22 4 4P, [HIE Take Over The Root
Bridge ifh‘iﬁfm'JiJQ, J4 DCRS K 4% AL A _EBL B 4p 430 /738 N AT 4 X (4
G 2| a4 n) |, FaEH KB id MD5 i3 H UG 32 B 6995 A A 4

L1l

ToRd R ERMEA FlaglARR (BX: &% FHPE)

4 6: E Aty K& SER X (80 5)

57 B H A

LHML:

ERE L BEMGE R A AT 8GR P

W FEAIRAE R % Windows7 64 {238 A01&
JEWAEEAE A % 1: Ubuntu Linux 32bit
EIPIRER 1 % FE T 1: Python3
RWIIRIER %1 %2 T E 2: WireShark
BERMARER A1 %K T H 3: GCC
BRI F E5HEHHFZ E e X % : Bridge (#74%)
B P 4: root, F4L: 123456

JEWAMIEAE R4 2: Cent0S Linux 5.5
BEAIIARIE R e X TR 1: GCC
BEAIPARIE R e X T A 2: GDB

R P 4: root, %#h: 123456

Yo

%% %% 1: Windows Server

5B %1B1ER%: Microsoft Windows2003 Server
5B 189FTP THIRS A F %: anonymous, %#h: 123456
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REBHZ1HFIP TEIREHD: 2121

5B %a1 89 FTP L4204 B F % : anonymous, %#5: 123456
MEEFH=18FIP LR E#%o: 21

R%-2%3% = 2: LinuxServer

R4 EBHZ 24 FA%: Cent0S Linux 5.5

HHFRE:

1.

MIZAHUIR 5535 % 5 69 FTP IR % %5 F T & 7T AT XA+ OverFlow, @i =&
AORIR T E, SA BT HAT ST @47 B4 A K B A&
KT ENIRS B2 2 69 TOP: 4444 3% 0 34T 5 F MK, I AR
2T 09 3 FLAGOT a9 5 & | iz 5 A & 18 i MD5 18 5 )5 12 = vh A
16T <R L RN Flagfarx (BR: T#HFHH)

MIEHIR 55 H 509 FTP IR %5 F TF 2 T A7 L4 OverFlow, i@ id 5K
AR T B, A BT 3 AT ST @ oA B b ROE s E
R EMNIR S B 2 09 TOP: 4444 35 0 ST A5 &N, FRIFFEAARTE
2T 89 XA FLAGO2 W &9 F 44 %, 4% F 44 % 18 i3 MD5 12 K )G 34 w1 o5 A
{B69 TR REA Flag iz x (BX: st FHFE) ;

MIEHUIR 525 % % 69 FTP IR % 5 F T 2 7T /AT LA+ OverFlow, @i =&
AR T B, A BT 3 AT ST @ oA B b RIE s E
R EMNIR S B 2 09 TOP: 4444 3% 0 ST A5 &N, FRIFFEAARTE
12T &9 XA FLAGO3 W 89 F 5 &, H¥51Z2 5 A4 %3813 MD5 i2 £ 5 2 =95 A
{B6 TSR REA Flag iz (BX: T#t#FHFE) ;

MIEHIR S5 %509 FTP JR % 5 F F 2 T /A7 L4 OverFlow, i@ id 5
AR T B, A LT RAT AT E @947, @i %0 RiE 5N
R EIR S B9 2 69 TCP: 4444 35 0 #HiT 5 EZ MK, RIF AL
2T 89 XA FLAGO4 W 09 F 5 & | 4% 5 A4 %3813 MD5 12 £ 5 2 =95 A
A6 TR REA Flag iz x (BX: T#t#FHFE)

MIEHIR S5 %509 FTP IR % 5 F TF 2 T /A7 L4 OverFlow, i@ id 5
AR T B, SFA LT RAT AT E @947, @i %0 RiE 5N
X RN R S R 2 69 TOP: 4444 3% 0 BHiTHE MK, FRIF e AR
12T 89 XA FLAGOS W 89 F 5 & | H¥51% 4 % 3813 MD5 12 £ 5 2 © o5 A
BTt H 2 REN Flagfirx (BX: T##HFHFHB) ;

MIEHUIR 5535 3 5 69 FTP IR 935 F T 25T AT L AF OverFlow, @it &
AR T B, A BT 3 AT I ST @ oA B4 oh KB s E
R ENIR S B = 2 69 TCP: 4444 3% 0 3HiT5 & NR, R FeHAR %
2T 89 34 FLAGOS 49 F 45 % | K1z F 4 % i@ i3 MD5 & H )5 iR & o5 A
ATt H 2 REN Flagfirx (BX: T#tHFHFH) ;

MIEHUIR 535 3 5 69 FTP IR 535 F T 25T AT L AF OverFlow, @i &
AURR T E, STAETHAT A AT E @ oA BE % KB ESEN
R EMIR S B 2 09 TCP: 4444 5% 0 sHiTH & MK, RIF AR %
&T%iﬁ?MW??%?ﬁ$,#%ﬁ?ﬁ$ﬁﬁmﬁéﬁé =) % Ay
A6 TR REA Flag iz x (BX: T#tHFHE) ;



8. MI¥EHRH 5569 FTP IR % 5 F T # 7T k47 L4 OverFlow, @it &
ALK TR, A BT AT LA BATE @ AT B R b5 EN
R ENIR S B 2 69 TCP: 4444 3% 0 34T 5 F MK, FIF RS
2 89 34+ FLAGO8 P 49 F 55 &, 3+ 351% F 45 & il i MD5 12 H )5 18 & %5 A7
ﬁiﬁ’:"]‘/\lﬁ% %4?75 Flag AR X (HX: +x#HFHB)

9. MFEMRS B =0 FTP IR 5 5 F T £ 7T k4T X4 OverFlow, i@ id &
mﬁﬁlﬁ,ﬁuLT&ﬁx#gﬁmﬁ\ﬁ BT % KRG s E N
KT EMIR S B2 2 69 TCP: 4444 3% 0 3H47 5 F MK, FIFIe AR
12T 69 34 FLAGO9 W 49 F /5 & , 1% 5 44 % i@ i3 MD5 & H )5 A\ vh- A
ﬁiﬁ’:"]‘/\lﬁ% %4?75 Flag AR (HX: +Tx#HFHB)

10. AIZHUIR 535 %589 FTP IR %35 F T & T AT L4+ OverFlow, i@ id =&
mﬁﬁlﬁ,ﬁMiT&ﬁiﬁkﬁkﬁﬁﬁ Wit R RGBS EN
RTENIR S B % 2 69 TOP: 4444 3% 0 BHAT 5 & MK, FRAFRAARIE
2T 8 A FLAGI0 69 F 45 &, 552 545 #3813 MD5 i3 H 5 2 &5
ATt REHN Flagfasrx (BR: +~#HHFHFE)

(W) F=HEAEHPH (300 45)

182 &A2 1% F & DON k6913 82 A TALIF, R wiRF 5694,

TR G AR A BT P A AR R R (LA T BR3P &) AR "‘%RTJ&XT}]&XU‘;:&
+£ TP Z BERAHRLZAEEE (ACARILETF) X EMEEHT
Ko

RAN: ﬁ%f%%%ﬁi%

BT 2: REB P 69RTF T /8 2 PR R AL T 8 2 & kR

R 3: BB

R 43 R C A RINE GBATHEN R, BT FLAG (A H R B HFRE 5

EE $Iﬁ

EE 1 AEFTIRETRRRAA KXFIRSE IR 350 1-1024;

pE - 2 TSRE XT3 PR 5 58 347 K

«ia 3: BB (AT+HAE4%, BARYT IR I TN SHAEAT IR 4

T8,

Ji%4 TFAN BT TIRH 369 Flag 14,

A% 5: FLAGIAABE TR IRF B E—BATIR, BETHRIFRFSSXA
— A, ¥e9 Flag {E G284, /root/flagxxxxx. txt LR AL P, 1L
5t F¥ehieg Flag {1E38he 3 4, LM FRI 1 X8 F¥ebldd Flag {E4=rk 3
o, FAITFrALE Flag 187 G4 EJ TR —K. EERANTHEARE, &
AT F e ey Flag {E, RIS 24525 FehLay |P Hoht,

AZIANTTE, SR FT ARG WE A FORS S, LT USEH bz F
AR %2 o

R 7 &
15



1. Fe L MsET R GAGSENGRR, EREFRIGLSENGMEL
Ry, AR R R 3R R — AR,

2. ¥ M LayRSETRAGEE S LERF, 2REFRI L4 LEGAXR
By, R R ) 3R B — AR

3. ¥eM LG RMETRALEI LS RHE, BREFRII 4O 20MXR
B, 5 A6 R A4 SR I — R AR H TR

4, BERAREOIRSTROS T ZARAIITHRE, £8P K3z
AR AT B AR 5, -4 A 2R R IR IR A A P o

5, BUERARBYRSTROUSTEFREHERR, KA PFRINE TR
R IR S, AR RF IR R AR

6. BUEZALPTRAELE—ERZALEE]], FTARKIALE], FFRAAY
06 T AAERIE] R AR o

W F @A A BT RR S, R R A F AL R SR, IR F
H bk Ffe bl by FLAG /A3 /TH .
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