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HFARETEAE U AR RTTEZ-/ANLH “GWxx” 89 E£ (xx AL
HEy T2 5 HR), RAFH - BT ARE) “XXX-BAAER” HE AL RT.
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(=) RIAFREKE

1. MZieit B

PC1

2. IP ML ALX] A

—

-(l‘-—z.; . ¢ Intern
DCFW 2

——

X & AR o IP 34t POE LS
ETHO/2 10.0.0.1/30 DCRS
ETHO/1 218.5.18.1/27 PC (218.5.18.2)
% X3& DCFW 192.168.10.1/24
L2TP o L2TP 3 ht it
TR IP =4 20
ETHO/3 10.0.0.10/30 Netlog
VLAN 1002
ETH1/0/1 10.0. 0. 6/30 DCRS
ETH1/0/2 AP
T & 2% % DCWS | % 22 VLAN
VLAN 100 192.168. 100. 254/24
VLAN 101
ETH1/0/11-24 192.168.101.1/24
. ETH2 DCST
S B K s .16.100.
WEB = A %5 X 3% WAF ETH3 172.16.100. 2/24 DORS
= &% 3:HLDCRS | VLAN 1001 10.0.0.2/30 DCFW

| 2




ETH1/0/2
VLAN 1002
ETH1,/0/1 10.0.0.5/30 DCWS
VLAN 10 172.16.10.1/24 % 2
VLAN 20 172.16.20.1/25 %
& %E 32 VLAN
VLAN 30 172.16.30.1/26
VLAN 40
192.168.40.1/24 1
ETH1/0/6-9 92.168.40.1/ PC
& 7 VLAN
VLAN 100 192.168.100.1/24
VLAN 200
ETH1,/0/10-24 172.16.100.1/24 WAF. PC2
HEMRS % Netlog | ETH2 10.0.0.9/30 DCFW
ETH3 DCRS (ETH1/0/4)
& 2R %% DCST | - - WAF
3. A MBI &
& & AR % 78 3 3k BANFHEED | AF L %
7 K 5 DCFW http://192.168.1.1 ETHO admin admin
M B & %% DCBI | https://192.168. 5. 254 ETHO admin 123456
WEB &2 B F5 K 3EWAF | https://192. 168. 45. 1 ETH5 admin admini123
= B X #:#HL DCRS - Console - -
& % 2 3 HL DCWS - Console - -

& £ R %% DCST

S L“DCST & F A F &

&z

iR E&0BRINE HE D, 3 IP AR A F5K;
o BT R EEE IP RE T, BANIEANERE 0

a3,
(=) E—HgiEs5H (300 4)
FERBEERIT
e RS

1 RIEF L IBA BT, %8B IPak A sk, *T WAF 69 64k, ZdE 0 IP dakit
TELE

) WAE M %364 BT, 48 IPXeak A%k, *F DORS 69 &4k, &40 [P #uhkit
TELE

3 WA W %364 BT, 4B IP ek ARk, *F DOFW 69 &4k, &40 [P #uakit
TELE

4 ARIE W 25 B4 B BT, 4288 |P 3k A4k, 3T DOWS A9 &-32 0 |P 3kt THALE .



http://192.168.1.1/

ARIE R 24463 B T, #88 |P Xhk gk, 2P DCBI 49 &4k, &40 P #uhbit
ITELE

AIE W 24463 B P, 408 |P bk A4 %, /& DCRS 3 3:AL L 4] 248 &2 49 VLAN,
548 2 H o RN VLAN,

RAFERENT X, 2R%ELE,

O K3l 2B B K IR M 2T 5 K 77 9]

DCFW:

4 2: ML RETEEGY (240 40)

F& DCFW L@z &, 4% LAN 3£ 2 77 & PING, HTTP, HTTPS, telnet sh4t, &1z

Internet 3 2 7 & PING, HTTPS %A% ; %4 netlog 3£ 0 4 DMZ X35, &3

L E R, iEA KA P kil id M5 3 netlog;

DCFW B2 & LOG, 2.3 NAT &4&, Server IP 4 172.16.100.10. 5 /& DCFW

E snmp R %-, Server IP 172.16.100.10 A4AF 4 public4;

DCFW 448 & Bt &, 4% A L2TP 7 X ik s WA 30 0 A P 8645 52 I3 A B 69 3%

B, B P %% % den2014, VPN dbhbio A s bt % ; S 39HL B 24 %%,

tb’?—ﬁc 58, RER PFAAA R, L&A F 5 Internet & &K A
FLINIE, A5 K3E EFF B Web ihiE, K5 E4L % 2014web;

ATAEAAREE BT, 23R A P59 Internet 47 7A S 154,

A X & 2 508 200M, AR & R P uASR ey R P IR AR 5T, B R £ 9:00

B TH 6:00 &N IPRATHBZEER 2Mbps L AER &5 1NMbps;

DCFW _E B2 & NAT 344k, 1% PC2 At 45i8 13 Web 77 X E% & 32 3] AC, 350 51

A 6664;) HIELE G4 R0k

/ﬁmwwﬁ%mﬁ%$%k%%%ﬁ%%imm4&wWMMPﬁM%

Mey URL, RAER SRS S

mﬁ%k@ww%ﬁ@ﬁ&%ﬁ% 2O R &R P B PR W 3k Web

I AT Edmd) . ARA KRR P 29 Kk Web 9 & A2 &42%], 2SR %X

BT & “Jrir’“ 1A 1, HFiLFMXB &,

DCFW f# A8 A B & 2K A W A P A& 3 QQ A= MSN;

. DCFW _E&e & FR+4] A B B P 37 19 www. qg. com FRH] A B A P79 URL ¥ # A

aq TR Rk,

Netlog:

11. /£ DCB-netlog LALE, X & EHF AN FHREX, FRELIEE D 5552

HEo, ZRKFAMIFFE Internet 23 AT B &,




12.

13.

14.

15.

16.

17.

WAF :

18.

19.

20.

21.

22.

72 DCBl-netlog LA &, B#EE —ZF A 9: 00-18: 00 L& A 7 Frie W&
7 E 89 URL ¥ &, 4 qq 49 HTTP i7 B3t 5, JF HLeR{F K 1% & %

72 DCBI LELE, APl BN, stTFWsbizls) FaF 04 “HBil” &, o
TR

72 DCBI EBLE, 4# DCBI 7 435:\:\%4*77‘?&75\:\ 128, RS E IP
172.16.100. 20, 3% 25 25, WK% testdden, %40 testd, % DCBI &% #1{%
B FA T 80%AT K % — R IRE,

fDCBI EFLE, 5 DCBI 09 B EZ & RZEFHERS S, BERSE IP
172.16.100. 10, community &5 public3;

£ DCBI LEALE, ¥4HedE admin ik P DCN2014, 545 dcbidd44, %Ik P XA
T B PR &0 B B A g3 8

DCBI Bt & & A & % A48 “P2P F#.” , UDP thiXss o 5 3¢ B 40400-42000,
AJA—ZFE9: 00-18: 00 %42 LAN P FrA B P& “P2P FT&” it %k
HEE;

FEWAF EBLE, NS ARA —6 WbIR 525 A5 WAF, |P Xnk 2
172.16.100. 30, %0 & 8080, # ¥R %i7FI B E. Web 54 B E. IRE K
BHELEZE syslog HERS X, syslog HEIRSEE IP it £
172.16.100. 10, UDP &) 514 3% ;

FEn B B WAF LB E , B HFEHE, HE&EREEFEF LATNG (K
i# %) DON@digitalchina. com) & 4313 77 X (K% %] 13913814949) K £ 4%
R,

FEN 8] B30 WAF LBCE, 200N IP #uhk (218.5.18.2) 5 M bR 4
%, RsERES IPAZ 172.16.100. 30;

FEN B E ARG WAF BB E | ok 3tk IP dedbadanta) ) K% K26 B &iF
X, wh/A S| Wb EFHIRF . KREIHKFHIMEA : FF K7 AT 2500 K
HK

A WAF LBLE JF B 3T sessioncookie & CC 547, & Kk iF K4 A 2500,
A it g 47 LI ;

DCRS:

23.

DCRS 4 N3 3AL, A 223% A 55 1k MAC Mo bk 55 i 5 & | iF B B 3% 0 40 4
H/NE R 5 VLAN 8935 0 5% % 52 5] 8] 20 /N MAC ik, R A B AL LG 4
%}umuiiﬁl‘i, % "he);ﬁ_/nuiﬂ‘/ii LOG H & 5 HE4E PCT 94 7’7'1;‘}%%5—
O, [RE R AF PC1 69 MAC 3bht v VAE 32,

24. Fi% 3% DOFW &9 &) iR = 4u1% £ Netlog # 47 M i Fe 0477

25.

FF )5 % ARP 1234 2 % , {2 B 18] P 5% 2 K 2] ARP 3t & A2 1T 50 /2N & & K &,
DOWN 7 t3% &1 ;



26.

27.

28.

29.

30.

JE ) 8) B2} 69 DCRS _EBL & 3% 0 37754 M] (Loopback Detection) , Frakzk
B VLAN200 #: 0 F a9 5% 0 31 3%, B E A 18 IR 0 a9 4 M B 9] 18] 3 4 30
A, GRS 694 B ) 18] 3 A 10 AY

AT IEHENRL% PC, &2 P ETH1/0/10 0 FF 2 DOT1X iA4E, B E A
JEIR 425, IP ¥uht2 172.16.100.40, radius key =& dcn2014;
LRI S5 AL E 32, 1% B SSH 77 XK 5 % DCN2014, %757 444444,
VLAN20. VLAN30. VLAN10 A /R Bl 538 IP 3ht 75 X, DHCP R 435 &
AC L& E AT/ bt A 4% & w bk VLAN4O F] P 4u.3h A 3K B |P, DHCP server
# DCFW;

FE AL _EBLE | £ R A VLAN200 ] P & £ gE e ia] (J5]-2] J& £.8:00 %] 18:00)
M 3% 1] VLAN100 £ |IP;

31. AR, HabIEked MAC 3eht 5 IP X ht 45T 69 ARP KB OB E A arp 4o
M Ty RE, VLAN3O J 7 &9 ARP &{& % 40;

32. 47 Frak VLANAO R Bt arp #3R, & ZA LM EF B ip dhep snooping
HEZDTYHZAF;

33. /£ DCRS LA % , AL X & enable %45, L% den2014, H AR Fik&
B ol ZRIE # 3 N\ enable % A5 4 A8 3t N AR MUY BT B AL X ;

34. DCRS AL E, VLANAO #9rn R4ED I B ) @R FEIpF 0 ek, 28X EHR
2400pps;

DCWS:
35. AP i iT optiond3 7 X iHATIEH iE A _E &, AC Heht % & 32 VLANIP;
36. X E SSID DCN2014,VLAN10, 4= % 4% K, wpa—personal, 2 & 424 GSdcn2014

37.

38.

39.

40.

a9 ;

i% & SSID dcntest , VLAN20 JRutATiAGEA %, AR & BT & (4 8,0% SSId,
dentest K ZHEN20ANA P, AP EABERSH, 3 dontest W& 34T
1=, BT F IMbps, T 47 % 2Mbps;

WA E B RIENLIRR S LA K HLmIT, BRE P ik & P s
“HE” , KRB PIRAETKITEFRE 4,

WAL E B2k % AP Fo AC AR £ BT i % 6992 2 A IEEHE MK 4L CPU TR, &
ME|AP 5 AC £ 10 4 N 3E 253 5 R AB A HFSEEE EHE, A ER
BT

AC FF 5 Web & 32, K5 %25 % DCN2014;

(Z) HF=_MEiE5H (400 4)

HH1: SHLBENXEELETR (60 45)

A5 RE A
HEM:
E . MEARAE R A I AP 8 R WAL



W IEAIRAE R 4. Windows7 64 45380 Ma
RAMIEE R4 1: Ubuntu Linux 32bit
JEAIAIRIER 1 XK T HE 1: Python3
BAIIIERIE R 1 2 T B 2: WireShark
MBS RS 1 X T L 3: GCC
JEAMAR F 5 FZ H e X Z: Bridge (#74%)
R P 4: root, FAL: 123456

JEWAPLIRAE A % 2: CentOS Linux 5.5
BRI R e T A 1: GCC
JEPERAE R GLe ¥ T A 2: GDB

R P 4: root, FAL: 123456

e

R %% %7 : Web Server

MR %R = 1R4F & % Microsoft Windows2003 Server
JR% B %% M %/ TE1: Apache2. 2;
REBH=2FEIRS/TE 2: Phpb;
REB=2EMRE/ITE 3: Microsoft SqlServer2000;
HEHAX:

1.

Web 17 Pl ¥e iR 55 %, TARATHES: a. 3EN"/"->"Display
Uploaded's File Content" W d, *Ti% M @ #EiTH5EMNK, £ @
DisplayFileCtr|.php & 2 DCST *F #9 WebServ2003 IR %25 77 5] B & A%
AppServ/Apache2. 2/logs/access. log B9 & b. SEAFHIR S 2R 9=
#9 C: \AppServ\www E &, 3 %] DisplayFileCtrl.php #2 5, 1%
EditPlus T HE 547512 PHP RAZ R, A2 °T LAdKH AR L5 & )
XitA2, 35 DisplayFileCtrl. php 42 /% % & = £ 49 FLAGO1 545 &, ¥
BT BB MD5 32 L G A W Ay e A e TN B A 2 RIE A Flag a2
(BX: TstHFHs) ;
WG ARAESAE 1 PadDisplayFileCtr|. php BAZF, 122 7 KA
PpAAE 4 B 1 ey 5 &M X342, B DisplayFileCtrl.php 425 %
¥ F SR 69 FLAGO2 F- 4% %, 1% 3 45 & i if MD5 2 H /5 4 W d9oh A {E a9 +
NEHREREEN FlagfaRrx (BX: T FHE) ;
PG AAE SR B 1 a9 DisplayFileCtrl. php JRAZF, 482 7T AL
PpAAE 4 B 1 P ey 5 &M X342, B DisplayFileCtrl.php 425 %
¥ = SR 69 FLAGO3 F- 44 % , 1% F 45 & i if MD5 iz H /5 14 W d9 o5 A {69 +
NEAFEREMEN FlaglaRkx (BX: tx#H8FHF%) ;
PG AAE SR B 1 a9 DisplayFileCtrl. php JRAZF, 482 7 AL
PpAAE 4 B 1 ey 5 &M X342, B DisplayFileCtrl.php 425 %
¥ F SR 69 FLAGO4 F- 44 %, 1% 3 45 & i if MD5 iz H /5 14 W 4995 A {E a9 +
NAFEREMEN FlaglaRkx (BX: tx#H8FHF%) ;
PES T AE SR B 1 a9 DisplayFileCtrl. php JRAZF, 482 7 AL
PpAAE 4 B 1 P ey 5 &M X342, B DisplayFileCtrl.php 425 %
¥ = SR 69 FLAGOS F- 44 % , 1% 3 45 & i if MD5 iz H /5 14 W d9 o5 A {69+
NEAFEREMEN Flaglakx (BX: tx#H8F5%) ;



6. WHEBHE AL A 1 P4 DisplayFileCtrl. php (BRALF, 1% 7 VAIK
AL SA A 1 PRy B EMNRiE42, B E DisplayFileCtrl. php 425 %
WS S 69 FLAGOG 74 %, FiZ 5 /4 & 1@ i MD5 12 ¥ 5 12 & 6y oh- A A 69 +
NEHIE RN Flag AR (BX: +stdl55%)

%2 FE2E IPSec 2 A (60 %)

A IREHE

HEM:

ER D BEMIE R A AT 8GR B

W FEAIERAE R %: Windows7 64 {238 A1 0&

J& WAPLIEAE R 4o Microsoft Windows2003 Server
EWMBEER G E T E 1: Microsoft Windows CA R %
JE WAPARAE R a3k T B 2: WireShark1. 1

AP F EHIEAR FZ R 89X £ : Bridge (#7d%)
B P4 administrator, B4L: 123456

§Eﬂ%:
JR%-%3%: Windows Server
TRE B % %: Microsoft Windows2003 Server

HEHFRE:

1.

i@ it IPSec 1% iR AR Ry AL FHh ez ey 23 AE (MEF
40 www. don. com) , 1 R ¥ehLEIEE user AP H—FKIFTFA P
Ay FHZ AR FIAE L, AT H M T A4 WireShark 3F s FH AL
Fo e L 18] B R R BATHIR ; R REIIRSF S % Web W@
login. php Z )&, 3t S HHLE F¥e b Web 5k & 30 15 69 248 3+ £ 3H 4T 5047,
F ISAKMP £ 4% X % 1 AN xd &K B+ 8t ) B {838 1E MD5 12 H /5 2 =%
AT H A REN Flag R (BN Tx#t4F5%)

i@ it IPSec 1% i AR Ry AL FHh ez a2 AE (MEF
40 www. don. com) , 1 R IeHLEIEE user AP H— K FT AP
L. BALAT B F ¥R AUR 3k, AT HEAL T A4 WireShark ft 3L
Fo e L 18] 6 RAEAT R BATHIR ; RO REIIRS S % Web W@
login. php ZJ& , 3t s FHHLE F¥e bl Web 35 & 50 1F 69 238 3+ 347 047,
F ISAKMP £ 4% X % 2 N3 2t % K B+ 8t ) B {838 iE MD5 12 H /5 4 =%
ARG+ SR RAEA Flag AR (B +x#$FHHE)

i@ i IPSec fE At XAk 4P B 4P M H AL Je Lz ) 89 &A= (MEF
40 www. don. com) , 1 R ¥eHLEIEE user AP H— K FTFA P
L. BALAT B F ¥R AUR 3k, AT HEAL L A4 WireShark ft 3L
Fo e L 18] 6 RAEAT R BATHIR ; RO REIIRS S % Web W@
login. php ZJ& , 3t s FHHLE Fde bl Web 3k & 30 4F 69 4B 3+ 347 047,



- I SAKMP Bk 42 X % 1 AN AEXT £ KB+ #F @I M52 H 5 A E
SRR TSR AN Flag AR (B X: T#HHFHE)
i3 IPSec fE it XA 4P B r M H AL Je bz ) 89 &3 R=E (MEF
40 www. don. com) , 1 R IeHLEIEE user AP H— K FT AP
& FEAG AR RENR S, ITFLEIT A WireShark 3+ FHHu
Fo¥e HLZ 8] 69 F B3 ZHATHIR; A RIEHIR S5 5 Web W@
login. php Z &, 33 FHAAE Fde bl Web 5 & 30 1E 69 S IE xF % 8t 47 047,
T I SAKMP ik 4% X 5 2 AN AR AT £ K B+ 2 #4818 i3 MD5 12 H 5 8 &)
AR TSR RN Flag AR (B X: T#HHFHE)
i3 IPSec fE it X AR 4P B r M H AL Je bz ) 89 &3 R=E (MEF
40 www. don. com) , fE R IeHLEIEE user AP H — K FT A F
. BT BB I AR 5k, ﬁ%ﬁ%mlﬂa#mm%mkﬁ&%m
Fo¥e HLZ 18] 69 H B3 FHATHHIR; A REHIR S5 %% Web @
login. php ZJ& , 3T S HIAE F el Web 35 550 1E 6% *i’f/%ﬁ %»J\ﬂ' AT,
- I SAKMP Heig 42 X % 3 N AEsT £ KB+ # | /@I MD5 2 H B A E
AR TR BN Flag AR (B X: +#t4F5%8) ;
xﬁxi IPSec 1% 2 X AR 47 B AP R FH AL B ez ey 23R (ML F
5 : www. den. com) , ¥ Bl ¥e bR E user AP H— KK PR F
z\%@%@éi%mﬂﬂ,h%&%mlﬁﬁ#mm%mkﬁ&%m
Fo¥e HLZ 18] 69 R B 3T FHATHIR ; RABERITHIR S5 5 Web W@
login. php ZJ& , 3T S HHAE F Ietl Web 38 5 30 1F 69 238 T S 34T 047,
T I SAKMP ik 4% X 5 4 AN AR £ K B+ 2 H] 4 {hi8 13 MD5 12 5 A =
SRR TR RN Flag AR (B X: T FHE) ;

£4% 3: Web B B FZR X524 7K (60 %)

57 B H A

LHML:

ERE BEAGE R A AT 8GR P
W FEAIRAE R % Windows7 64 {238 A0 0&
JE PP & % Ubuntu Linux 32bit
JEWIAIRAE R 2 T E 1: Python3
JEWPIRAE R X T B 2: WireShark
BRI K E5HEHHFZ E X % : Bridge (#7r4%)
B P 4: root, %4L: 123456
JEWIMIEAE R4 2: Cent0S Linux 5.5
BEAIIARIE R e X TR 1: GCC
JEMPIREAE R ek T E 2. GDB

B P 4: root, . 123456

e
R %% 5} = : Windows Server
RE BT FE % : Microsoft Windows2003 Server

R% % 5]% FTP T#Jk % A P % : anonymous, &E#L: 123456
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MR35 %% FTP THIR 352 : 2121
REBF=FIP L4EIR % A F % : anonymous, %4%: 123456
RERHZFIP LR S50 21

HHFRE:

1.

B HHHA LR W B 5 R £ W http://3ebl IP ik, @it Web & A2
B 5B MR 77 k% T DON B4 M 5k, B R A5, Web W &7 i 49 5
4§ %38 1 MD5 35 5 )G 12 ©I oA A A 69+ o5 s 45 R AF A Flag {A# (5 X:
TR HFHE)

2. M¥EMIRF B % FTPIR% 5+ T X login. php, %h#ii% PHP A2 5
LA, ARGAZS KRB 3T RS 5 1 AT 69 Web 2 R AZ 5 5 i MK ad
AFAITRZAG Y, BB Z LAY P54 FLAGOT F54 %, HizFi5 il
it MD5 iz F )5 1R 5 A A6 o b 48 RAE A Flag A4 (B K2 +5<
HHFRFHE)

3. WKEERMEAALS H 2 ALY 4 PHP A2 5 AF, RIZAZR R IARG I AMES
1 AF e Web o AAZ R B &N X IARRITEEGY, REZLHS P
TR0 FLAGO2 F 45 &, ¥ F 4 i@ id MD5 i2 H )5 iR &) oh A {h 69 + < it
B RAEAN Flagliex (BX: Ta3tHFH8)

4. YKEEREEAAL S5 2 AP 69 PHP A2 5 A, 1215425 52 ILAE 95 3 AL 4%
1P Web & AAFHEMNKIRAITELEGY, HEZI4 S P
= 409 FLAGO3 F 475 %, F3% 5 /4 % il i MD5 12 H )5 1R © b A i 69 + o< it
B RAEA Flagfiigrx (BX: Txa@tHFH3)

5. UKLEmATEAAE S F 2 AP 6 PHP AL 5 A, 1E1%AE 5 LA A5 3T AE 4%
1P a Web o AR B &N RXIARRITEEGY, REZLH S P
= 409 FLAGO4 F 475 % , F3z /4 % il i MD5 12 H )5 1R Eoh A i 69 + o< it
B RAEA Flagfiiex (BX: Txa@tHFH8)

6. WERMBAAESF 2 AT 09 PHP A2 )5 A, 114427 S AR 953 KA 4
1P Web & AR B EMNKXIRAITELEGY, BHEZI4 S P
= 469 FLAGOS F 4% %, F3% 5 /4 % il i3 MD5 12 H )5 1R © b A i 69 + o< it
B RAEA Flagliiex (BX: Txa@tHFH$)

7. F4mEITE 89 login. php A2 5 L AF L4 Z¥eAUFTP R %, AKX FHuimid
AR W EI7 P £ http://¥ b0 |P Hoht | 38 i KAESE 5 1 B PT4E F 89 Web
K2 AR B MK T RSt S U AT A MK, it Web T & 49 F
FF % 8 it MD5 15 5 18 W A A AR A TN B 45 B AE A Flag 142 X (¢
K T#HFHFE)

% 4: ARP 12355 £ AKX (60 %)

A HF B

B

EE D BEAURAE R AL 6 R AL
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W IEAIRAE R 4. Windows7 64 45380 Ma

JEWAALIRAE A % Ubuntu Linux 32bit

AR R e T 1: Python3

FEWIMIREAE R 23 T B 2: WireShark

AR T ELEIRFZE 6% %: Bridge (H74E)

B P4 root, %ih: 123456

JEWAPLIRAE A 4 2: CentOS Linux 5.5
JEAAIRIE R LK T H 1: GCC

JE AR R LK T B 2: GDB

AP 4: root, %4h: 123456

ﬁﬁﬂ%:

R %% %7 : Windows Server

MR% 5B = 1R4F & % Microsoft Windows2003 Server
R EF=FTIP THIRS A F % : anonymous, K4L: 123456
REEZHZFTIP THR S35 2121

R%BF=FTP L4£IR % A F % : anonymous, %K4L: 123456
R4 %%% FTP LiEMR 4% 21

EHAE:

1.

MIEMIR S5 H 509 FTP JR % 5 F T 2 LA scan01. py, 4»45 1% Python3
AL A, AL IZAL P 2 I K FH AUt e Lt 4769 ARP £ A 89 £ HLE éi#?{
MHF MK, EEZ IS P T 59 FLAGO! F 74 %, ’1’91‘17%41‘ % if

MD5 xéiﬁi)ézé@éﬁ"/\%’%fﬁéﬁ—f‘,\ BRI RAEA Flag a4 (% A “I‘,\
1\% | FHFE)

LA IZAE 5 B 1 P 89 Python3 42 /5 X4 scan01. py, 1£1%4% /757
%Mﬁﬁmﬁﬁmkﬁ%MP%ﬂ%imﬁ%%% HEMIK, HEZL
% o 2 B by FLAGO2 5245 3, 3% 3 /4 % i 1T MD5 12 B 5 i W #9254 14
éﬁ—l‘/\x\% ERAER Flag i (X T#t4F5%)

LA IZAE 5 B 1 P 89 Python3 42 /5 X4 scan01. py, 1£1%4% /757
%Mﬁﬁmﬁﬁmkﬁ%MP%ﬂ%imﬁ%%% HEMIK, HEZL
% o 2 B by FLAGO3 F 45 %, 1% F 4% b 18 i MD5 12 6 18 & 6975 1A
éﬁ‘]’/\k% EREA Flag iR (B X: T4 FH$) ;

% AR IZAE S B 1 P 89 Python3 42 /5 X% scan01. py, 1£1%4% /7 57
iujuiég—#mﬁamkﬁéﬁ ARP A A 89 T AU KARM B F MK, B %L
G P 2 By FLAGOA 575 & , Kz 3/ & 8 13 MD5 12 J )5 12 & 69 %5 A (&
é’J“l‘/\:V% EREA Flag iR (BX: T34 FHF$) ;

L AT IZAE S B 1 P 49 Python3 42 5 X% scan01. py, 1£1%4% /757

iujuiég—#mﬁamkﬁéﬁ ARP A A 89 T AL KARM B F MK, B %L
% b = B i FLAGOS F4F & , iz F 4+ & 1813 MD5 i H 5 14 & 6975 14
BRI ERIEAN FlagliiR (B Tx#HFHF)
i@ it Python3 42 /7 ## 8 B $hATA2 B LA scan01. py, WFizAL F L AFRAT
B R TERTY, KRB FHANATHX (F 1176805 2 4NF 54
F 24700 % 2 A F4) , JH I X F 4 & id i MD5 :;;E'T-F:é_@ g oh A
ATt REREA FlagliRR (BX: +x#tHFHFE)
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4 5: HBathiELBENK (80 %)

X 7S A LR

HEH M

EE T BRI R S S 8 R AL

W IEAIRAE R % Windows7 64 4538 A0 Ma

JEWALIEAE A % Ubuntu Linux 32bit

EAIRE R G T A 1: Python3

BWMBEER % E T E 2: WireShark

JEAMAAE F 5 AR FZ H e X Z: Bridge (#74%)

B P4 root, %Ah: 123456

JEAIAUIRAE R 4 2: CentOS Linux 5.5
AR R A TR 1: GCC

B AR R 3 T A 2: GDB

B P4 root, %ih: 123456

e

AR %235 % : Windows Server

%57 1R4F & % Microsoft Windows2003 Server

R EF=FTIP THIRS A F % : anonymous, %K4L: 123456
%55 FTP TH R 53%0: 2121

R BF= FTP LA£IR 4% B F % : anonymous, %K4L: 123456
%5 %% FTP LAER 5550 21

EHAE:

1.

IR 535 % 5 69 FTP JR %35 F T & XL+ routingattack. py, % &
1% Python3 A2 /%, FIVAT e : a. @i 3 EH WireShark A2 5 5 #7¥e
MR ZE G F)SFEHAE L by BT R 6924 LA 693 G X, A3t
Bh &k #ITHR B FNL, EE routingattack. py F2 5 IS =409
FLAGO1 45 & | F4i% 345 % il i MD5 iZ J )5 14 ) 6995 A 1 69 + o< o %) 4%
RAEA Flag iR (B X: st FHB)

WL AR AL S AL B 1 P49 Python3 42 - LA, £ %42 R IR AL 5
A B PAF et R AT AR, BE R4S PR
FLAGO2 /4 %, ¥z 4 S @i MD5 2 H 52 & a99h A8 ey T~ st 4| 4
RAEA Flag iR (B X +x#tHFHB)

WL AR AL S AL B 1 P49 Python3 42 - LA, £ %42 R ILRE) AL 5
A B PAF et R AT AR, BEZL4 L PR
FLAGO3 /4 %, ¥iz5 4 S @i MD5 2 H 52 S a99h A 8ay T~ st 4| &
RAEA Flag iR (B X: x84 FHB)

L YR KAE 520 B 1 P 89 Python3 A2 /57 XA, 1£1Z242 5 2 IR KA E 5
AE A PAF et i R AT AR, BE R4S PR
FLAGO4 /4 %, ¥iz5 4 S @i MD5 2 H 52 S a99h A 8ey T~ st 4| 4
RAVEAN Flag B (X Tx#FFHE)
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5. WAL A 1 F Y Python3 A2 5 A, 1E%A2 5 52 L) A4E 4
AEB A Pt e b b R AT AR, BEZI 4L TR
FLAGO5 45 & | J4i% 3 4% % i@ i MD5 i2 H )5 14 ) 6995 A 5 69 + < ik %) 2%
RAEAN Flag AR (HBX: Tx#HHFHFE)

4 6: FEpMrets b R & SFM K (80 4)

X B8 R F

BHEM:

ER D BEMIE R A AT 8GR B

W FEAIERAE R %: Windows7 64 {238 A1 0&
JE WPLIEAE &2 4 1: Ubuntu Linux 32bit
BIMIBEER %1 RETE1: Python3
REIIIRIER %1 %2 E T E 2: WireShark
BEAIRIER %1 %% T A 3: GCC
ERAHF E5HEIRNFZ a4 % : Bridge (H#742)
B P 4%: root, E#:. 123456

JEWIMIEAE R % 2: Cent0S Linux 5.5
BB R G E T E 1: GCC
JEIAIRNE R L K T A 2: GDB

K P 4%: root, E#:. 123456

¥eM:

AR %235 % 1: Windows Server

REBF= 114 FE%: Microsoft Windows2003 Server
R%EFH% 169 FTP THIRS A P % : anonymous, %4#h: 123456
REBH71GFTIP THEIR S350 2121

R%B%7% 16 FTP L45IR% A F % : anonymous, %#%: 123456
RE&Z% 1 FTP B4R 4350 21

R %% %% 2: LinuxServer

JR% 5% 2 #%4F £ %: Cent0S Linux 5.5

5 R

1. AI¥EWIRS 35769 FTP IR %5 T 7T #4744+ OverFlow, i@ id &
AR T E, A BT $AT ST @ oA B of RIE s E
R T EITIR 527 2 69 TCP: 4444 3% 0 ST A5 E MR, FIFFRIARIE
12T 09 34 FLAGOT a9 5 & | iz 5 A & 18 i MD5 15 H )5 A B vh A
ﬁé’a—l‘/\:&% %’:4’#] Flagfis®Rx (HA: tTx#4FHFF) ;

2. MAIEHIRF 5 %6 FTP IR %35 F T 2 7T 47 LA OverFlow, @i &
ALK T A, XT MJ’_T"}}LﬁXﬁ;Lﬁl‘Zﬁ ST B o KB S
KT EMNIRS B2 2 69 TCP: 4444 3% 0 34T 5 F MK, I AR L
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10.

12T 69 34 FLAGO2 W 69 F /5 & , 1% 5 4 % 38 i3 MD5 & 5 )5 A\ vh A
ﬁ%+ﬂﬁ% %ﬁﬁFMgﬁ&A(ﬁi +Ak%?ﬁ$>
MIZHUIR 5535 % 5 69 FTP IR % %5 F T & °T AT XA OverFlow, @i &
mﬁﬁlﬁ,ﬁuiT&ﬁiﬁgﬁ@ﬁ\ﬁ i@ i 4 ok XA B E
KT ENIRS B2 2 69 TOP: 4444 3% 0 34T 5 FE MK, I PAR A
12 F 69 4 FLAGO3 W 89 F 44 &, A F1% 54+ i@ i3 MD5 i2 5 )5 12 & %A
{B69 TR REA Flaglarx (BX: T#t#FFE) ;
MIEHIR 535 509 FTP IR %35 F T # 7T A7 L4 OverFlow, @it s &
mﬁﬁlﬁ,ﬁuiTﬁﬁiﬁgﬁﬂﬁ\ﬁ i@ i 4 ok XA B A
KT ENIRS B2 2 69 TOP: 4444 3% 0 34T 5 F MK, I AR A
% B9 A FLAGO4 wF 49 5 55 & | #%iﬁfy&f@% @iT MD5 iZ H )5 12 & A A
{Beg+ st R REA Flag AR (BX: T34 55%) ;
MIEHIR S5 H 509 FTP IR % 5 F T 2 T A7 L4 OverFlow, i@ id 5K
AR T E, A BT 3 AT ST @ oA B4 b RUE s E
R ENIR S B % 2 09 TOP: 4444 35 0 StiT A5 &N, FRIFFEAARTE
F2F 09 3 FLAGOS v a9 5 4 & | iz 5 A & 18 i MD5 18 H )5 12 B vh A
16T <R L RN Flaglarx (BR: T#HFHFH)
MIEHIR S5 H 509 FTP IR %5 F F 2 T #h A7 L4 OverFlow, i@ id 5
AR T B, A LT RAT AT E @947, @i % KB 5N
R EMNIR S B 2 09 TOP: 4444 35 0 ST A5 &N, FRIFFEAARTE
F2F 09 3 FLAGOS v 89 5 5 & | iz 5 A & 18 i MD5 18 H )5 2 B oA A
A0t t R RN Flagfitex (B T#tHFHFH) ;
MIEHIR 55 %509 FTP IR % 3 F TF 2 T /A7 L4 OverFlow, i@ id &
AR T B, A LT RAT AT E @947, @i % RiE 5 EN
X RN R S R H 5% 2 69 TOP: 4444 3% 0 BHiTHE MK, FRIF e AR %
2T 89 XA FLAGO7 W 89 F 5 &, #4512 5 A4 %813 MD5 12 5 2 =95 7
ARGt t R RN Flagfitrx (B T##HFHFHB) ;
MIEHIR 55 %509 FTP JR %3 F TF 2 T A7 L4 OverFlow, i@ id 5
AR T B, A LT RAT AT E @947 @i %0 KB 5N
KT EMIR S B 2 69 TCP: 4444 5% 0 sHiT B & MK, RIF AR %
12T 89 XA FLAGO8 W 89 F 4 & , H¥51Z2 4 %3813 MD5 12 £ 5 2 o5 A
A6 TR REN Flag iz x (B X: st FHFE)
MFEHUIR 535 3 5 69 FTP IR 935 F T 25T AT L AF OverFlow, @i &
AURR T E, STAETHAT A ATE @ oA BiE % KB E5EN
R ENIR S B = 2 69 TCP: 4444 3% 0 3HiT5 & NR, R FEHAR %
2T 89 34 FLAGOY ¥ 49 F 45 % | K1z 5 44 % i@ i3 MD5 12 H )5 iR & o5 A
A6 TSR REH Flag iz x (BX: T#t#lFHE) ;
MIEHUIR 5535 3 5 69 FTP IR 535 F T 25T AT L AF OverFlow, @i &
ALK T B, SF A BT $AT LA BATE @A B4 or Kii b 5 E
R EMIR S B 5 2 09 TCP: 4444 5% 0 sHiTH & MK, FRIF AR %
2T 834 FLAGIO a9 F 5 &, K% 5 4 % i@ i3 MD5 12 H )5 18 & o5 A
A6 TSR REA Flag iz x (BXR: T#t#FHE) ;



(W) H=MEHLE%PB (300 %)
B2 & fz b F 2 DON b 8943 850 o TAZIF, A FIRSBM%I, HRE%E

AE A Ae A & AT 19 A Ae R ) (L AT R R 3] D o R E = R IR 4 Bt 47w B,
“l‘il’\!i“l’ZFJ SRR ZOEEE (LACHRINEF) XGRS BT HEN

Ko
#T1: ﬁ%fﬁ%%@i%
R 2: RFBE T 69RFE T AL AT AR F AT A2 R SRR
R 3: mBEE AR
PB4 AR ER LT HEN R, BT FLAG A H X B R AR S5 2 .

EEEI:

EE T EATRETRRAANXFRSG S GRS 3% 1-1024;

EFE 2 TR RFURS meTii%

A 3 EmBENE GT+HREs4, BARITAGBRAES) RFTEFTIR S
BT HE

EE 4 NEAALETHIAATIRS R0 Flag 14,

EFE5: FLAGIAAHE THRIIRS B E—MHARR, 56 KRIPIREZIE
— /AN, ¥eMby Flag 'fﬁf?ﬁi/f}_. /root/flagxxxxx. txt LHAELF. FHR 1K
St F-¥ehuey Flag {63840 3 4, HLMATFRI 1 KA F¥ehby Flag {41k 3
o, BT F3ebiby Flag {8 R fe Ak EJ TR —K. EERANTHEARE, &
T F¥e ey Flag 18, RBIRE 2455 FHbLay P ik,

AIANAFTE, Bl FTUSERE A FORSE, LT EL L F
B9IR %25 o

FiR P &

1. ¥ LML TR AEAGSENGRR, 2REFRIGAEANGMX
FiR), AR bR R 3R IR — AR

2. YN L&RBETRAGEI S LERF, 2REFRILH LEGAXR
By, AR R R 3R B — 2 A PR

3. ¥eM EGRMETRALEIACLSRE, EREFRIIHO20MXR
B, 5 584 R R e 2 A R IR — 2 AR F EEAT AR AL

4., BEZAREIR G TR ST ZARAIITHRE, KA PRI T
A2 R A TAT IR -, FAI AR F R R AR

5. BREZARBURSTROSTEFRELFER, XA FRIZFR
B RR RS, AR IRFERR A AR

6. AL PTRAE—RZLE]], FTUAKIRE]], FAHAMNY
695 1T AERIE| &2 LR,

HFBTA WA RRE, REEFH LML FRIGRSRIE, HHRRE
H Ak F¥e bl 69 FLAG {ESE/T4R o
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