2018 F A EHIR V2R H L K RS IR
“UT B AT 5IRE7 KA S5 $H-01

—. EARN

9:00-15:00, 23t 6 ) Bt, A EBR K. WKEBFEu,

=, RAEELE
sxmg | EAW RS ERE |
B 18]
P s | AnTes 60
FeBELHEL
TS A AR H452 | R&22E&RE 559 240
f£4 1 | XSS B iEM K 5 A F K 9. 00-1 60
P E42 | B 5 SSL g A 230 |60
PP 1£4% 3 |Web B A HEMR G %A R 60
o 5% 4 | ARP 125541 M) 3K, 60
1B 5 | AP EE MR G 40 4 e B 80
45 6 | @ MAets o Kia A& N 80
BB 30 o4
FUr i Z % m B 15 4 300
Ha st IR Z G % 45 %
=, RAAE

KRAKE, BT EZTREAMBENES, EPE AN E 2B HA
AEITRBEG U L Py “XX-BRAER” BXEE, F=. M BRIFHREBAG L
AR B &R

RFBAEEAUENRBEZTTEZ LA “GWxx” 8 £ (xx F 4K
8 Tl2FHK), RAE—NBATTmE “XXX-B AR KB LEIH LT,

Blde: 08 T4z, WEFZAUZAREDFTZL “GN08” Lk, JF4£ “GW08”
A E T AEAREF AT “XXX-Z M L.

BHAHA: RAHEARBEITH “08 Tia” XA PARA—KITIZEEL,
Kﬁ#&%%x#ﬁzﬁax#Zﬂ¢ﬁkwmlﬁLM, E WU ZiE T F:

| 1



(=) RIAFREKE

1. MZieit B

PC1

2. IP ML ALX] A

—

-(l‘-—z.; . ¢ Intern
DCFW 2

——

X & AR o IP 34t POE LS
ETHO/2 10.0.0.1/30 DCRS
ETHO/1 218.5.18.1/27 PC (218.5.18.2)
% X3& DCFW 192.168.10.1/24
L2TP o L2TP 3 ht it
TR IP =4 20
ETHO/3 10.0.0.10/30 Netlog
VLAN 1002
ETH1/0/1 10.0. 0. 6/30 DCRS
ETH1/0/2 AP
T & 2% % DCWS | % 22 VLAN
VLAN 100 192.168. 100. 254/24
VLAN 101
ETH1/0/11-24 192.168.101.1/24
. ETH2 DCST
S B K s .16.100.
WEB = A %5 X 3% WAF ETH3 172.16.100. 2/24 DORS
= &% 3:HLDCRS | VLAN 1001 10.0.0.2/30 DCFW

| 2




ETH1/0/2
VLAN 1002
ETH1,/0/1 10.0.0.5/30 DCWS
VLAN 10 172.16.10.1/24 % 2
VLAN 20 172.16.20.1/25 %
& %E 32 VLAN
VLAN 30 172.16.30.1/26
VLAN 40
192.168.40.1/24 1
ETH1/0/6-9 92.168.40.1/ PC
& 7 VLAN
VLAN 100 192.168.100.1/24
VLAN 200
ETH1,/0/10-24 172.16.100.1/24 WAF. PC2
HEMRS % Netlog | ETH2 10.0.0.9/30 DCFW
ETH3 DCRS (ETH1/0/4)
& 2R %% DCST | - - WAF
3. A MBI &
& & AR % 78 3 3k BANFHEED | AF L %
7 K 5 DCFW http://192.168.1.1 ETHO admin admin
M B & %% DCBI | https://192.168. 5. 254 ETHO admin 123456
WEB &2 B F5 K 3EWAF | https://192. 168. 45. 1 ETH5 admin admini123
= B X #:#HL DCRS - Console - -
& % 2 3 HL DCWS - Console - -

& £ R %% DCST

S L“DCST & F A F &

&z

iR E&0BRINE HE D, 3 IP AR A F5K;
o BT R EEE IP RE T, BANIEANERE 0

a3,
(=) E—HgiEs5H (300 4)
FERBEERIT
e RS

1 RIEF L IBA BT, %8B IPak A sk, *T WAF 69 64k, ZdE 0 IP dakit
TELE

) WAE M %364 BT, 48 IPXeak A%k, *F DORS 69 &4k, &40 [P #uhkit
TELE

3 WA W %364 BT, 4B IP ek ARk, *F DOFW 69 &4k, &40 [P #uakit
TELE

4 ARIE W 25 B4 B BT, 4288 |P 3k A4k, 3T DOWS A9 &-32 0 |P 3kt THALE .



http://192.168.1.1/

ARIE R 24463 B T, #88 |P Xhk gk, 2P DCBI 49 &4k, &40 P #uhbit
ITELE

AIE W 24463 B P, 408 |P bk A4 %, /& DCRS 3 3:AL L 4] 248 &2 49 VLAN,
548 2 H o RN VLAN,

RAFERENT X, 2R%ELE,

O K3l 2B B K IR M 2T 5 K 77 9]

DCFW:

9.

4 2: ML RETEEGY (240 40)

F& DCFW L@z &, 4% LAN 3£ 2 77 & PING, HTTP, HTTPS, telnet sh4t, &1z

Internet 3 2 7 & PING, HTTPS %A% ; %4 netlog 3£ 0 4 DMZ X35, &3

L E R, iEA KA P kil id M5 3 netlog;

DCFW B2 & LOG, 2.3 NAT &4&, Server IP 4 172.16.100.10. 5 /& DCFW

E snmp R %-, Server IP 172.16.100.10 A4AF 4 publicl;

DCFW 448 & Bt &, 4% A L2TP 7 X ik s WA 30 0 A P 8645 52 I3 A B 69 3%

B, B P &A% den2011, VPN dbhbio A s bt % ; S 39HL E 224 %%,

tb’?—ﬁc 58, RER PFAAA R, L&A F 5 Internet & &K A
B 4IGE, A K3E EFF 2 Web ihiE, TKFH45 % 201 1web;

ATAEAAREE BT, 23R A P59 Internet 47 7A S 154,

A X & 2 508 200M, AR & R P uASR ey R P IR AR 5T, B R £ 9:00

B TH 6:00 &N IPRATHBZEER 2Mbps L AER &5 1NMbps;

DCFW _E B2 & NAT 344k, 1% PC2 At 45i8 13 Web 77 X E% & 32 3] AC, 350 51

A 6661;) A IELE 404 R0k,

#£ DCFW 4&#&19&@&%%$%A%ﬁ%@%i&%%i 9:00-18:00 A M A 7 17 ] oh

WM&y URL, RAEBD ERS S

AL & %5 k3% Web 4 & 42 E&%Jﬁ@ 2O R &R P B PR W 3k Web

I AT Edmd) . ARA KRR P 29 Kk Web 9 & A2 &42%], 2SR %X

BT & “ﬁai” 1A 1, HFiLFMXB &,

DCFW # AR A FL B 2K AW A F A~ ﬁ%é‘é% QQ #= MSN;;

10. DCFW L& E R4 A M A 7 37 7] www. taobao. com R4 A M 7 7 7] URL ¥

i A taobao x4 FGPT A M 5k

Netlog:

11. /£ DCB-netlog LA E, H&HEH XA FHREX, FRRELIEE 0 5F 2

HEo, ZRKFAMIFFE Internet 23 AT B &,




WAF :

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

72 DCBl-netlog LA &, B#EE —ZF A 9: 00-18: 00 L& A 7 Frie W&
7 19 9 URL ¥+ &, 4 taobao &9 HTTP i7 [Flie. &, JF HLuR{F K 4 &%,

£ DCBI LELE, FAmAEAN], FTFHsbizRlXEFas “RA7 6, 2
TR

72 DCBI EBLE, 4# DCBI 7 435:\:\%4*77‘?&75\:\ 128, RS E IP
172.16.100. 20, 3% 25 25, WK% testlden, %4% testl, % DCBI &% #1{%
B &AL 50%0F &% —RIRE

fDCBI EFLE, 5 DCBI 09 B EZ & RZEFHERS S, BERSE IP
172.16.100. 10, community %5 publicl:

£ DCBI LEALE, ¥4AedE admin ik P DCN2011, %45 debil111, ZIKk P XA
T B PR &0 B B A g3 8

DCBI Bt & & A & % A48 “P2P F#.” , UDP thiXss o 53¢ B 40100-42000,
AJA—ZFE9: 00-18: 00 %42 LAN P FrA B P& “P2P FT&” it %k
HEE;

FEWAF EBLE, NS ARA —6 WbIR 525 A5 WAF, |P Xnk 2
172.16.100. 30, 3% ;2 8080, R4z B E, Web 547 B E, IRE K
BHELEZE syslog HERS X, syslog HEIRSEE IP it £
172.16.100. 10, UDP #4514 5511 ;

FEn B B WAF LB E , B HFEHE, HE&EREEFEF LATNG (K
i# %) DON@digitalchina. com) & 4313 77 X (K% %] 13913814949) K £ 4%
R

FEN 8] B39 WAF LBCE, 200N IP #hk (218.5.18.2) 5P M bR 4
%, MEIRE S IP a2 172.16.100. 30;

FENE) B WAF LB E, bR IP AR AR ERENEET
X, /uh/A )Mk EFRF. KEFRKGAMIMMEA: 5 &7 AT 1000
HK

A WAF LBLE  JF B 3T sessioncookie & CC 547, & Kk iF K4 A 1000,
A it g 47 LI ;

e
]
R

DCRS:

23.

DCRS A #E AN L, ﬁéki“%;i 4 % ok MAC Hohb 17 it 5, 15 B & 5% Da?‘v/}:,
FHAT R VLAN 8955 2 58 %52 5) 3] 5 A~ MAC Xoht, R A HLIEIE 5 42
Azild, AYRLAREH S A LOG B & iEdE PC1 6940 iy%)ﬂ%ﬂ
&2 P A5 PC1 69 MAC bk =T Uik 3%,

24. Fi% 3% DOFW &9 &) iR = 4u1% £ Netlog # 47 M i Fe 0477

25.

FF )5 % ARP 1234 2 % , {2 B 18] P 5% 2 K 2] ARP 3t & A2 1T 50 /2N & & K &,
DOWN 7 t3% &1 ;



26.

27.

28.

29.

30.

JE ) 8) B2} 69 DCRS _EBL & 3% 0 37754 M] (Loopback Detection) , Frakzk
B VLAN200 #: 0 F a9 5% 0 31 3%, B E A 18 IR 0 a9 4 M B 9] 18] 3 4 30
A, GRS 694 B ) 18] 3 A 10 AY

AT IEHENRL% PC, &2 P ETH1/0/10 0 FF 2 DOT1X iA4E, B E A
JEIR 425, IP ¥uht2 172.16.100.40, radius key & dcn2011;
LRI B AL E 32, 4 B SSH 7 XK 5 % DCN2011, &4 111111,
VLAN20. VLAN30. VLAN10 A /R Bl 538 IP 3ht 75 X, DHCP R 435 &
AC L& E AT/ bt A 4% & w bk VLAN4O F] P 4u.3h A 3K B |P, DHCP server
# DCFW;

FE AL _EBLE | £ R A VLAN200 ] P & £ gE e ia] (J5]-2] J& £.8:00 %] 18:00)
M 3% 1] VLAN100 £ |IP;

31. AR, HabIEked MAC 3eht 5 IP X ht 45T 69 ARP KB OB E A arp 4o
M Ty RE, VLAN3O J 7 &9 ARP [&{& % 10;

32. 47 Frak VLANAO R Bt arp #3R, & ZA LM EF B ip dhep snooping
HEZDTYHZAF;

33. /£ DCRS LFALE , AL X & enable %45, L% den2011, H AR Fik&
Bt o2 SR E #Hidr N enab le 5555 7 abﬁkxiﬁﬁmﬁﬁﬁﬂﬁﬂ‘%i&

34. DCRS AL E, VLANAO #9rn R4ED I B ) @R FEIpF 0 ek, 28X EHR
2100pps;

DCWS:
35. AP i iT optiond3 7 X iHATIEH iE A _E &, AC Heht % & 32 VLANIP;
36. X E SSID DCN2011,VLAN10, Au % 4% K, wpa—personal, H & 4% GSdcn2011

37.

38.

39.

40.

a9 ;

i% & SSID dcntest , VLAN20 JRutATiAGEA %, AR & BT & (4 8,0% SSId,
dentest K ZHEN20ANA P, AP EABERSH, 3 dontest W& 34T
1=, BT F IMbps, T 47 % 2Mbps;

WA E B RIENLIRR S LA K HLmIT, BRE P ik & P s
“HE” , KRB PIRAETKITEFRE 4,

WAL E B2k % AP Fo AC AR £ BT i % 6992 2 A IEEHE MK 4L CPU TR, &
ME|AP 5 AC £ 10 4 N 3E 253 5 R AB A HFSEEE EHE, A ER
BT

AC FF 5 Web & 22, K5 %25 % DCN2011;

(Z) HF=_MEiE5H (400 4)

H4%1: XSS BFMXE5xLF K (6045)

A5 RE A
HEM:
E . MEARAE R A I AP 8 R WAL



W IEAIRAE R 4. Windows7 64 45380 Ma
RAMIEE R4 1: Ubuntu Linux 32bit
JEABUIRIE R 1 RFE TR 1: Python3.0
BAIIIERIE R 1 2 T B 2: WireShark
MBS RS 1 X T L 3: GCC
JEAMAR F 5 FZ H e X Z: Bridge (#74%)
R P 4: root, FAL: 123456

JEWAPLIRAE A % 2: CentOS Linux 5.5
BRI R e T A 1: GCC
JEPERAE R GLe ¥ T A 2: GDB

R P 4: root, FAL: 123456

e

R %% %7 : Web Server

MR %R = 1R4F & % Microsoft Windows2003 Server
JR% B %% M %/ TE1: Apache2. 2;
REBH=2FEIRS/TE 2: Phpb;

REB =2 EMRE/ITE 3: Microsoft SqlServer2000;
HEHAX:

1.

Web i7 Bl ¥R 535 %, Tt THE%: a. @ A"/"->"Employee
Message Board" W &, tiz W @ #t4T XSS A FZ MK, FFHEN"/"-D"
Employee Message Board"->"Display Message" M &, ARIEiz N @49 L
T, AAZ"/"->" Employee Message Board" W d & /£ XSS iE A\ & ; b, it
ANFeHUIR 525 3 7 59 C: \AppServ\www B 5%, K 32| insert.php 425, &
A EditPlus TR #7552 PHP RAZ R, 4% 7T LAARSE XSS % MK,
B insert. php 425 % P = 5269 FLAGOT F /4 %, HiZ F 44 B i@ 1T MD5
15 H G AR QAR TNt H S RAEA Flag AR (X o<t 4]
FHE)

WS AAES A B 1 P49 insert. php JRAEF, 18 2 7T A M XSS 5%
MK, HE insert. php 25 % ¥ = £ 69 FLAGO2 F45 %, HizFiF $id
i$ MD5 2 H )5 18 W 49 o5 A A o st Al 45 RAE A Flag AR X (B X +
SR FAE)

WESEAAELAR B 1 P48 insert. php IRALF, 182 7 LAIKS XSS B i
MK, HE insert. php 25 % P 2 569 FLAGO3 45 %, ¥z $id
i$ MD5 2 H G 8 ] 699 A {Aag o st A 2 RAE N Flag AR (F X +
SR FAE)

WESEAAELAR B 1 P48 insert. php IRALF, 182 7 LAIKF XSS B i
MK, HE insert. php 425 % P = £:69 FLAGO4 F45 %, HizFiF Sl
i$ MD5 2 f G 8 ] 69 o A {Aag s st A 2 RAE N Flag AR (F KX +
SR FAE)

WESEAAELAR B 1 P49 insert. php IRALF, 182 7 LAIKS XSS B iE
MK, HE insert. php 25 % P = £ 69 FLAGOS F45 %, HizFiF $id
i$ MD5 32 f G 8 ] 69 o A {Aag s st A 2 RAE N Flag AR (F X +
SR FAE)



BN RAE SR B 1 P &Y insert. php RALF, 182 T LAIKf XSS B &
mub B E insert.php A2 5 4 ¥ = 4249 FLAGO6 575 %, 4—%7%47%:\
it MD5 i& )5 18 B 4y vh A (B e T o st R 4 RAE A Flag A2 (B X: +
NEFAE)

1242 FaE5SSLER (60 %)

A5 R EHL
M

s

BHEMUARAE T A FEAL P 64 R AL

W FEAIERAE R %: Windows7 64 {238 A1 0&

JE WIMIEAE R % Microsoft Windows2003 Server
EWMBEER G E T E 1: Microsoft Windows CA R %
JEWIAARAE R e T E 2: WireShark?. 1

B K E5HEMRFZEa9% R Bridge (Hrd)

B P4 administrator, B4L: 123456

§Eﬂ%:
JR%-%3%: Windows Server
TRE B Z %: Microsoft Windows2003 Server

HEHFRE:

1.

BRMEIEE user RYEHFH—FLER, BAZLRFHAF L. 55
12 8, BEHEHIT IR S S % Web W@ login. php, A FIeL
Web 55 %, H M4 )G, Web ﬁ&fﬁ%ﬂ’—& G555 % 38 1T MD5 12 H 5 18 @
7%@%%\:&% EREA Flag R T (BX: tx#t4325%)
P, Rl HIEE user AP H—KLRFPOR P &, FAZLE
FTEAK sE, AT EI LT A S A4 WireShark 3t 35 butrde bl 8] 49 3
Prt F AT IR, A E RIEEIIRSF Z %% Web W& login. php 25,

A AU T I Web b B A 1E 89 R 83T F 34T AT, 47 http # K3 %
B AR T 5 B it MD5 15 35 B WA A A 6 o< B ) 4 B4 4 Flag
AR (BX: Tx&t®FHE) ;

i@ it SSL (Secure Sockets Layer) k47 AR 3LFHHLE|Fe AL 869 HTTP iR
=, BLEYARIEIR LA : www. den. com, FRAE F Fe LA IR E user &
PHE—FILEKTOR P L, FAEEERENRSE, ITTHENLT LR
# WireShark 3¢ 3 AL A= fe L2 0] 49 S AB T £ BATHHIR; MDA Riei
R4 2% % 7% Web W@ login. php ZJ5, 3L ALE FIeht Web b = 3)1F
A R AR R 34T AT, %@%“1Aﬁm&%%ﬁ%%ﬁ+ﬁﬂﬁﬁﬁ
i MD5 2 H )5 18 W oh A B &g+ ox A 25 RAEH Flag MR (B X+
#HFHE)

i@iif SSL (Secure Sockets Layer) PRa7 A HALE] FehL 18] 69 HTTP iR
=, BE¥AMRERL R www. den. com, FRAE A LR E user £



FPE—FRNRFTHRA P L. FAE LR RENRE, ITFLENT L
# WireShark xt s ALAe e Lz ] 69 AR L BEATHFK; R B R
MR %% %% Web W& login. php Z /5, X sUEHHE FIehl Web 55 &30 1E
OGRS AT AT, KBRS 2 AN R ERENZKE ‘I’I\%]’%’C'fﬁk
if MD5 12 H )5 18 W oh A {EAG T o #4125 RAE A Flag AR X (X + 5%
BEFHE)

i@ 1t SSL (Secure Sockets Layer) k47 I FHALE| Feplz 8] 69 HTTP iR
7, BEARIKEIRE A : www. don. com, FRAEF e IE E user &
FPE—FRNRFTHRA P L. BAELEERENRE, ITFLENT L
# WireShark %t st bufe fe bl 0] 69 £ 38 3+ RSt 47 43K R & Rt
MR %% %% Web W& login. php Z /5, Xt sUEHHE FIehl Web 55 &5 1E
’J*U%ﬁ?ix\ A, KB E 3 AR EKAEN F K E 3R #EE
‘f MD5 iz H J& 18 Bl oA B 69+ 5x #E H 48 RAE A Flag (4R L (X2 T«

?ﬁ$)

xﬁli SSL (Secure Sockets Layer) fRi47 A FHHLE] FehL 8] 49 HTTP iR
7, BLESHMER L R www. don. com, FRAE JH e LA IEE user &
PHE-FRRFORPF L. BAELEFTEMR S, STFENT LR
#Wm%mkﬁ&%ﬁ%%ﬁi@%%%ﬁ?kﬁﬁﬁ AR B T FEH

%% Web W@ login. php Z /5, ST FHHE FIeh Web 3k &304
9 *U}%R‘f ?ix\ SHT, BB E 4R R ERIES K E TR $EE
fMD5 2 G IR E A ARG Tt H 2 RAEA Flag AR (A 5%

?ﬁ$)
£4% 3: Web B B FZR X524 F K (60 %)

57 B H A

LHML:

ERE L BEMIUE R A AT 8GR P

W FEAIRAE R % Windows7 64 {238 A01&

JE PP & 4 Ubuntu Linux 32bit

JEWAPIRAE R G4 T B 1: Python3

BB R G E T E 2: WireShark

BRI F E5HEHHFZ E e X % : Bridge (#74%)
B P 4: root, F4L: 123456

JEWIPLIRAE & 4 2: CentOS Linux 5.5
BEAIIARIE R e X TR 1: GCC
BEAIPARIE R e X T A 2: GDB

B P 4: root, . 123456

Yo

AR %% % 7% : Windows Server

%5 %14 & % Microsoft Windows2003 Server
MR %% % FTP T#HRJIR % A 7 % : anonymous, %45: 123456
MR 425 % % FTP T HIRF3m 0 : 2121



%% %% FTP L4204 A P % : anonymous, %545: 123456
RE 2= FTIP LR S350 21

HHFRE:

1.

B HMEHA LR W B 5 R £ W http://3ebl IP ik, @it Web & A2
B 5B MR 77 k% T DON B R 5k, B R A5, Web W &7 i 49 5
4§ %38 1T MD5 32 5 )G 1A EI oA A A 69+ oS s 45 R AF A Flag {A# (5 X:
TR HFHE)

2. M¥EMIRF B % FTPIR% 5+ T XA login. php, %h#ii% PHP A2 5
L AF, ARGAZP K IR 3T RS 5 1 AT 6 Web 2 FIAZ 5 B i 3K L
FRHITRAG Y, MEZLH S P E0 FLAGO 4%, Kiz5 5 Bid
it MD5 iz F )5 18 5 A A6 s b ) 45 RAE A Flag A4 (B K +5<
HERFHE)

3. WKEEmMEAALS H 2 ALY 6 PHP A2 5 AF, RIZAER R ARG I AMES
%1 AF e Web o AAZ R B &N X IRRITEEGY, BREZL 4L P
TR0 FLAGO2 F 45 &, ¥ F 4 i@ id MD5 i2 H )5 iR &) oh A {8 69 + < it
B RAEA Flagliiex (BX: Txa@tHFH$)

4. YKEEBREEAAL S5 2 AP 69 PHP A2 5 A, 1215425 52 ILAE 45 3 AL 4%
1P Web & AR B EMNKXIRAITELEGY, BHEZI4 S P
=09 FLAGO3 F 45 & , ¥ F 7 P i@ if MD5 i2 5 )5 iR &) oh A {8 69 + < it
B RAEA Flagfiiex (BX: Txa@tHFH3)

5. UKLEmAEAAE S F 2 AP 6 PHP AL 5 A, 1E1%AE 5 LA AE 4%
1T a9 Web o AAZ R B &N RXIRRITELEGY, REZLH S P
= 409 FLAGO4 F 45 % , F3% 5 /4 % il i MD5 12 H )5 1R ©l b A i 69 + o< it
B RAEAN Flagliie R (BX: Txa@tHFH$)

6. WERMBAAESF 2 AT 09 PHP A2 )5 A, 114427 S AR 95 3 KA 4
1P Web & AR HEMNKXIRAITELEGY, BHEZI4 L P
= 469 FLAGOS F 4% % , F3% 5 /4 % il i3 MD5 12 H )5 1R © b A i 69 + o< it
B RAEAN Flagliiex (BX: Txa@tHFH3)

7. F4mEIFE 9 login. php A2 5 LA L4 Z¥eAUFTP R %, AKX FHuimid
SRR £ T http://¥ebu |P xoht | i@ id A4 5 1 20 P 4% B 69 Web
K2 AR B MK T kSt S U AT A MK, it Web T & 49 F
FF % 8 iF MD5 15 5 18 W A va A AR A TN B 45 B AE A Flag 142 X (FH
K T#HFHFE)

% 4: ARP f23545Z AKX (60 %)

A HF B

B

EE BEAUAE R A 2 AL 89 R DAL
W IE IR # % Windows7 64 {5 3EA10k
JEWALEEAE & 4 Ubuntu Linux 32bit



11

BMBEE R % E T E 1. Python3

RIAIRNE R e FE T A 2: WireShark

ERARF 5 RFZ a9 X #: Bridge (H742)

R P 4: root, FAL: 123456

JE WAALIEYE & 4 2: Cent0S Linux 5.5
JEABUIRAE R G K T A 1: GCC
JEWABUIRAE R e K T A 2: GDB

AP 4: root, %4h: 123456

ﬁﬁﬂ%:

AR %235 % : Windows Server

R %5 %18 4F &A% Microsoft Windows2003 Server
R EF=FTIP THIRS A F % : anonymous, %4L: 123456
REEZHZFTIP THR S35 2121

R%BF= FTP LA£IR % B F % : anonymous, %K4L: 123456
R4 %%% FIP LiEMR 4% 21

EHAE:

1.

MIEHIR 55 %569 FTP JR % 5 F T 2 LA scan01. py, %»4% 1% Python3
A2 A, £ %42 57 I S HUat e Lt 4769 ARP R A 69 2 hLE 9%*‘157{
WA FM R, HE %Y P T S 6 FLAGOT F55 &, ﬁﬁ%ﬁ$

MD5 i 3 J5 12 ] 49 o5 A (B 9 >~ it 4 45 BAE A Flag fA#2 (F X +A
1\% | FF$)

LA IZAE 5 B 1 P 89 Python3 42 /5 X% scan01. py, 1£1%4% /757
%Mﬁ%mﬁ%mkﬁ%MP%W%£ME%%m S MK, HEIZL
% o 2 B by FLAGO2 F 45 %, 1% F 4% b 18 i MD5 12 6 18 & 6974 1A
éﬁ‘]'/\k% EREA Flag iR (B X: T4 FH$) ;

LA IZAE 5 B 1 P 89 Python3 42 /5 X% scan01. py, 1£1%4% /757
%Mﬁ%mﬁ%mkﬁ%MP%W%£ME%%m S MK, HEIZL
% o 2 B by FLAGO3 F 45 %, 1% F 4% b 18 i MD5 12 6 18 &) 6975 1A
éﬁ‘]'/\k% EREA Flag iR (B X: T4 FH$) ;

LA IZAE 5 B 1 P 49 Python3 42 /5 X% scan01. py, 1% 1%4% /757
%Mﬁ%mﬁ%mkﬁ%MP%W%£ME%%m S MK, HEIZ L
% b = 89 FLAGOA F 4 3, 1% F 4 % 8 1 MD5 i H )5 12 191 6975 A 14
Q’H‘/\JV% EREA FlagfiR . (BX: T4 FHF$) ;

% AR IZAE S B 1 P 49 Python3 42 5 X% scan01. py, 1£1%4% /7 57

iujuiég—#mﬁamkﬁéﬁ ARP KAV &G T AU X ARM B MK, H B %L
% o 2 89 FLAGOS F 4 3 , 1% F 4 % 8 1 MD5 i H )5 12 191 69757 14
B9+t L RMEA Flag R (B +x#t4F5%)
i@ it Python3 42 /7 ###F B ATA2 B LA scan01. py, WFizAL F L AFRAT
BHRTERTY, KBS FHANATHX (F 1176805 2 4NF 54
F20F 2A40FF) , HWEA X F B id i D5 :‘;JE’?FI‘EEE’JQ’J"/E}%
E8g+ xS RMEA Flag R (HBX: Tx#t4F5%)
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4 5: ERMPNSEZENRXEE2L2mME (80 5)

X 7S A LR

HEH M

EE L EFIME R A AT 69 E DL

W IEAIRAE R % Windows7 64 4538 A0 Ma

JEWALIEAE A % Ubuntu Linux 32bit

EAIRE R G T A 1: Python3

BWMBEER % E T E 2: WireShark

JEAMAAE F 5 AR FZ H e X Z: Bridge (#74%)

R P 4: root, FAL: 123456

JEAIAUIRAE R 4 2: CentOS Linux 5.5
AR R A TR 1: GCC

B AR R 3 T A 2: GDB

B P4 root, %ih: 123456

e

AR %235 % : WindowsServer

%57 1R4F & % Microsoft Windows2003 Server

R BF=FTIP THIRS A F % : anonymous, %4L: 123456
%55 FTP TH R 53%0: 2121

R B FTP L4£IR % A F % : anonymous, %4%: 123456
%5 %% FTP LAER 5550 21

EHAE:

1.

72 DORS AT J5 £ A PRI, A as A PR A X A AR 8 £ i AR P,
DCRS 3 4L 69 & s A WA e 28 H 0, Bk W % b B4 3 37 % ; 4% DCRS
THRAVA LB E A BN FENATH X (4 144 2| |44 n),
FFa% 5 Xl 1 MD5 32 H 5 18 & 995 A 1B AG + <t 4] 28 RAE A Flag iR
X (BX: TstHFHB) ;

MIeHUIR 5 8 % 7 89 FTP IR 4 & F T & U4+ stpattack. py, ¥z
Python3 42 5 L, {#£1%4% 5 52 3L Take Over The Root Bridge & & M|
KA, RBIZMH Y P25k FLAGOT F 4 %, iz 545 @14 MD5
1B G 1B ] 6 A ARGy T o BRI 45 RAE A Flag (42 & (O X0 ot 4
FHE)

Y %2 R #1% Python3 A2 F A%, 481242 5 52 ILE) A4E 4542 2 F Take Over
The Root Bridge & & X 20 A, 34 5 % LA 5 P 2 $ 49 FLAGO2 545 &,
FiZ F 55 8L MD5 2 K5 18 = 4G e A A8 o sh | 45 RAE N Flag {42
X (BXR: TstHFHB) ;

Yk 2 Y 4 3% Python3 AZF A, AR 1ZAZ 5 52 I A 472 2 F Take Over
The Root Bridge & & X 20 A, 34 5 % LA 5 P 2 $ 49 FLAGO3 545 &,
Tz 4 B 181 MD5 & H 5 148 = 4975 A 1B 69 o ] 42 RAE A Flag {A4R
X (BXR: T@HFHB) ;



5. W4 %4E% Python3 42 5 XA, 1% 1% 42 B 52 HLIE) AL 444 2 & Take Over
The Root Bridge & & MK 2 A, 34 5 % L AF % F 2 £ 49 FLAGOA 555 &
FiZ F 44 B 18 3L MD5 35 H 6 34 =) 6995 A B 649+ o BRI 42 AR A Flag {A4R
)k (%/5\- "I‘/\I\% ?ﬁ'$) H

6. WL %AE% Python3 425 4, 45 1% 42 B 52 IR A AL 442 2 & Take Over
The Root Bridge & & MK 20 A, 34 5 % L AF % F 2 £ 49 FLAGOS 545 &,
FiZ F 44 B 18 3L MD5 35 F 6 38 =) 6995 A B 69+ o BRI 42 AR A Flag {A4R
X (HBR: T~#BFHFB) ;

7. @it Python3 #2 F- i 45 & AT 5> LA+ stpspoof. py, # &% DCRS R #%
WA B BAR ID 8912 8, HFizfz &8 ARTHX (X: XX:
mxxmxxm)ﬁ%w%i?ﬁ$kfmmgﬁé@@%%%ﬁ%+
SR RAEN FlagARRT (BX: T#HHFHE)

8. FACLHE DCRS 3 A%AUA s A p UARAR 4P 42 2451, [E.E Take Over The Root
&m@%ﬁMﬁﬁ%mmiﬁmuimﬁﬁé&mﬁﬁkaT%iﬁ>
éHW7 2|+ |44 n) |, EFEH Rl i MD5 & H 5 4 B A9 oA A BY
Tt a g RAEA Flag 'fﬁ%&x (BX: T#HFHE)

4 6: HE G MAels b R S FN K (80 4

53R B3

LHEMpL:

ERE BEMGE R A AT 8GR P

W FEAIRAE R % Windows7 64 {238 A0 1&
JEWAEEAE A % 1: Ubuntu Linux 32bit
EIMAIRER 1 % FE T 1: Python3
RWIIRIER %1 %2 T E 2: WireShark
RAIRIER %1 %= T E 3: GCC
WKWK E5HEMRFZEa% R Bridge (Hrd)
AP %: root, %4h: 123456

JEWIMIEAE R 4 2: Cent0S Linux 5.5

JE MR R ARE T E 1: GCC
JEMPIREAE R ek T E 2. GDB

R P 4: root, %#h: 123456

Yo

%% %% 1: Windows Server

5B %1B1ER%: Microsoft Windows2003 Server
%5 a 189 FTP THIRS A F %: anonymous, %#L: 123456
R H%7% 168 FTP THRIR S350 : 2121

MR%%5% % 1 6 FTP L4 R%F F % : anonymous, %#h: 123456
REZHFNHFTP EERE%0: 21

%% %% 2: Linux Server

TR% %% 2 44E & %: Cent0S Linux 5.5
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HHFRE:

1.

MIEAHUIR 5535 % 5 69 FTP IR % %5 F T & 7T AT XA+ OverFlow, @i =&
AR T E, SA BT HAT ST @47 B4 A K B A&
KT ENIRS B2 2 69 TOP: 4444 3% 0 34T 5 FE MK, FEITZ AR
%2 TF 69 A FLAGOT W 89 F 4 &, A F1% 54 #3813 MD5 i2 5 )5 12 & %A
{B69 TR REA Flagfarx (BX: T#t#FF$) ;
MEEHIR 535 509 FTP IR %35 F T # T AT L4 OverFlow, @it s &
AORIR T E, SA BT HAT ST @47 B4 A K B A&
KT ENIRS B2 2 69 TOP: 4444 3% 0 34T 5 F MK, I AR
F2F 89 3 FLAGO2 a9 5 i & | iz 5 A & 18 i MD5 18 5 )5 2 = vh A
16T <R L RN Flagfarx (BR: T#HFHH)
MIEHIR 55 H 509 FTP IR %5 F TF 2 T A7 L4 OverFlow, i@ id 5K
AR T B, A BT 3 AT ST @ oA B b ROE s E
R EMNIR S B 2 09 TOP: 4444 35 0 ST A5 &N, FRIFFEAARTE
2T 89 XA+ FLAGO3 W 89 F 44 %, 4% F 4 % 18 i3 MD5 12 K )G 34 w1 o5 A
{B69 TR REA Flag iz x (BX: st FHFE) ;
MIEHUIR 525 % % 69 FTP IR % 5 F T 2 7T /AT LA+ OverFlow, @i =&
AR T B, A BT 3 AT ST @ oA B b RIE s E
R EMNIR S B 2 09 TOP: 4444 3% 0 ST A5 &N, FRIFFEAARTE
2T 89 XA FLAGO4 W 09 F 5 &, H¥51%2 5 &4 %3813 MD5 12 £ )5 2 © o5 A
{B6 TSR REA Flag iz (BX: T#t#FHFE) ;
MIEHIR S5 %509 FTP JR % 5 F F 2 T /A7 L4 OverFlow, i@ id 5
AR T B, A LT RAT AT E @947, @i %0 RiE 5N
R EIR S B9 2 69 TCP: 4444 35 0 #HiT 5 EZ MK, RIF AL
12T 89 XA FLAGOS W 89 F 5 &, H¥51%2 5 A4 % 3813 MD5 12 £ 5 2 © o5 A
A6 TR REA Flag iz x (BX: T#t#FHFE)
MIEHIR S5 %509 FTP IR % 5 F TF 2 T /A7 L4 OverFlow, i@ id 5
AR T B, SFA LT RAT AT E @947, @i %0 RiE 5N
X RN R S R 2 69 TOP: 4444 3% 0 BHiTHE MK, FRIF e AR
12T 89 XA FLAGO6 W 89 F 5 &, H¥51% A4 %3813 MD5 12 £ 5 2 © o5 A
BTt H 2 REN Flagfirx (BX: T##HFHFHB) ;
MIEHUIR 5535 3 5 69 FTP IR 935 F T 25T AT L AF OverFlow, @it &
AR T B, A BT 3 AT I ST @ oA B4 oh KB s E
R ENIR S B = 2 69 TCP: 4444 3% 0 3HiT5 & NR, R FeHAR %
2T 89 34 FLAGO7 49 F 4 %, K1z 5 4 % i@ i3 MD5 & H )5 iR & o5 A
ATt H 2 REN Flagfirx (BX: T#tHFHFH) ;
MIEHUIR 535 3 5 69 FTP IR 535 F T 25T AT L AF OverFlow, @i &
AURR T E, STAETHAT A AT E @ oA BE % KB ESEN
R EMIR S B 2 09 TCP: 4444 5% 0 sHiTH & MK, RIF AR %
2T 89 34 FLAGOS 49 F 45 % , K1z 5 44 % i@ i3 MD5 & H )5 18 W& o5 A
A6 TR REA Flag iz x (BX: T#tHFHE) ;



9. NI BEFH =0 FTP IR 5B P T & 7T k4T X4 OverFlow, i@ id &
mﬁﬁlﬁ,ﬁuiTﬁﬁiﬁgﬁﬂﬁ\ﬁ i@ i 4 ok XA B E
KT ENIRS B2 2 69 TOP: 4444 3% 0 34T 5 F MK, I HARTA
%2 F 69 A FLAGO9 W 89 54 &, A% F 4+ i@ i3 MD5 i2 5 )5 12 & %A
ﬁé’l‘l‘/\xﬁ% %#ﬁb Flag A2 & (B X: +x#FFHE) ;

10. R¥ehUIR %5 589 FTP IR 523 T 8 7T AT LA OverFlow, i@ id st
mﬁﬁlﬁ,ﬁuiT&ﬁiﬁgﬁ@ﬁ\ﬁ i@ i 48 ok X% B E
KT EMR S B 2 69 TOP: 4444 3% 0 34T 5 H MK, FAFIHARS
ﬁT%iﬁTMMO?%?ﬁ$<ﬁHW?ﬁ$ fmmgﬁéﬁ oA A
Aot FERMEN FlaglAR (BX: Tx#H8F5F%) ;

(W) F=HEAEHPH (300 4)

fBZ &4z F & DON £k 6913 &40 & TAZIF, R ITIRF £ 69447, m%g

AE A A A & AT 19 AL Ae R ) (L A TR R R 3] R o AR B R B3t IR 4 85 4
+£'fj\4‘1’zﬁ4%/\ﬁ4ﬁ’<y AMEE (ACHARALETF) X ERHFE
Koo

R 1 BARE RRA LA,

R 2: IRE BT RFT AR F IR FLTRA R LR ;

BT 3: B AR,

R 4: 35 € AR R Gt 475 &N K, BT FLAG 1A R XA B FUR 5 £

EE $Iﬁ

EE 1 AEFTIRETRRAA KXFIRSE IR 352 1-1024;

ER- 2 TR AT R FVR 535 34T K

&93 BB (BT R254, BARYTILF KA T AFSHAEAT IR 4

T8

Jia 4: RFAALRZHIAATIRE B0 Flag1h;

2% 5: FLAGAANHE TR IRF B E—MAFIR, BEXTKRPRS B XA
— A, ¥e89 Flag {284, /root/flagxxxxx. txt LR AL P, 1L
3t F ¥y Flag {83840 3 9, S FR 1 KA F ey Flag {Af=fx 3
o, BT F AN Flag 187 G4 EJ CRX—K. EERANTHEARE, &
AP F e ey Flag {i, RIS 24525 F3ehLay |P Hoht,

BEEINFTE, EERFTALEME A FORSS, L TAFL LT
AR %2 o

IR 3 &

1. e LR TRAEEGTSENWERR, ZREFRIGSEIANGHEX
B, AR R TR R B — AR o

2. M LA RIETRAGEH EFRF, £REFRI 4 LE0XR
By, A R R 3R B — AR

3. M LMW TRALELMFOSRF, EREFRI L4209 XF
B, 5 R & R ) AR 25 A K B — 2 AR I AT AL
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4, BERAREGIRSTROS T ZARAIITHRE, £LAF K3z
AR AT B AR 5, -4 A R R IR IR A A P o

5, BUERARMBYRSTROUSTEFREH KRR, KA PFRINLEFTRK
B RE RS, AR RF IR R AR

6. BUEZALPTRAEAEA—ERZALEE]], FTARKILE], FFAAY
895 I B4R IE) R AR

W F @A A LR BT R L, R A F AL R SR, IR F
H Ak Ffe bl b aY FLAG /A3 /T4 .
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