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(=) RIAFREKE

1. MZieit B

PC1

2. IP ML ALX] A

—

-(l‘-—z.; . ¢ Intern
DCFW 2

——

X & AR o IP 34t POE LS
ETHO/2 10.0.0.1/30 DCRS
ETHO/1 218.5.18.1/27 PC (218.5.18.2)
% X3& DCFW 192.168.10.1/24
L2TP o L2TP 3 ht it
TR IP =4 20
ETHO/3 10.0.0.10/30 Netlog
VLAN 1002
ETH1/0/1 10.0. 0. 6/30 DCRS
ETH1/0/2 AP
T & 2% % DCWS | % 22 VLAN
VLAN 100 192.168. 100. 254/24
VLAN 101
ETH1/0/11-24 192.168.101.1/24
. ETH2 DCST
S B K s .16.100.
WEB = A %5 X 3% WAF ETH3 172.16.100. 2/24 DORS
= &% 3:HLDCRS | VLAN 1001 10.0.0.2/30 DCFW

| 2




ETH1/0/2
VLAN 1002
ETH1,/0/1 10.0.0.5/30 DCWS
VLAN 10 172.16.10.1/24 % 2
VLAN 20 172.16.20.1/25 %
& %E 32 VLAN
VLAN 30 172.16.30.1/26
VLAN 40
192.168.40.1/24 1
ETH1/0/6-9 92.168.40.1/ PC
& 7 VLAN
VLAN 100 192.168.100.1/24
VLAN 200
ETH1,/0/10-24 172.16.100.1/24 WAF. PC2
HEMRS % Netlog | ETH2 10.0.0.9/30 DCFW
ETH3 DCRS (ETH1/0/4)
& 2R %% DCST | - - WAF
3. A MBI &
& & AR % 78 3 3k BANFHEED | AF L %
7 K 5 DCFW http://192.168.1.1 ETHO admin admin
M B & %% DCBI | https://192.168. 5. 254 ETHO admin 123456
WEB &2 B F5 K 3EWAF | https://192. 168. 45. 1 ETH5 admin admini123
= B X #:#HL DCRS - Console - -
& % 2 3 HL DCWS - Console - -

& £ R %% DCST

S L“DCST & F A F &

&z

iR E&0BRINE HE D, 3 IP AR A F5K;
o BT R EEE IP RE T, BANIEANERE 0

a3,
(=) E—HgiEs5H (300 4)
FERBEERIT
e RS

1 RIEF L IBA BT, %8B IPak A sk, *T WAF 69 64k, ZdE 0 IP dakit
TELE

) WAE M %364 BT, 48 IPXeak A%k, *F DORS 69 &4k, &40 [P #uhkit
TELE

3 WA W %364 BT, 4B IP ek ARk, *F DOFW 69 &4k, &40 [P #uakit
TELE

4 ARIE W 25 B4 B BT, 4288 |P 3k A4k, 3T DOWS A9 &-32 0 |P 3kt THALE .



http://192.168.1.1/

5 AIE W 4463 B BT, #:08 IP dhhk gk, %P DCBI 49 &4k, &40 [P #bhbit
ITELE

6 AIE W 24463 B P, 408 |P bk A4 %, /& DCRS 3 3:AL L 4] 248 &2 49 VLAN,
548 2 42 2 X VLAN,

7 RA#HAEABREHO T, 2RELE,

8 5 K3 ol - BL F 52 3L R 391 4 37 1)

4 2: ML RETEEGY (240 40)
DCFW:

1. 7£ DCFW EAz %, 4% LAN 420 FF 2 PING, HTTP, HTTPS, telnet #hft, &4
Internet 3 2 7 & PING, HTTPS %A% ; %4 netlog 3£ 0 4 DMZ X35, &3
L E R, iEA KA P kil id M5 3 netlog;

2. DCFW&.E LOG, it.3% NAT &4, Server IP 4 172.16.100.10. 7 /5 DCFW
E snmp R %-, Server IP 172.16.100.10 A4RF 4 publich;

3. DCFW # A8 S BLE , 4 A L2TP 75 X AL9F M A5 30 Ao B P 645 52 3L 19 9 64 3%
B, B P &% % den2015, VPN dbhbio A& s bt % ; S 39HL B 24 %%,

4, tb’?—ﬁc 58, RER PFAAA R, L&A F 5 Internet & &K A

2 4IGE, A K3E BT Web ihiE, K5 H 45 % 2015web;

5, ATAHEANARE L T, &AM A F 7R Internet /TR 424,
A X & 2 508 200M, AR & R P uASR ey R P IR AR 5T, B R £ 9:00
B TH 6:00 &N IPRATHBZEER 2Mbps L AER &5 1NMbps;

6. DCFW L&z & NAT 74k, 1% PC2 Ak a%:8 it Web 7 X E# & 2 5| AC, 3% 54
A 6665;) AIELE G4 Rk

7. f= DCFW 4&#&19&@&%%$%A%ﬁ%@%i&%%i 9:00-18:00 A M A 7 17 ] oh
Mey URL, RAER SRS S

8. BLE KL Web 58 K13 E&%Jﬁ@ 2O R &R P B PR W 3k Web
I AT Edmd) . ARA KRR P 29 Kk Web 9 & A2 &42%], 2SR %X
BT & “Jrir’“ 1A 1, HFiLFMXB &,

9. DCFW AR X B & %K A Al P 7~ R84 % QQ F= MSN;

10. DCFW L&z E /24| 4 1 B 7 3715 www. sohu. com [&%] A B B 7 37 5] URL ¥
A sohu KA F T A Wk,

Netlog:

11. /£ DCB-netlog LB E, R &HFH XA FHRX, ARELEo HFR
HEo, ZRKFAMIFFE Internet 23 AT B &,




12.

13.

14.

15.

16.

17.

WAF :

18.

19.

20.

21.

22.

72 DCBl-netlog LA &, B#EE —ZF A 9: 00-18: 00 L& A 7 Frie W&
%15 64 URL F 6,4 sohu & HTTP #5 8]t &, J HLuRp R % &%,

72 DCBI LELE, Al AN, stTF Wsbizls) FaEF 604 “HIN7 8, T
TR

72 DCBI EBLE, 4# DCBI 7 435:\:\%4*77‘?&75\:\ 128, RS E IP
172.16.100. 20, 3% 25 25, WK% test5den, 4% test5, % DCBI &% #{%
B AL 90%ET R % —RIRE;

fDCBI EFLE, 5 DCBI 09 B EZ & RZEFHERS S, BERSE IP
172.16.100. 10, community &5 public3;

£ DCBI EALE, ¥4AedE admin ik P DCN2015, %45 dcbi5555, %Ik P X A
T B PR &0 B B A g3 8

DCBI Bt & & A A % A48 “P2P F#.” , UDP thiXss o 53¢ B 40500-42000,
AJA—ZFE9: 00-18: 00 %42 LAN P FrA B P& “P2P FT&” it %k
HEE;

FEWAF EBLE, NS ARA —6 WbIR 525 A5 WAF, |P Xnk 2
172.16.100. 30, 3% ;2 8080, R4z B E, Web 547 B E, IRE K
BHELEZE syslog HERS X, syslog HEIRSEE IP it £
172.16.100. 10, UDP &) 514 3% ;

FEn B B WAF LB E , B HFEHE, HE&EREEFEF LATNG (K
i# %) DON@digitalchina. com) & 4313 77 X (K% %] 13913814949) K £ 4%
R,

FEN 8] B30 WAF LBCE, 200N IP #uhk (218.5.18.2) 5 M bR 4
%, RsERES IPAZ 172.16.100. 30;

FEN B E ARG WAF BB E | ok 3tk IP dedbadanta) ) K% K26 B &iF
X, wm S| Mok EFRF. KREFKGHAIMELL: 5 K7 54T 3000 kK
HK

A WAF LBLE JF B 3T sessioncookie & CC 547, & Kk iF K4 A 3000,
A it g 47 LI ;

DCRS:

23.

DCRS 4 N3 3AL, A 223% A 55 1k MAC Mo bk 55 i 5 & | iF B B 3% 0 40 4
H/NE R 5 VLAN 69350 5% % 52 5] 8] 25 /N MAC ik, R A B AL LG 4
%}umuiiﬁl‘i, % "he);ﬁ_/nuiﬂ‘/ii LOG H & 5 HE4E PCT 94 7’7'1;‘}%%5—
O, [RE R AF PC1 69 MAC 3bht v VAE 32,

24. Fi% 3% DOFW &9 &) iR = 4u1% £ Netlog # 47 M i Fe 0477

25.

FF )5 % ARP 1234 2 % , {2 B 18] P 5% 2 K 2] ARP 3t & A2 1T 50 /2N & & K &,
DOWN 7 t3% &1 ;



26.

27.

28.

29.

30.

JE ) 8) B2} 69 DCRS _EBL & 3% 0 37754 M] (Loopback Detection) , Frakzk
B VLAN200 #: 0 F a9 5% 0 31 3%, B E A 18 IR 0 a9 4 M B 9] 18] 3 4 30
A, GRS 694 B ) 18] 3 A 10 AY

AT IEHENRL% PC, &2 P ETH1/0/10 0 FF 2 DOT1X iA4E, B E A
JEAR 425, IP XAk 172.16.100. 40, radius key £ dcn2015;
RABMTF o AL E 32, 4& B SSH 77 XKk 4 DCN2015, 5 4% % 555555;
VLAN20. VLAN30. VLAN10 A /R Bl 538 IP 3ht 75 X, DHCP R 435 &
AC L& E AT/ bt A 4% & w bk VLAN4O F] P 4u.3h A 3K B |P, DHCP server
# DCFW;

FE AL _EBLE | £ R A VLAN200 ] P & £ gE e ia] (J5]-2] J& £.8:00 %] 18:00)
M 3% 1] VLAN100 £ |IP;

31. AR, HabIEked MAC 3eht 5 IP X ht 45T 69 ARP KB OB E A arp 4o
M Ty RE, VLAN3O J 7 &9 ARP &{& % 50;

32. 47 Frak VLANAO R Bt arp #3R, & ZA LM EF B ip dhep snooping
HEZDTYHZAF;

33. /£ DCRS LFAL % , AL X & enable %4, %45 % den2015, H AR Fik&
B ol ZRIE # 3 N\ enable % A5 4 A8 3t N AR MUY BT B AL X ;

34. DCRS AL E, VLANAO #9rn R4ED I B ) @R FEIpF 0 ek, 28X EHR
2500pps;

DCWS:
35. AP i iT optiond3 7 X iHATIEH iE A _E &, AC Heht % & 32 VLANIP;
36. X E SSID DCN2015,VLAN10, Au % 4% X, wpa—personal, H & 4% GSdcn2015

37.

38.

39.

40.

S8

i% & SSID dcntest , VLAN20 JRutATiAGEA %, AR & BT & (4 8,0% SSId,
dentest K ZHEN20ANA P, AP EABERSH, 3 dontest W& 34T
1=, BT F IMbps, T 47 % 2Mbps;
WA EHRIENLIRR S LR KEHLRET, R E P mmIKRE P 3%
“WR” |, JKRE P imIE T KEF T2 140,
WAL E B ik % AP A= AC 48R BT % 694 & A IEE 32 Ml 4L CPU TR, 4
B AP 5 ACE10 54 NELHES AR FA TSRS ERE, B DEBIK
BT
AC 7 Jz Web ¥ 32, K5 %5 # % DCN2015;

(Z) HF=_MEiE5H (400 4)

H4%1: XSS BFMXE5xLF K (6045)

A5 RE A
HEM:
E . MEARAE R A I AP 8 R WAL



W IEAIRAE R 4. Windows7 64 45380 Ma
RAMIEE R4 1: Ubuntu Linux 32bit
JEAIAIRIER 1 XK T HE 1: Python3
BAIIIERIE R 1 2 T B 2: WireShark
MBS RS 1 X T L 3: GCC
JEAMAR F 5 FZ H e X Z: Bridge (#74%)
R P 4: root, FAL: 123456

JEWAPLIRAE A % 2: CentOS Linux 5.5
BRI R e T A 1: GCC
JEPERAE R GLe ¥ T A 2: GDB

R P 4: root, FAL: 123456

e

R %% %7 : Web Server

MR %R = 1R4F & % Microsoft Windows2003 Server
JR% B %% M %/ TE1: Apache2. 2;
REBH=2FEIRS/TE 2: Phpb;
REB=2EMRE/ITE 3: Microsoft SqlServer2000;
HEHAX:

1.

Web i7 Bl ¥R 535 %, Tt THE%: a. @ A"/"->"Employee
Message Board" W &, tiz W @ #t4T XSS A FZ MK, FFHEN"/"-D"
Employee Message Board"->"Display Message" M &, ARIEiz N @49 L
T, AAZ"/"->" Employee Message Board" W d & /£ XSS iE A\ & ; b, it
ANFeHUIR 525 3 7 59 C: \AppServ\www B 5%, K 32| insert.php 425, &
A EditPlus TR #7552 PHP RAZ R, 4% 7T LAARSE XSS % MK,
B insert. php 425 % P = 5269 FLAGOT F /4 %, HiZ F 44 B i@ 1T MD5
15 H G AR QAR TNt H S RAEA Flag AR (X o<t 4]
FHE)

WS AAES A B 1 P49 insert. php JRAEF, 18 2 7T A M XSS 5%
MK, HE insert. php 25 % ¥ = £ 69 FLAGO2 F45 %, HizFiF $id
i$ MD5 2 H )5 18 W 49 o5 A A o st Al 45 RAE A Flag AR X (B X +
SR FAE)

WESEAAELAR B 1 P48 insert. php IRALF, 182 7 LAIKS XSS B i
MK, HE insert. php 25 % P 2 569 FLAGO3 45 %, ¥z $id
i$ MD5 2 H G 8 ] 699 A {Aag o st A 2 RAE N Flag AR (F X +
SR FAE)

WESEAAELAR B 1 P48 insert. php IRALF, 182 7 LAIKF XSS B i
MK, HE insert. php 425 % P = £:69 FLAGO4 F45 %, HizFiF Sl
i$ MD5 2 f G 8 ] 69 o A {Aag s st A 2 RAE N Flag AR (F KX +
SR FAE)

WESEAAELAR B 1 P49 insert. php IRALF, 182 7 LAIKS XSS B iE
MK, HE insert. php 25 % P = £ 69 FLAGOS F45 %, HizFiF $id
i$ MD5 32 f G 8 ] 69 o A {Aag s st A 2 RAE N Flag AR (F X +
SR FAE)



6. WEBMSHKAELSMEA 1 P insert. php RALF, 1& 2 5] VAIAH XSS B %
MK, E insert. php 25 L P 2 549 FLAGOS F 5 %, ¥z F $id
i$ MD5 iz H 5 14 B 095 A AA 69 T o< F 4 RAE A Flag AR (B X +
SR FHE)

H%2: EoFE |PSec 2 A (60 %)

X B8 R F

BHEM:

ER D BEMIE R A AT 8GR B

W FEAIERAE R %: Windows7 64 {238 A1 0&

J& WAPLIEAE R 4o Microsoft Windows2003 Server
EWMBEER G E T E 1: Microsoft Windows CA R %
JE WAPARAE R a3k T B 2: WireShark1. 1

AP F EHIEAR FZ R 89X £ : Bridge (#7d%)
B P4 administrator, B4L: 123456

§Eﬂ%:
JR%-%3%: Windows Server
TRE B Z %: Microsoft Windows2003 Server

HEHFAE:

1. i#iT IPSec e XK A K EM B ez ey L3RE (MEF
40 www. don. com) , 1 R ¥ehLEIEE user AP H—FKIFTFA P
Ay FHZ AR FIAE L, AT H M T A4 WireShark 3F s FH AL
Fo e L 18] B R R BATHIR ; R REIIRSF S % Web W@
login. php Z )&, 3t S HHLE F¥e b Web 5k & 30 15 69 248 3+ £ 3H 4T 5047,
F ISAKMP £ 4% X % 1 AN xd &K B+ 8t ) B {838 1E MD5 12 H /5 2 =%
AT H A REN Flag R (BN Tx#t4F5%)

2. @i IPSec gt XA R AKX FEM B Fe bz B o L3R e (MEF
40 www. don. com) , 1 R IeHLEIEE user AP H— K FT AP
L. BALAT B F ¥R AUR 3k, AT HEAL T A4 WireShark ft 3L
Fo e L 18] 6 RAEAT R BATHIR ; RO REIIRS S % Web W@
login. php ZJ& , 3t s FHHLE F¥e bl Web 35 & 50 1F 69 238 3+ 347 047,
F ISAKMP £ 4% X % 2 N3 2t % K B+ 8t ) B {838 iE MD5 12 H /5 4 =%
ARG+ SR RMEA Flag AR (B +x#%FHE)

3. i@if IPSec 1% i XK IRy AL FHL | Je Lz A6y 2R E (MEF
40 www. don. com) , 1 R ¥eHLEIEE user AP H— K FTFA P
L. BALAT B F ¥R AUR 3k, AT HEAL L A4 WireShark ft 3L
Fo e L 18] 6 RAEAT R BATHIR ; RO REIIRS S % Web W@
login. php ZJ& , 3t s FHHLE Fde bl Web 3k & 30 4F 69 4B 3+ 347 047,



- I SAKMP Bk 42 X % 1 AN AEXT £ KB+ #F @I M52 H 5 A E
SRR TSR AN Flag AR (B X: T#HHFHE)
i3 IPSec fE it XA 4P B r M H AL Je bz ) 89 &3 R=E (MEF
40 www. don. com) , fE R IeHLEIEE user AP H— K FT AP
& FEAG AR RENR S, ITFLEIT A WireShark 3+ FHHu
Fo¥e HLZ 8] 69 F B3 ZHATHIR; A RIEHIR S5 5 Web W@
login. php Z &, 33 FHAAE Fde bl Web 5 & 30 1E 69 S IE xF % 8t 47 047,
T I SAKMP ik 4% X 5 2 AN AR AT £ K B+ 2 #4818 i3 MD5 12 H 5 8 &)
AR TSR RN Flag AR (B X: T#HHFHE)
i3 IPSec fE At X AR 4P B r M H AL Je Lz ) 89 &3 R=E (MEF
40 www. don. com) , fE R IeHLEIEE user AP H — K FT A F
. BT BB I AR 5k, ﬁ%ﬁ%mlﬂa#mm%mkﬁ&%m
Fo¥e HLZ 18] 69 H B3 FHATHHIR; A REHIR S5 %% Web @
login. php ZJ& , 3T S HIAE F el Web 35 550 1E 6% *i’f/%ﬁ %»J\ﬂ' AT,
- I SAKMP Heig 42 X % 3 N AEsT £ KB+ # | /@I MD5 2 H B A E
AR TR BN Flag AR (B X: +#t4F5%8) ;
xﬁxi IPSec 1% 2 X AR 47 B AP R FH AL B ez ey 23R (ML F
5 : www. den. com) , ¥ Bl ¥e bR E user AP H— KK PR F
z\%@%@éi%mﬂﬂ,h%&%mlﬁﬁ#mm%mkﬁ&%m
Fo¥e HLZ 18] 69 R B 3T FHATHIR ; RABERITHIR S5 5 Web W@
login. php ZJ& , 3T S HHAE F Ietl Web 38 5 30 1F 69 238 T S 34T 047,
T I SAKMP ik 4% X 5 4 AN AR £ K B+ 2 H] 4 {hi8 13 MD5 12 5 A =
SRR TR RN Flag AR (B X: T FHE) ;

£4% 3: Web B B FZR X524 7K (60 %)

57 B H A

LHML:

ERE BEAGE R A AT 8GR P
W FEAIRAE R % Windows7 64 {238 A0 0&
JE PP & % Ubuntu Linux 32bit
JEWIAIRAE R 2 T E 1: Python3
JEWPIRAE R X T B 2: WireShark
BRI K E5HEHHFZ E X % : Bridge (#7r4%)
B P 4: root, %4L: 123456
JEWIMIEAE R4 2: Cent0S Linux 5.5
BEAIIARIE R e X TR 1: GCC
JEMPIREAE R ek T E 2. GDB

B P 4: root, . 123456

e
R %% 5} = : Windows Server
RE BT FE % : Microsoft Windows2003 Server

R% % 5]% FTP T#Jk % A P % : anonymous, &E#L: 123456



MR35 %% FTP THIR 352 : 2121
REBF=FIP L4EIR % A F % : anonymous, %4%: 123456
RERHZFIP LR S50 21

HHFRE:

1.

VAHTTP &6 77 XAT7F DON A2l W 56 £ T, 4k 48 & kA8 4 423t N\ DON & &
PR E, B Web & AL P 5 E MK T ik RAFFEAUARSE A2 T 89 A
flaginfo ¥ &9 F 5 &, 454 F i 8L MD5 12 H )5 18 B 5 A 869+ o<
HH ERAEA Flag iR (B Tx#HFHE)

2. MIeHIRS B %5 FTP IR %% F F & 34 productinfo. php, 4545 i% PHP
A2 XA, A£1ZAL 7 R AL A KAE 55 1 A P 89 Web & JAAZ 7 5%
RAARRITEAG Y, B EZ LAY P 2549 FLAGOT 5 %, Kz 57
%38 it MD5 iZ H G A e A A ot Rl RAEA Flag fE#2 (F A
TR FAEE)

3. WMELRmBAILESF 2T PHP A2 5 LA, AL 1ZA2 5 5% ILAE 25 3F A AL 5
1P Web & AR HEMNKXIRAITELEGY, BREZI4 L P
= H ) FLAGO2 F 45 %, F3% /4 % il i MD5 12 H )5 1R B oh A i 69 + o< it
FIE RN FlagARR (BX: +x#tHF58)

4., B IME AL S H 2 AP 65 PHP A2 F- X AF, (£ 1542 5 KA BT KL%
%1 AF e Web o AAZ R B &N X IRRITEEGY, REZLH ST
= 409 FLAGO3 F 475 %, F3% 5 /4 % il i MD5 12 H )5 1R © b A i 69 + o< it
HIE RN FlagARR (BX: T4 F58) ;

5. MELHmBALSF 2 AT PHP A2 5 LA, AL 1ZA2 - 5% ILAL 95 3F A AL 5
1P a Web o AR B &N RXIARRITEEGY, REZLH S P
= 409 FLAGO4 F 475 % , F3z /4 % il i MD5 12 H )5 1R Eoh A i 69 + o< it
HIE RN FlagARR (BX: T4 F58) ;

6. WLmBE AL F 2 AT PHP A2 5 LA, AL 1ZA42 - 5% ILAE 25 3F A AL 5
1P h Web o AAZ R B &N RXIRRITEEGY, REZLH S P
=569 FLAGOS 5744 %, ¥z F /4 %18 i3 MD5 12 H G A w b A ey + < it
HIE RN Flag AR (BX: T4 F58) ;

7. 543 4T S 49 productinfo. php A2 5 XA _E4%F £ $e AL FTP IR %, FF 72 2L
FWHE T AL F 1 AR P AL B89 Web & B4R 5 5 18 4K, 77 ok 3F $e ik
s E MR, Fotet Web T & 3¢ b 69 5 45 & il it MD5 12 H )5 12 W 6995 A
e T # L RXEN FlaglAR (B Tx#8FHFF) ;

4% 4: ICMP fax55 & A (60 %)

A HF B

HEM:

EE BEAUAE R A 2 AL 89 R DAL
W IE IR # % Windows7 64 {5 3EA10k
JEWALEEAE & 4 Ubuntu Linux 32bit



11

JEAMLARAE B S T A 1: Python3

JEAMIRAE R 423 TR 2: WireShark

JEAMAR K 5 AR FZ H )X Z: Bridge (#74%)

R P 4: root, FAL: 123456

JEWAPLIRAE A 4 2: CentOS Linux 5.5

JE AR 2 R FE T H 1: GCC

JEDABULIRAE 2 AR FE T H 2: GDB

R P 4: root, FAL: 123456

ﬁﬁﬂ%:

AR %235 % : Windows Server

R %5 %18 4F &A% Microsoft Windows2003 Server
fR%235 %% FTP T #MR % A P % : anonymous, %#5: 123456
R4%%%% FTP TH R 43%0: 2121

R %235 %% FTP LAk % A P % : anonymous, %#5: 123456
%35 %% FTP LR 550 21

EHAE:

1.

MIEMIR 55 %569 FTP JR % 5 F T 2 LA scan02. py, 4»4% 1% Python3
L LA, AEZAZ R 57 LA S E AT I AL 4T 89 ICMP R A 69 2 hL e & 4R
MBFEMR, HEBZ IS P =5 FLAGON 5%, HizgF sl
MD5 32 H-J& 2 & 84 % A (B 69 + o< 41 45 RAE A Flag (R (B X +ox
R FHE)

Y B Y AR 1% AL S8 B 7 P 89 Python3 42 /5 XA scan02. py, 1£1%42 5 5%
I S Lt e it 4769 ICMP R AL 69 £ HUie SR AR 5 F 1K, 38 B 3% 5L
% o 2 B by FLAGO2 F 45 %, 1% F 4% b 18 i MD5 12 6 18 & 6974 1A
ot h L FAER Flag AR (BX: T FHE)

Y B U AR % AL 58 B 7 P 89 Python3 42 /5 XA scan02. py, 1£1%42 5 5%
I S Lt e it 4769 ICMP R AL 69 £ HUie AR 5 F 1K, 38 B 3% 5L
% o 2 B by FLAGO3 F 45 %, 1% F 4% b 18 i MD5 12 6 18 &) 6975 1A
ot h L FAER Flag AR (BX: T FHE)

Y B Y AR % AL 54 B 7 P 89 Python3 42 /5 XA scan02. py, 1£1%42 5 5%
LA K FE AT Fe AL IT 49 ICMP £ A 69 £ ALE RARM A FE MK, 34 B % L
P& oF 2 He by FLAGO4 F 45 B, K% F 4% B il i MD5 12 6 18 =] 6975 1A
T osEh 4 RAEN Flag iR (BX: T#HHFHB)

B YRR AL 54 B 7 P 89 Python3 42 /5 XA scan02. py, 1£1%42 5 5%
IUM K FH AT St 1T 69 | CMP £ 49 F AU K AR M5 & MK, 3 B 3% T
P % o 2 £ by FLAGOS F 45 ¥, K% F /% B il i MD5 12 5 18 =] 69754 1A
T osEh L RAEN Flag iR (BX: +#HHFHB)

i@ it Python3 42 /7 ###F B ATA2 B LA scan02. py, WizAL F L AFRAT
BRI TEREY, RIMEHEFBEAUTHR (BB 1HGE1ANAF
FREIATHREIANFH), B XFHEEIM5ZHEEE
BB ARG TN BRI RAEA Flag (BIR L (B T x#HFHE)
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4 5: F@pMrfess b & SEnK (80 4

5 F BB

HEH:

EE L EHUNE R A AT 69 R DAL
W IEAIRAE R % Windows7 64 4538 A0 Ma
JEWIMLIEAE £ % 1: Ubuntu Linux 32bit
BRI R %1 %K T 1: Python3
EIBUIRE R %1 2 T B 2: WireShark
MM ZE %1 2 E T H 3: GCC

B K 54N FZ MK & : Bridge (#7d%)
R P 4: root, FAL: 123456
JEMAHUIEAE A %% 2: CentOS Linux 5.5
JE MR R e E T A 1: GCC
JEWIBUIRAE R e T A 2: GDB

R P 4: root, FA: 123456

e

%% %7 1: Windows Server

5B =1B1ER%: Microsoft Windows2003 Server

R4 &= 16 FTP THRIR 4 H P &: anonymous, %545: 123456
REBZHZ1HFTIP THERFH: 2121

R %% 189 FTP L4£IR % P % : anonymous, %#5: 123456
5B 189FTP L2 IR S50 21

MR% %57 2: LinuxServer

MR% %% 2 41F & %: Cent0S Linux 5.5

EHAE:

1.

I AR 525 % 5 09 FTP IR 4 25 F F 3T AT LA OverFlow, @it s
MORIRK T E, A BT HAT LA BATE S AT B R K 5 g
KA ARG B %% 2 69 TOP: 4444 35 0 #4T 5 H MK, RIFFAARE
727 69 LA+ FLAGOT W 69 F i & , JHF9% 5 /¢ % il if MD5 38 S5 34 = %A
TBE) TRt H B RMEA Flag AR (B X: TxdtwlFHE) ;

MEeHUIR 525 % 7 09 FTP IR 4 25 F F 3T HAT XA OverFlow, @it sk
IR T E, 3 BT RAT LA SEAT E w0 AT B SR 0F K 5 g
KA ARG B %% 2 69 TOP: 4444 35 0 #4T 5 F MK, RIF AR
BT 89 A FLAGO2 89 F 4 %, JH 1% F 44 P 8 14 MD5 12 H /5 18 B %A
TBE) TRt R 2 RMEA Flag BRI (B X: Txs#t®lFHE) ;

MIEHUIR 55 25 % =% 69 FTP R4 25 oF F #°T 4T A OverFlow, i@id st
PRI T E, S L T $AT LA AT L o 0 AT S8 Sk K b A
K EA RSB %% 2 49 TOP: 4444 350 #4745 MiK, RIFehAkss



10.

12 F 09 34 FLAGO3 a9 5 i & | 1% 5 A % 18 i MD5 18 H )5 1A B vh A
ATt R RN FlagfART (BX: T#HHFHE) ;

MEEHIR 535 509 FTP IR %35 F T # 7T AT L4 OverFlow, @it s &
AR T E, SA BT HAT ST @ AT 8% Rl 5 &N
IR EITIR SB35 2 69 TCP: 4444 3% 0 34T 5 & MK, FIF PR
2 89 34+ FLAGOA P 69 F 55 & | 513512 F 45 & i i3 MD5 12 5 )5 18 & 5 A7
Aot R RN FlagfARR (BX: T#HHFHE)

MIEHIR 535 509 FTP IR %35 F T # 7T A7 L4 OverFlow, @it s &
AR T B, A BT 3 AT IS AT @ oA B b KB s E
IR EITIR GB35 2 69 TCP: 4444 3% 0 34T 5 & MK, FIF PR
12 F 89 3 FLAGOS v 49 5 & | 1% 5 A % 18 i MD5 18 H )5 12 B vh A
16T <R L RN Flagfarx (BR: T#HFHFH)

MIEHIR S5 H 509 FTP IR % 5 F T 2 T A7 L4 OverFlow, i@ id 5K
ALK T B, A BT AT LA B AT E @ AT B K b S E N
KT MRS B 5 2 09 TCP: 4444 5% 0 sHiT B & MK, RIF AR %
AT 89 X FLAGOS 69 F 45 & | 345 i% F 45 & 1813 MD5 i5 )6 R w1 a4
et R RN FlagfARR (BX: T#HHFHE) ;

MIEHIR S5 H 509 FTP IR %5 F F 2 T #h A7 L4 OverFlow, i@ id 5
AR T E, A LT AT AT @ oA a8 P ROE S E N
R EMNIR S B+ 2 09 TCP: 4444 5% 0 sHiT B & MK, RIFIeAR%
2T 09 3 FLAGO7 a9 5 4 & | iz 5 A & 18 i MD5 18 5 )5 12 = oA A
A0t t R RN Flagfitex (B T#tHFHFH) ;

MIEHIR 55 %509 FTP IR % 3 F TF 2 T /A7 L4 OverFlow, i@ id &
AR T B, A BT 3 AT IS AT i @ oA B b KB s E N
R MRS B 2 69 TCP: 4444 5% 0 sHiTH & MK, RIFIeAR%
12T 89 XA FLAGO8 W 89 F 4 & , 45 1Z2 4 %83 MD5 12 £ )5 2 =95 A
ARGt t R RN Flagfitrx (B T##HFHFHB) ;

MIEHIR 55 %509 FTP JR %3 F TF 2 T A7 L4 OverFlow, i@ id 5
AR T B, A BT $AT IS AT i @ oA B b KB s E
KT EMIR S B 2 69 TCP: 4444 5% 0 sHiT B & MK, RIF AR %
2T 89 XA FLAGO9 " 89 F 5 &, H¥5Z2 5 4 %3813 MD5 12 H 5 2 =95 7
ATt F 2 RVEN Flagfarx (BX: T~#HHFHFE)

MIEHIR S5 H 509 FTP IR %35 F F 2 T /A7 L4 OverFlow, i@ id 5
AOAIX T E, S BT HAT ST @ a7 B4 F K A&
R EMIR S B 5 2 09 TCP: 4444 5% 0 sHiTH & MK, FRIF AR %
BT84 FLAGIO P o9 F 5 &, ¥z 5 /4 $38 fmsgﬁé = A A
et <# L RXEHN FlaglAR (B Tx#4%FHFF) ;

4% 6: =R BHEMK (80 9)

A HF B
HEH:

E A

HHEHIRAE ) 4 FAL 6 R I



14

W IEAIRAE R 4. Windows7 64 45380 Ma
RAMIEE R4 1: Ubuntu Linux 32bit
JEAIAIRIER 1 XK T HE 1: Python3
BAIIIERIE R 1 2 T B 2: WireShark
MBS RS 1 X T L 3: GCC
JEAMAR F 5 FZ H e X Z: Bridge (#74%)
R P 4: root, FAL: 123456
JEWAPLIRAE A % 2: CentOS Linux 5.5
BRI R e T A 1: GCC
JEPERAE R GLe ¥ T A 2: GDB

R P 4: root, FAL: 123456

e

MR% %% 1: Windows Server

M5B =1B1ER%: Microsoft Windows2003 Server

R4 &% 16 FTP THRIRF K P & : anonymous, %#5: 123456
REBZHZ1HFTIP THERFm: 2121

R4 &% 16 FTP L4£IR 4 F 7 & : anonymous, %4#5: 123456
BAEBH=108FTP LR E3%o: 21

R %% %7 2: Windows 7

5B % 28R %: Microsoft Windows 7

EHAE:

1.

IR G5 F 7 1 8 FTP IR 4 &+ T & LA cloudattack. py, %%
Python3 A2 5 X 4+, {£iZA2 5 F BT IR S B 5 2 P L LA Oday
R 6 Z IR RIRIFZZ RS 5 89 R = IR T & cloudattack. py 42 /7
LA, MBS P E 589 FLAGOT F45 %, Hi% F 45 il id MD5 15 f-
JG BB AR s B 2 RAE N Flag AR B X x4 544
$)

Yk B2 gn AR 1%L 5L B 1 9 49 Python3 #2 5 L+ cloudattack. py, 1%1%4%
F R LR FAUR 5 5 9 % 2% Sk A Oday i iR 69 2 IR 4 R 3R A% 1% 2 IR
FRGRBMR, A B IE Y b =509 FLAGO2 /5 %, iz T8l
it MD5 iz H )5 B B Gy A B T ox R 4E RAE A Flag AR (B K: +
NEFFEE)

Yk B2 AR 1%L 54 B 1 9 49 Python3 #2 5 X+ cloudattack. py, 1#1%4%
F R LR L FeAUR 5 5 9 % 2% Sk A Oday i iR 89 2 IR 4 R 3R A% % 2 IR
HBHR SR, B Z AL P =589 FLAGO3 F 55 &, Friz 3 /F %8
it MD5 iz H )5 B B Gy A B T os R 4E RAE A Flag AR (B K: +
NEFFEE)

YL I HH %L 5 B 1 F 49 Python3 A2 5 X 44 cloudattack. py, 1%1%42
F SR ILB I e MUR 5 3 7R 2 1 LB A Oday R 89 =R R R AF1Z 2 IR
FHEOR AL, REZ AL F F 54 FLAGOS F /4%, Kz F 5 $id



it MD5 3z $ 6 14 B 0995 A A8 69 T o< SR 45 R AE A Flag s x (B X: +
SR FHE)

5. WLHIFIZIELME 1 P49 Python3 425 L4 cloudattack. py, 1#1%4%
BB FeAR S B %5 2 F R B A Oday FiF & =R R K[ ZEIR
5 ROR G, HEZ S b =569 FLAGOS 54 %, ¥izF /4 &l
if MD5 2 J )5 18 W 499 A A Ag o 4] 25 RAE A Flag AR X (B X +
SR FHE)

6. WLEHBIZAELA B 1 P49 Python3 42 5 X+ cloudattack. py, 1#i%4%
Jp R ILB T AR 5 5 %% 2+ A A Oday iR 89 =R 4 R R Z = IR
5 ROR G, HBZ LS b =59 FLAGOS F 5 %, ¥izF i &l
iT MD5 12 H G IR E 69 oh A A Ay T o b R 2 RAE N Flag AR (B KX: +
SR FHE)

7. WEemBEIZAELAEB 1 P8 Python3 425 XA+ cloudattack. py, {£i%4%
B RIB MRS B ST 2P EEA Oday RAKZRF AR FZER
5RO RHMIE, HMEIZH L b 246 FLAGO7 /5 %, Wiz g4 i
iT MD5 i H G A E 6 oh A A ay T o b I 2 RAE N Flag AR (HK: +
SRR FHE)

8. WLHmMBIZIELA B 1 P49 Python3 2 5 L+ cloudattack. py, 1#i%4%
F SR AB i AR 55 % 2 F A Oday iR B = IR 4 R KA Z =R
SRR HMIE, HMEIZH Y b 24 6) FLAGOS 575 %, iz s /4 il
it MD5 iz $ J6 14 B 09 oh A A8 69 T o< SR 45 RAE A Flag fise x (B X: +
SRR FHE)

9. MWLM IZIESAL B 1 F 49 Python3 42 5 X+ cloudattack. py, 1#i%4%
Jp R ALE T AR 5 5 %% 2 F X LA Oday iR 89 =R 4 R KA Z =R
5ROR G, MEiZ 4L b 25469 FLAGOY 544 &, ¥z /if $ il
iT MD5 i H G A E 69 oh A A ey T o b 2 R AE N Flag AR (FKX: +
SRR FHE)

10. KL% AF 12454 B 1 ¥ 49 Python3 #2 5> L cloudattack. py, 1 1%4%
BB AR S5 %% 2 F R B A Oday BiF & =R RFFZEIR
5RORHMIE, MEZ 4L+ 25469 FLAGIO 4 %, Hizs it $il
it MD5 iz $ 6 14 B 09 oh A A8 69 T o< BRI 45 RAE A Flag fidex (B X: +
SRR FHE)

11. i8id Python3 A2 /5 4 5/ ATAL 5 X4+ cloudattack. py, 3k F¥eliR %
BHF2FERF BB, AT ZIR 5 5 ARIEAZ T 69 LA FLAG
Lo ey BN, HHEF BB MD5 B H 5 1A WA A AR+ o<
WL RN Flag i (BX: T#HFHE)

(W) F=HBEHLE%PH (300 5)

1B B4k 52 DON £k 6912 B2 4 TALIR, A AIR& BH%Ey, IR %
TR B 12 £ B AR ) AR R (LA T RB T E) ARE 2R IR 4 2 37w B
t AN ZERAHIRL OBEE (LCAENLT) FXEMEBiiTHE
Ko
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RT1: ZARE BREG A,

R 2: REZBPORFTRRZTIRFALTREL R LR,

# 3 mEF AR ;

R 45 C AR R GBAT A E N X, BUF FLAG AA R B RFVR S5 .

EEEIR:

EFE A AR TR AN X HIR SR 09IR 95 0 1-1024;

EE 2 AT RFAUR S B AT

% 3 EWENE THES, BRTADEFEL) REHETR S
AT

EE4: NMEAALZEHIFATIRS B0 Flag 14;

EED: FLAGIEAEFE T H/RIPIRF B9 E—BARR, 6 TKRIFIRSBIH
— A, ¥e W89 Flag (A G342, /root/flagxxxxx. txt LTHFRERL P, K 1K
st F3eHEy Flag A3 3 4, HLSAFFRI 1 kKA F¥ehal Flag {42k 3
o, BEASTFIeM Flag AR K ATRR —Kk, AXFRAHIFRRASE, B
Rt F ¥ bty Flag {4, FBlETE 2352 A 53ty P dit,

BHENTTE, BAAEFTARGWE A FRES, LT AKFLbLF
B9IR %25 o

R P &

1. ¥ L RSETRAELEGASENGRER, Z2RAEFRIGAEANGHEX
R, AR R R 3R R — AR,

2. YN LGRETRAGLEF LERE, ERE2FRI 4 LEGMRXR
B, AR R ) SR B — AR

3. ¥ LARMETRALEIHOLERE, ERAFRIIMHOLLGMXR
R, 5 A6 R IR AR 45 A R I — AR S HE AT R

4, BYEZGREGRSTROS T ZARLRITORE, LA KRBT
AEARAL AT B AR 5, -4 F LR R IR IR & A PR o

5, BUEAARBORSTRESTEFTREH KA, KA PFRIEFKX
B RFGIRS, AR RFE R R SRR

6. BUEZAAPTRAEL-EEALE], FTURILE, HAHAMY
695 1T AERIE] &2 LR,

wFAFTA WA RR L, REFH LG FRMGRSRIE, FRRE
H Ak F¥e bl 69 FLAG {ESE/T4R o
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