2018 F A EHIR V2R H L K RS IR
“U B A ETE 547 KRS $-08

—. EARN

9:00-15:00, 23t 6 ) Bt, A EBR K. WKEBFEu,

= RIAEE
—ﬂ- |
Ly A LA S RN |
B fa]
R T SN PEY 60
FeHhHes
BaFEGy | HH2 | A%RARERESG Y 240
EH1 | LB ENRELETF K 9.00-1 |60
- E%52 | EBF 5 SSL A 3.30 60
%%;1;%& 5 3 | Web 5 B &MRE % e A ' 60
a4 | IONP 3R K 60
’ T 55 | ARMBIEENR S % 4B 80
£% 6 | =M FRELENK 80
LR &8 30 7 4F
PR 7 i B 15 24 | o0
At A E s 4 45 55
=, RIAAEX

ARKRE, BAEARFERZZAREANBENGES, TP F NN EE2HEH
ETREG U Z P ey “XXKXK-BAER” BRRXEE, =, M BIFRENG L
AR B &R

HZFAAFEAUEORBEZITTEZI—NLH “GWxx” 89 #H£ (xx AL
HEy T2 5 HR), RAFH - BT ARE) “XXX-BAAER” HE AL RT.

Blde: 08 T4z, M EZAEUHLARBD RTEL “GN08” Lk, & “GN08”
A £ T AERE S AN “XXX-Z A L.

BHAHA: RAHEABRBETH “08 Tia” XA PARA—KITIZEZEL,
Kﬁ#&%%x#ﬁzﬁax#Zﬂ¢ﬁkwmlﬁLM, E WU ZiE T ¥

| 1



(—) RIAFREKE

1. MZieit B

PC1

2. IP ML ALX] A

—

-(l‘-—z.; . ¢ Intern
DCFW 2

——

X & AR o IP 34t POE LS
ETHO/2 10.0.0.1/30 DCRS
ETHO/1 218.5.18.1/27 PC (218.5.18.2)
% X3& DCFW 192.168.10.1/24
L2TP o L2TP 3 ht it
TR IP =4 20
ETHO/3 10.0.0.10/30 Netlog
VLAN 1002
ETH1/0/1 10.0. 0. 6/30 DCRS
ETH1/0/2 AP
T & 2% % DCWS | % 22 VLAN
VLAN 100 192.168. 100. 254/24
VLAN 101
ETH1/0/11-24 192.168.101.1/24
. ETH2 DCST
S B K s .16.100.
WEB = A %5 X 3% WAF ETH3 172.16.100. 2/24 DORS
= &% 3:HLDCRS | VLAN 1001 10.0.0.2/30 DCFW

| 2




ETH1/0/2
VLAN 1002
ETH1,/0/1 10.0.0.5/30 DCWS
VLAN 10 172.16.10.1/24 % 2
VLAN 20 172.16.20.1/25 %
& %E 32 VLAN
VLAN 30 172.16.30.1/26
VLAN 40
192.168.40.1/24 1
ETH1/0/6-9 92.168.40.1/ PC
& 7 VLAN
VLAN 100 192.168.100.1/24
VLAN 200
ETH1,/0/10-24 172.16.100.1/24 WAF. PC2
HEMRS % Netlog | ETH2 10.0.0.9/30 DCFW
ETH3 DCRS (ETH1/0/4)
& 2R %% DCST | - - WAF
3. A MBI &
& & AR % 78 3 3k BANFHEED | AF L %
7 K 5 DCFW http://192.168.1.1 ETHO admin admin
M B & %% DCBI | https://192.168. 5. 254 ETHO admin 123456
WEB &2 B F5 K 3EWAF | https://192. 168. 45. 1 ETH5 admin admini123
= B X #:#HL DCRS - Console - -
& % 2 3 HL DCWS - Console - -

& £ R %% DCST

S L“DCST & F A F &

&z

iR E&0BRINE HE D, 3 IP AR A F5K;
o BT R EEE IP RE T, BANIEANERE 0

a3,
(=) E—HgEs5H (300 4)
FERBEERIT
e RS

1 RIEF L IBA BT, %8B IPak A sk, *T WAF 69 64k, ZdE 0 IP dakit
TELE

) WAE M %364 BT, 48 IPXeak A%k, *F DORS 69 &4k, &40 [P #uhkit
TELE

3 WA W %364 BT, 4B IP ek ARk, *F DOFW 69 &4k, &40 [P #uakit
TELE

4 ARIE W 25 B4 B BT, 4288 |P 3k A4k, 3T DOWS A9 &-32 0 |P 3kt THALE .



http://192.168.1.1/

5 AIE W 4463 B BT, #:08 IP dhhk gk, %P DCBI 49 &4k, &40 [P #bhbit
ITELE

6 AIE W 24463 B P, 408 |P bk A4 %, /& DCRS 3 3:AL L 4] 248 &2 49 VLAN,
548 2 42 2 X VLAN,

7 RA#HAEABREHO T, 2RELE,

8 5 K3 ol - BL F 52 3L R 391 4 37 1)

42 ML RETEEGY (240 40)
DCFW:

1. 7£ DCFW EAz %, 4% LAN 420 FF 2 PING, HTTP, HTTPS, telnet #hft, &4
Internet 3 2 7 & PING, HTTPS %A% ; %4 netlog 3£ 0 4 DMZ X35, &3
L E R, iEA KA P kil id M5 3 netlog;

2. DCFW&.E LOG, it.3% NAT &4, Server IP 4 172.16.100.10. 7 /5 DCFW
E snmp AR %-, Server IP 172.16.100.10 A4AF 55 4 public8;

3. DCFW # A8 S BLE , 4 A L2TP 75 X AL9F M A5 30 Ao B P 645 52 3L 19 9 64 3%
B, B P %A% den2018, VPN dbhbio A s bt % ; S 39EL E 24 %%,

4, tb’?—ﬁc 58, RER PFAAA R, L&A F 5 Internet & &K A

2 4IGE, A K3E BT Web ihiE, K5 E 45 % 2018web;

5, ATAHEANARE L T, &AM A F 7R Internet /TR 424,
A X & 2 508 200M, AR & R P uASR ey R P IR AR 5T, B R £ 9:00
B TH 6:00 &N IPRATHBZEER 2Mbps L AER &5 1NMbps;

6. DCFW L&z & NAT 74k, 1% PC2 Ak a%:8 it Web 7 X E# & 2 5| AC, 3% 54
A 6668;) A IELE Ge4 R0k

7. f= DCFW 4&#&19&@&%%$%A%ﬁ%@%i&%%i 9:00-18:00 A M A 7 17 ] oh
Mey URL, RAER SRS S

8. BLE KL Web 58 K13 E&%Jﬁ@ 2O R &R P B PR W 3k Web
I AT Edmd) . ARA KRR P 29 Kk Web 9 & A2 &42%], 2SR %X
BT & “ﬁai” 1A 1, HFiLFMXB &,

9. DCFW AR X B & %K A Al P 7~ R84 % QQ F= MSN;

10. DCFW _E %z & (&4 A M A 7 37 4] www. tmal |. com FR%] 7% K A 7 %15 URL * #
A tmal | XEFGPTH Mk,

Netlog:

11. /£ DCB-netlog LB E, R &HFH XA FHRX, ARELEo HFR
HEo, ZRKFAMIFFE Internet 23 AT B &,




12.

13.

14.

15.

16.

17.

WAF :

18.

19.

20.

21.

22.

72 DCBl-netlog LA &, B#EE —ZF A 9: 00-18: 00 L& A 7 Frie W&
%1564 URL P 6,4 tmal | 6 HTTP 5 B]90 &, JF HLupp R % &%,

F£DCBI LELE, AP EAN], 3T HLGFXEFOE “RM” 6, T
TR

72 DCBI EBLE, 4# DCBI 7 435:\:\%4*77‘?&75\:\ 128, RS E IP
172.16.100. 20, 3% 25 25, WK% test8dcn, 4D test8, % DCBI &% #1{%
A EAR L 7% K % — R IR,

fDCBI EFLE, 5 DCBI 09 B EZ & RZEFHERS S, BERSE IP
172.16.100. 10, community &5 public3;

£ DCBI EALE, ¥4/edE admin ik 7 DCN2018, 545 dcbi8888, %k & X A
T B PR &0 B B A g3 8

DCBI Bt & & A & % 48 “P2P F#.” , UDP thiXss o 5 3¢ B 40800-42000,
AJA—ZFE9: 00-18: 00 %42 LAN P FrA B P& “P2P FT&” it %k
HEE;

FEWAF EBLE, NS ARA —6 WbIR 525 A5 WAF, |P Xnk 2
172.16.100. 30, %0 & 8080, # ¥R %i7FI B E. Web 54 B E. IRE K
BHELEZE syslog HERS X, syslog HEIRSEE IP it £
172.16.100. 10, UDP &) 514 3% ;

FEn B B WAF LB E , B HFEHE, HE&EREEFEF LATNG (K
i# %) DON@digitalchina. com) & 4313 77 X (K% %] 13913814949) K £ 4%
R,

FEN 8] B39 WAF LBCE, 200N IP #hk (218.5.18.2) 5P M bR 4
%, RsERES IPAZ 172.16.100. 30;

FEN B E ARG WAF BB E | ok 3tk IP dedbadanta) ) K% K26 B &iF
X, wh/A S| Wb EFHIRF . KREIHKAFIMEA : FF K71 AT 4500 K
HK

A WAF LBLE JF B 3T sessioncookie & CC 547, & Kk iF K4 A 4500,
A it g 47 LI ;

DCRS:

23.

DCRS 4 N3 3AL, A 223% A 55 1k MAC Mo bk 55 i 5 & | iF B B 3% 0 40 4
AR5 VLAN 8935 0 5% % 52 5] 8] 40 /N MAC e hk, R A B AL LG 4
%}umuiiﬁl‘i, % "he);ﬁ_/nuiﬂ‘/ii LOG H & 5 HE4E PCT 94 7’7'1;‘}%%5—
O, [RE R AF PC1 69 MAC 3bht v VAE 32,

24. Fi% 3% DOFW &9 &) iR = 4u1% £ Netlog # 47 M i Fe 0477

25.

FF )5 % ARP 1234 2 % , {2 B 18] P 5% 2 K 2] ARP 3t & A2 1T 50 /2N & & K &,
DOWN 7 t3% &1 ;



26.

27.

28.

29.

30.

JE ) 8) B2} 69 DCRS _EBL & 3% 0 37754 M] (Loopback Detection) , Frakzk
B VLAN200 #: 0 F a9 5% 0 31 3%, B E A 18 IR 0 a9 4 M B 9] 18] 3 4 30
A, GRS 694 B ) 18] 3 A 10 AY

AT IEHENRL% PC, &2 P ETH1/0/10 0 FF 2 DOT1X iA4E, B E A
JEAR 425, IP Xhk2 172.16.100. 40, radius key £ dcn2018;
RABMTF o imAL 6 32, 4& B SSH 77 X k-5 % DCN2018, 574 % 888888;
VLAN20. VLAN30. VLAN10 A /R Bl 538 IP 3ht 75 X, DHCP R 435 &
AC L& E AT/ bt A 4% & w bk VLAN4O F] P 4u.3h A 3K B |P, DHCP server
# DCFW;

FE AL _EBLE | £ R A VLAN200 ] P & £ gE e ia] (J5]-2] J& £.8:00 %] 18:00)
M 3% 1] VLAN100 £ |IP;

31. AR, HabIEked MAC 3eht 5 IP X ht 45T 69 ARP KB OB E A arp 4o
M 7y RE, VLAN3O J 7 &9 ARP [&{& % 80;

32. 47 Frak VLANAO R Bt arp #3R, & ZA LM EF B ip dhep snooping
HEZDTYHZAF;

33. /£ DCRS LA % , AL X & enable %45, %45 % den2018, H AR Fik&
B ol ZRIE # 3 N\ enable % A5 4 A8 3t N AR MUY BT B AL X ;

34. DCRS AL E, VLANAO #9rn R4ED I B ) @R FEIpF 0 ek, 28X EHR
2800pps;

DCWS:
35. AP i iT optiond3 7 X iHATIEH iE A _E &, AC Heht % & 32 VLANIP;
36. X E SSID DCN2018,VLAN10, Au % 4% K, wpa—personal, H & 4% GSdcn2018

37.

38.

39.

40.

S8

i% & SSID dcntest , VLAN20 JRutATiAGEA %, AR & BT & (4 8,0% SSId,
dentest K ZHEN20ANA P, AP EABERSH, 3 dontest W& 34T
1=, BT F IMbps, T 47 % 2Mbps;
WA EHRIENLIRR S LR KEHLRET, R E P mmIKRE P 3%
“WR” |, JKRE P imIE T KEF T2 140,
WAL E B ik % AP A= AC 48R BT % 694 & A IEE 32 Ml 4L CPU TR, 4
B AP 5 ACE10 54 NELHES AR FA TSRS ERE, B DEBIK
BT
AC 7 Jz Web ¥ 32, K5 %57 % DCN2018;

(Z) H=_MEiEH5H (400 4)

HH1: SHLBENXEZLETR (60 5)

A REHA
HEM:
E . MEARAE R A I AP 8 R WAL



W IEAIRAE R 4. Windows7 64 45380 Ma
RAMIEE R4 1: Ubuntu Linux 32bit
JEAIAIRIER 1 XK T HE 1: Python3
BAIIIERIE R 1 2 T B 2: WireShark
MBS RS 1 X T L 3: GCC
JEAMAR F 5 FZ H e X Z: Bridge (#74%)
R P 4: root, FAL: 123456

JEWAPLIRAE A % 2: CentOS Linux 5.5
BRI R e T A 1: GCC
JEPERAE R GLe ¥ T A 2: GDB

R P 4: root, FAL: 123456

e

R %% %7 : Web Server

MR %R = 1R4F & % Microsoft Windows2003 Server
JR% B %% M %/ TE1: Apache2. 2;
REBH=2FEIRS/TE 2: Phpb;
REB=2EMRE/ITE 3: Microsoft SqlServer2000;
HEHAE:

1.

Web 17 Pl ¥e iR 55 %, TARATHES: a. 3EN"/"->"Display
Uploaded's File Content" W d, *Ti% M @ #EiTH5EMNK, £ @
DisplayFileCtr|.php & 2 DCST *F #9 WebServ2003 IR %25 77 5] B & A%
AppServ/Apache2. 2/logs/access. log B9 & b. SEAFHIR S 2R 9=
#9 C: \AppServ\www E &, 3 %] DisplayFileCtrl.php #2 5, 1%
EditPlus T HE 547512 PHP RAZ R, A2 °T LAdKH AR L5 & )
XitA2, 35 DisplayFileCtrl. php 42 /% % & = £ 49 FLAGO1 545 &, ¥
BT BB MD5 32 L G A W Ay e A e TN B A 2 RIE A Flag a2
(BX: TstHFHs) ;
WG ARAESAE 1 PadDisplayFileCtr|. php BAZF, 122 7 KA
PpAAE 4 B 1 ey 5 &M X342, B DisplayFileCtrl.php 425 %
¥ F SR 69 FLAGO2 F- 4% %, 1% 3 45 & i if MD5 2 H /5 4 W d9oh A {E a9 +
NEHREREEN FlagfaRrx (BX: T FHE) ;
PG AAE SR B 1 a9 DisplayFileCtrl. php JRAZF, 482 7T AL
PpAAE 4 B 1 P ey 5 &M X342, B DisplayFileCtrl.php 425 %
¥ = SR 69 FLAGO3 F- 44 % , 1% F 45 & i if MD5 iz H /5 14 W d9 o5 A {69 +
NEAFEREMEN FlaglaRkx (BX: tx#H8FHF%) ;
PG AAE SR B 1 a9 DisplayFileCtrl. php JRAZF, 482 7 AL
Pp AL 4 B 1 ey 5 &M X342, 4B DisplayFileCtrl.php 425 %
¥ F SR 69 FLAGO4 F- 44 %, 1% 3 45 & i if MD5 iz H /5 14 W 4995 A {E a9 +
NAFEREMEN FlaglaRkx (BX: tx#H8FHF%) ;
PES T AE SR B 1 a9 DisplayFileCtrl. php JRAZF, 482 7 AL
PpAAE 4 B 1 P ey 5 &M X342, B DisplayFileCtrl.php 425 %
¥ = SR 69 FLAGOS F- 44 % , 1% 3 45 & i if MD5 iz H /5 14 W d9 o5 A {69+
NEAFEREMEN Flaglakx (BX: tx#H8F5%) ;



6. WHEBHE AL A 1 P4 DisplayFileCtrl. php (BRALF, 1% 7 VAIK
AL SA A 1 PRy B EMNRiE42, B E DisplayFileCtrl. php 425 %
T Bty FLAGOS F 4% &, 1% 5 44 B il it MD5 i3 )5 18 & 49 va A {5 69 +
NEHIE RN Flag AR (BX: +stdl55%)
1242 FaE3E5SSLER (60 %)

A IRE L

HEM:

ER D BEMIE R A AT 8GR B

W FEAIERAE R %: Windows7 64 {238 A1 0&

J& WAPLIEAE R 4o Microsoft Windows2003 Server
EWMBEER G E T E 1: Microsoft Windows CA R %
JE WAPARAE R a3k T B 2: WireShark1. 1

AP F EHIEAR FZ R 89X £ : Bridge (#7d%)
B P4 administrator, B4L: 123456

§Eﬂ%:
JR%-%3%: Windows Server
TRE B % %: Microsoft Windows2003 Server

HEHFRE:

1.

BRMEIEE user RYEHFH—FLER, BAZLRFHAF L. 55
128, BT AEIFF IR 525 %5 Web W@ login. php, & FIeiL
Web & %, Fm 7% FJ5, Web T & 3 i 49 F 4 & i@ i3 MD5 12 H /5 12 =1 %
ARG TR L RN Flag (R (B Tx#taF/H$)
BLEBR, i R FeMHIEE user P F—FIL R PR P L, FE LK
FTEAK sE, AT EI LT A S A4 WireShark 3t 35 butrde bl 8] 49 3
Prt FHATHIR; AL RIEHIIRS Z 5 Web W@ login. php 25,
3 E AR FIEH Web b B AN AE 69 S I3t F HAT 54T, FF http 5 K3+ £
A9 B H 3R F 45 B8 1T MD5 12 H )5 1R B S A B A T oS Bk B 45 RAE A Flag
AR (B TxstdFHE) ;

i 1T SSL (Secure Sockets Layer) fRi4F A =FHHLE] fehLz 18] 69 HTTP iR
=, BLEYARIEIR LA : www. den. com, FRAE F Fe LA IR E user &
FHE—FRFTFPORF L. BAELETEIRE, TFLENT LK
# WireShark 33 HUAnJE L2 1 89 S0 4834 £ 34T 338 R B Rem
R4 2% % 7% Web W@ login. php ZJ5, 3L ALE FIeht Web b = 3)1F
BRI R BAT AT, R E DN R ESAEA 2K Tt H SaE
it MD5 iz H )G 14 W oh A B 69 +os it #1245 RAE A Flag 4R (X2 +5<
#HHFHE)

i 1T SSL (Secure Sockets Layer) 4P =FHHLE| FehLz 18] 69 HTTP iR
=, BE¥AMRERL R www. den. com, FRAE A LR E user £



FPE—FRNRFTHRA P L. FAE LR RENRE, ITFLENT L
# WireShark xt s ALAe e Lz ] 69 AR L BEATHFK; R B R
R%-2% % Web W@ login. php Z &, XT3 EHEHE FIehl Web 3& &5 1F
OGRS AT AT, KBRS 2 AN R ERENZKE ‘l’k%]*ﬁ'fﬁk
if MD5 12 H )5 18 W oh A {EAG T o #4125 RAE A Flag AR X (X + 5%
BEFHE)

i@ 1t SSL (Secure Sockets Layer) k47 R I FHALE| Fepz 8] 69 HTTP iR
7, BEARIKEIRE A : www. don. com, FRAEF e IE E user &
FPE—FRNRFTHRA P L. BAELEERENRE, ITFLENT L
# WireShark xt s ALAe e Lz ] 69 AR L BEATHFK; R IH & R
MR %% %% Web W& login. php Z /5, Xt sUEHHE FIehl Web 55 &5 1E
’J*U%ﬁ?ix\ A, KB E 3 AR EKAEN F K E 3R #EE
‘f MD5 iz H J& 18 Bl oA B 69+ 5x #E H 48 RAE A Flag (4R L (X2 T«

?ﬁ$)

xﬁli SSL (Secure Sockets Layer) fR47 A FHHLE| FehLz 18] 49 HTTP iR
7, BLESHMER L R www. don. com, FRAE JH e LA IEE user &
PHE-FRRFORPF L. BAELEFTEMR S, STFENT LR
#Wm%mkﬁ&%ﬁ%%ﬁi@%%%ﬁ?kﬁﬁﬁ AR B T FEH

%% Web W@ login. php Z /5, ST FHHE FIeh Web 3k &304
9 *U}%R‘f ?ix\ SHT, BB E 4R R ERIES K E TR $EE
fMD5 2 G IR E A ARG Tt H 2 RAEA Flag AR (A 5%

?ﬁ$)

£4% 3: Web B B FZR X 524 F K (60 %5)

57 B H A

LHML:

ERE BEAGE R A AT 8GR P
W FEAIRAE R % Windows7 64 {238 A0 0&
JE PP & % Ubuntu Linux 32bit
JEWIAIRAE R 2 T E 1: Python3
JEWPIRAE R X T B 2: WireShark
BRI K E5HEHHFZ E X % : Bridge (#7r4%)
B P 4: root, %4L: 123456
JEWIMIEAE R4 2: Cent0S Linux 5.5
BEAIIARIE R e X TR 1: GCC
JEMPIREAE R ek T E 2. GDB

B P 4: root, . 123456

e
R %% 5} = : Windows Server
RE BT FE % : Microsoft Windows2003 Server

R% % 5]% FTP T#Jk % A P % : anonymous, &E#L: 123456



MR35 %% FTP THIR 352 : 2121
REBF=FIP L4EIR % A F % : anonymous, %4%: 123456
RERHZFIP LR S50 21

HHFRE:

1.

VAHTTP &6 77 XAT7F DON A2l W 56 £ T, 4k 48 & kA8 4 423t N\ DON & &
PR E, B Web & AL P 5 E MK T ik RAFFEAUARSE A2 T 89 A
flaginfo ¥ &9 F 5 &, 454 F i 8L MD5 12 H )5 18 B 5 A 869+ o<
HH ERAEA Flag iR (B Tx#HFHE)

2. MIeHIRS B %5 FTP IR %% F F & 34 productinfo. php, 4545 i% PHP
A2 XA, A£1ZAL 7 R AL A KAE 55 1 A P 89 Web & JAAZ 7 5%
RAARRITEAG Y, B EZ LAY P 2549 FLAGOT 5 %, Kz 57
%38 it MD5 i2 H G A e A A Tt Rl RAEA Flag fE#2 (F A
TR FAEE)

3. WMELRmBAILESF 2T PHP A2 5 LA, AL 1ZA2 5 5% ILAE 25 3F A AL 5
1P Web & AR HEMNKXIRAITELEGY, BREZI4 L P
= H ) FLAGO2 F 45 %, F3% /4 % il i MD5 12 H )5 1R B oh A i 69 + o< it
FIE RN FlagARR (BX: +x#tHF58)

4., B IME AL S H 2 AP 65 PHP A2 F- X AF, (£ 1542 5 KA BT KL%
%1 AF e Web o AAZ R B &N X IRRITEEGY, REZLH ST
= 409 FLAGO3 F 475 %, F3% 5 /4 % il i MD5 12 H )5 1R © b A i 69 + o< it
HIE RN FlagARR (BX: T4 F58) ;

5. MELHmBALSF 2 AT PHP A2 5 LA, AL 1ZA2 - 5% ILAL 95 3F A AL 5
1P a Web o AR B &N RXIARRITEEGY, REZLH S P
= 409 FLAGO4 F 475 % , F3z /4 % il i MD5 12 H )5 1R Eoh A i 69 + o< it
HIE RN FlagARR (BX: T4 F58) ;

6. WLmBE AL F 2 AT PHP A2 5 LA, AL 1ZA42 - 5% ILAE 25 3F A AL 5
1P h Web o AAZ R B &N RXIRRITEEGY, REZLH S P
=569 FLAGOS 5744 %, ¥z F /4 %18 i3 MD5 12 H G A w b A ay + < it
HIE RN Flag AR (BX: T4 F58) ;

7. ¥ %RAEEF)E 69 productinfo. php A2 5 AF L4 £ ¥ AU FTP IR %, JH7E3%
FHHHIE I KAE S B 1 R P AE 89 Web & AL 7 5% MK, 77 ik 5t e bt
v maR, et Web T 7 i 69 545 & i@ 1T MD5 & H )5 2 W 6995 Ay
e T # L RXEN FlaglAR (B Tx#8FHFF) ;

4% 4: ICMP fax55 & AKX (60 %)
£ HF BB

HEM:

EE BEAUAE R A 2 AL 89 R DAL
W IE IR # % Windows7 64 {5 3EA10k
JEWALEEAE & 4 Ubuntu Linux 32bit
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JEAMLARAE B S T A 1: Python3

JEAMIRAE R 423 TR 2: WireShark

JEAMAR K 5 AR FZ H )X Z: Bridge (#74%)

R P 4: root, FAL: 123456

JEWAPLIRAE A 4 2: CentOS Linux 5.5

JE AR 2 R FE T H 1: GCC

JEDABULIRAE 2 AR FE T H 2: GDB

R P 4: root, FAL: 123456

ﬁﬁﬂ%:

AR %235 % : Windows Server

R %5 %18 4F &A% Microsoft Windows2003 Server
fR%235 %% FTP T #MR % A P % : anonymous, %#5: 123456
R4%%%% FTP TH R 43%0: 2121

R %235 %% FTP LAk % A P % : anonymous, %#5: 123456
%35 %% FTP LR 550 21

EHAE:

1.

MIEMIR 55 %569 FTP JR % 5 F T 2 LA scan02. py, 4»4% 1% Python3
L LA, AEZAZ R 57 LA S E AT I AL 4T 89 ICMP R A 69 2 hL e & 4R
MBFEMR, HEBZ IS P =5 FLAGON 5%, HizgF sl
MD5 32 H-J& 2 & 84 % A (B 69 + o< 41 45 RAE A Flag (R (B X +ox
R FHE)

Y B Y AR 1% AL S8 B 7 P 89 Python3 42 /5 XA scan02. py, 1£1%42 5 5%
I S Lt e it 4769 ICMP R AL 69 £ HUie SR AR 5 F 1K, 38 B 3% 5L
% o 2 B by FLAGO2 F 45 %, 1% F 4% b 18 i MD5 12 6 18 & 6974 1A
ot h L FAER Flag AR (BX: T FHE)

Y B U AR % AL 58 B 7 P 89 Python3 42 /5 XA scan02. py, 1£1%42 5 5%
LA K FE AU Fe AL IT 49 ICMP £ A 69 £ ALE RARM A FE MK, 34 B % L
% o 2 B by FLAGO3 F 45 &, 4% F 4% b 18 i MD5 12 6 14 &) 6975 1A
ot h L FAER Flag AR (BX: T FHE)

Y B Y AR % AL 54 B 7 P 89 Python3 42 /5 XA scan02. py, 1£1%42 5 5%
LA K FE AT Fe AL IT 49 ICMP £ A 69 £ ALE RARM A FE MK, 34 B % L
P& oF 2 He by FLAGO4 F 45 B, K% F 4% B il i MD5 12 6 18 =] 6975 1A
T osEh 4 RAEN Flag iR (BX: T#HHFHB)

B YRR AL 54 B 7 P 89 Python3 42 /5 XA scan02. py, 1£1%42 5 5%
IUM K FH AT St 1T 69 | CMP £ 49 F AU K AR M5 & MK, 3 B 3% T
P& oF 2 £ by FLAGOS F 45 ¥, K% F /% B il i MD5 12 5 18 =] 69754 1A
T osEh L RAEN Flag iR (BX: +#HHFHB)

i@ it Python3 42 /7 ###F B ATA2 B LA scan02. py, WizAL F L AFRAT
BRI TEREY, RIMEHEFBEAUTHR (BB 1HGE1ANAF
FREIATHREIANFH), B XFHEEIM5ZHEEE
BB ARG TN BRI RAEA Flag (BIR L (B T x#HFHE)
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4 5: AP NSEZENRXELL2mMmE (80 %)

5 RE B

HEH M

EE T BRI R S S 8 R AL

W IEAIRAE R % Windows7 64 4538 A0 Ma

JEWALIEAE A % Ubuntu Linux 32bit

EAIRE R G T A 1: Python3

BWMBEER % E T E 2: WireShark

JEAMAAE F 5 AR FZ H e X Z: Bridge (#74%)

B P4 root, %Ah: 123456

JEAIAUIRAE R 4 2: CentOS Linux 5.5
AR R A TR 1: GCC

B AR R 3 T A 2: GDB

B P4 root, %ih: 123456

e

AR %235 % : Windows Server

%57 1R4F & % Microsoft Windows2003 Server

R BF=FTIP THIRS A F % : anonymous, %4L: 123456
%55 FTP TH R 53%0: 2121

R B FTP L4£IR % A F % : anonymous, %4%: 123456
%5 %% FTP LAER 5550 21

EHRAE:

1.

72 DORS AT J5 £ A PRI, A as A PR A X A AR 8 £ i AR P,
DCRS 3 4L 69 & s A WA e 28 H 0, Bk W % b B4 3 37 % ; 4% DCRS
THRAVA LB E A BN FENATH X (4 144 2| |44 n),
FF53% 5 Xl 1 MD5 32 H 5 18 & 995 A 1B G + o<t 4 48 RAE A Flag iR
X (B T#HHFHS)

MIeHUIR 5 5 % = 89 FTP IR 4 & F T & U4+ stpattack. py, ¥
Python3 42 5 L, {#£1%4% 5 52 3L Take Over The Root Bridge & & M|
KA, RBIZMH Y P25k FLAGOT F 4 %, iz 545 @14 MD5
15 H G 18 ] 6 A ARG T o BRI 45 RAE A Flag (42 (X0 o5t 4
FHE)

Y %2 R #1% Python3 A2 F A%, 481242 5 52 ILE) A4E 4542 2 F Take Over
The Root Bridge & & X 20 A, 34 5 % LA 5 P 2 H 4y FLAGO2 F 45 &,
FiZ F 55 8L MD5 2 K5 18 = 4G e A A8 o sh | 45 RAE N Flag {42
X (HBR: T#HFHB)

Yk 2 Y 4 3% Python3 AZF A, AR 1ZAZ 5 52 I A 472 2 F Take Over
The Root Bridge & & X 20 A, 34 5 % LA 5 P 2 $ 49 FLAGO3 545 &,
FiZ F 55 8 L MD5 2 5 5 18 = 4G e A A8 o Bh ] 45 RAE N Flag {42
X (HR: TxHHFHEB)



5. W4 %4E% Python3 42 5 XA, 1% 1% 42 B 52 HLIE) AL 444 2 & Take Over
The Root Bridge £ & M|iX 7 At , 38 5 1% LA+ % o 2 4k 69 FLAGO4 F 4% %,
Fiz 5 5 BB MD5 35 G R W a9 A e T o Bt 42 BAE A Flag 4R
X (HBX: t#HFHSB)

6. WL %AE% Python3 425 4, 45 1% 42 B 52 IR A AL 442 2 & Take Over
The Root Bridge & & MK 20 A, 34 5 % L AF % F 2 £ 49 FLAGOS 545 &,
FiZ F 44 B 18 3L MD5 35 F 6 38 =) 6995 A B 69+ o BRI 42 AR A Flag {A4R
X (HX: t#HFHSB)

7. @it Python3 #2 F- i 45 & AT 5> LA+ stpspoof. py, # &% DCRS R #%
WA B BAR ID 8912 8, HFizfz &8 ARTHX (X: XX:

XX: XX: XX XX: XX), ﬂ‘4T17ﬁ/:3&531‘47§“$1\ it MD5 & H )5 i W 6995 A i e+
N HERER Flagfif’ex (BX: T3t %FH5%)

8. FACLHE DCRS 3 A%AUA s A p UARAR 4P 42 2451, [E.E Take Over The Root
Bridge & & MK, ¥ DCRS K AAVA LB E 4 A RT3 N AT X (4
éHW7 2|+ |44 n) |, EFEH Rl i MD5 & H 5 4 B A9 oA A BY
Tt a g RAEA Flag 'fﬁ%&x (BX: T#HFHE)

4% 6: =IRFELBFEMNRX (80 %)

53R B

LHEMpL:

ERE BEMGE R A AT 8GR P

W FEAIRAE R % Windows7 64 {238 A0 1&
JEWAEEAE A % 1: Ubuntu Linux 32bit
EIMAIRER 1 % FE T 1: Python3
RWIIRIER %1 %2 T E 2: WireShark
RAIRIER %1 %= T E 3: GCC
WKWK E5HEMRFZEa% R Bridge (Hrd)
AP %: root, %4h: 123456

JEWIMIEAE R 4 2: Cent0S Linux 5.5

JE MR R ARE T E 1: GCC
JEMPIREAE R ek T E 2. GDB

R P 4: root, %#h: 123456

Yo

%% %% 1: Windows Server

5B %1B1ER%: Microsoft Windows2003 Server
%5 a 189 FTP THIRS A F %: anonymous, %#L: 123456
R H%7% 168 FTP THRIR S350 : 2121

MR%%5% % 1 6 FTP L4 R%F F % : anonymous, %#h: 123456
TR%%%% 169 FTP B R 4580 21

% %% 2: Windows 7

RSB % 2R %: Microsoft Windows 7
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HHFRE:

1.

IR S35 5 1 69 FTP IR %% + T # L+ cloudattack. py, ZmiFi%
Python3 2 5 X 4, &A%/ F @ e bR 5 £ %% 2 P L A Oday
RIFGZRFREFZZRF B RSHMIR; £ & cloudattack. py 425
A, BB IZ IS b 48 FLAGOT F4 %, ¥z 54 %1813 MD5 i5 5
JG R s AT R T o BB 4 RAE A Flag {8 () K. <3t # F4F
%)

WL AR iZAE 54 B 1 P 49 Python3 #2 5 4+ cloudattack. py, 11242
FRAddemRs 5 %2 v LA Oday BRG=IRS RKFiZZIR
5B RB[AIRE, HEBIZ MY b 246 FLAGO2 /5 %, iz s/ Bl
iT MD5 i H G A E 69 A A ey T o b I 2 RAE N Flag AR (B KX: +
R FHE)

Y5 Y AR % 4E 52 B 1 7 49 Python3 #2 5 X+ cloudattack. py, 1#i%4%
FRaddemRs 5 %2 v L LA Oday BRG=IRS RKFZZIR
5RO RHMIE, HMEIZH Y b 2469 FLAGO3 /5 %, ¥z s /4 i
iT MD5 12 H G A E 69 oh A A ay T o b R 2 RAE N Flag AR (B KX: +
SRR FHE)

Y5 Ym AR % E 5L B 1 7 49 Python3 #2 5 X4+ cloudattack. py, 1#i%4%
FRaddemRs 552 +vE LA Oday BRG=IRSRKFZ=IR
5 ROR G, B Z 4L b 25469 FLAGOS T4 %, ¥z s/t $ il
iT MD5 iZ2 H G A E 69 oh A A ay T o Bt R 2 R AE N Flag AR (B KX: +
SR FAE)

WAL AR IZAE S AL B 1 P 49 Python3 42 5 X+ cloudattack. py, 1#1%4%
FRaddemRs 552 vE LA Oday BRG =IRS RKFZ=IR
5RO RPN, HEZ 4L b =469 FLAGOS F74 %, ¥izF /4 $id
iT MD5 i H G A 69 oh A A ey T o b 2 R AE N Flag AR (B KX: +
SN FFAE)

WAL AR IZAE S AL B 1 P 49 Python3 42 > X+ cloudattack. py, 1#1%4%
FRiddemRs 552 vE LA Oday BRI ZIRS RKFZ=IR
£ BWRGMIR, BEBEIZ 4L b =469 FLAGOS Fi4 %, ¥izF /4 %8
i$ MD5 32 H G 34 B 0 oh A A8 69 T o< R 4 RAE A Flag AR (B X: +
SRR FHE)

WG IZ L 54 B 1 P 49 Python3 42 5> X+ cloudattack. py, 1£1Z42
B R ILE e UR £ B %5 2 b X B A Oday BF & =R 5 R RIFiZEIR
(BRI, BEZ 4L b =469 FLAGO7 F54 %, ¥izF /4 $id
i$ MD5 i3 H G 34 B 0y h A AB 69 T o< BRI 4 RAE A Flag AR (B X +
NEERFHE)

9 % AR % AL S B 1 P 89 Python3 42 /5 X cloudattack. py, 1#1%4%
FRILE e UR £ B %5 2 b X B A Oday BF 8 =R 5 R RIFiZEIR
5RO RGHIE, HEBZ LMY b 2549 FLAGOS 54 %, ¥z 5/ $id



it MD5 iz B G R B dgeh A6y ok Rl FAE A Flag fa42 3 (B X +

FNEFFHE)
9. AESIRAZALHALE “Péﬁ Python3 42 X 4 cloudattack. py, 1 %4
ﬁi%iﬁii%ﬂﬂﬁ%‘% 2 F & A A Oday 7R 69 =R 5 R k3% = Ik

F BB R B MIR, iﬁ%‘mu%é o 7% 4k 6 FLAGO9 54§ %, 4%17%@%\
1T MD5 iz H G A T a9 A ARG T ot Rl R A Flag AR (FX: T
NERFHE)

10. WL %%t 54 B 1 P49 Python3 #2 5 S+ cloudattack. py, 1£i%4%
Bl RSB %2 P B4 Oday BAM =R &R FTE=R
FEERFMIR, H mfsu%é o2 Hedd FLAGTO 545 %, 4%17%47%\
i MD5 32 H 5 14 B G A A AL GG+ o B4 45 BAE A Flag MR (B X +
NERFHE)

11. Jﬁli Python3 ﬁi/?’ﬁ%% S AT R LA cloudattack. py, FRAFIHUR S

DT 2P EREFBORBMIR, AT ZIR 5 BRI T 69 LA FLAG
é¢%?ﬁ$ﬁmﬁ,%ﬁﬁ?ﬁ$kﬁM%§ﬁFﬁ oA A B G+ o5
A ERAEA Flag iR (B T34 F5F$)

(W) F=HEAEHPH (300 4)

182 &A2 1% F & DON k6913 82 A TALIF, R wiRF 5694,

TR G AR A BT P A AR R R (LA T BR3P &) AR "‘%RTJ&XT}]&XU‘;:&
+£ TP Z BERAHRLZAEEE (ACARILETF) X EMEEHT
Ko

RAN: i?%f%%—ﬁ:ﬁi#%

BT 2: REB P 69RTF T /8 2 PR R AL T 8 2 & kR

R 3: BB

R 43 R C A RINE GBATHEN R, BT FLAG (A H R B HFRE 5

EE $Iﬁ

EE 1 AEFTIRETRRRAA KXFIRSE IR 350 1-1024;

pE - 2 TSRE XT3 PR 5 58 347 K

«ia 3: BB (AT+HAE4%, BARYT IR I TN SHAEAT IR 4

T8,

Ji%4 TFAN BT TIRH 369 Flag 14,

A% 5: FLAGIAABE TR IRF B E—BATIR, BETHRIFRFSSXA
— A, ¥e9 Flag {E G284, /root/flagxxxxx. txt LR AL P, 1L
5t F¥ehieg Flag {1E38he 3 4, LM FRI 1 X8 F¥ebldd Flag {E4=rk 3
o, FAITFrALE Flag 187 G4 EJ TR —K. EERANTHEARE, &
AT F e ey Flag {E, RIS 24525 FehLay |P Hoht,

BEZIANTTE, S aFTUABREWE A FORSE, LT ALE bt F
AR %2 o

R 7 &
15



1. Fe L@ RETRAEAGSENGRR, ZREFRIGLSENGHX
Ry, AR R R 3R R — AR,

2. ¥ M LayRSETRAGEE S LERF, 2REFRI L4 LEGAXR
By, R R ) 3R B — AR

3. ¥eM LG RMETRALEI LS RHE, BREFRII 4O 20MXR
B, 5 A6 R A4 SR I — R AR H TR

4, BERAREOIRSTROS T ZARAIITHRE, £8P K3z
AR AT B AR 5, -4 A 2R R IR IR A A P o

5, BUERARMBYRSTROUSTEFREH R, KA PFRINLEFTRX
R IR S, AR RF IR R AR

6. BUEZAFPTRAEL-EEALRE]], RFTUERILE, HAHAME
06 T AAERIE] R AR o

W F @A A BT RR S, R R A F AL R SR, IR F
H bk Ffe bl by FLAG /A3 /TH .

16



