2018 F A EHIR V2R H L K RS IR
“Uz B A EE 547 KA S5 $H-03

—. EARN

9:00-15:00, 23t 6 ) Bt, A EBR K. WKEBFEu,

= RIAEE
—ﬂ- >
sxmg | EEH ERES ARW |
B fa]
P s | AnTes 60
FEHB A
% & BT E 5 AP 142 | M ALE&ERE 5% 240
51 | A ENBTENRKERLETFR 9. 001 60
o~ st 1% 2 »%%%s&gm 330 60
c bty | EH3 [ Web B B ENKE %o T K ' 60
et piege | EF4 | IONP HEEBE MK 60
g P 245 | ARKIGEE MR E %4 e 80
4% 6 | =R 524 B E MR 80
P 3705 30 5 4F
S Z i [ 1558 [ o0
o485t d 2 9% 45 5%
=, RIAAZE

ARKRE, BAEARFERZZAREANBENGES, TP F NN EE2HEH
ETREG U Z P ey “XXKXK-BAER” BRRXEE, =, M BIFRENG L
AR B &R

HFARETEAE U AR RTTEZ-/ANLH “GWxx” 89 E£ (xx AL
HEy T2 5 HR), RAFH - BT ARE) “XXX-BAAER” HE AL RT.

Blde: 08 T4z, M EZAEUHLARBD RTEL “GN08” Lk, & “GN08”
A £ T AERE S AN “XXX-Z A L.

BHAHA: RAHEARBEITH “08 Tia” XA PARA—KITIZEEL,
Kﬁ#&%%x#ﬁzﬁax#Zﬂ¢ﬁkwmlﬁLM, E WU ZiE T F:

| 1



(=) RIAFREKE

1. MZieit B

PC1

2. IP ML ALX] A

—

-(l‘-—z.; . ¢ Intern
DCFW 2

——

X & AR o IP 34t POE LS
ETHO/2 10.0.0.1/30 DCRS
ETHO/1 218.5.18.1/27 PC (218.5.18.2)
% X3& DCFW 192.168.10.1/24
L2TP o L2TP 3 ht it
TR IP =4 20
ETHO/3 10.0.0.10/30 Netlog
VLAN 1002
ETH1/0/1 10.0. 0. 6/30 DCRS
ETH1/0/2 AP
T & 2% % DCWS | % 22 VLAN
VLAN 100 192.168. 100. 254/24
VLAN 101
ETH1/0/11-24 192.168.101.1/24
. ETH2 DCST
S B K s .16.100.
WEB = A %5 X 3% WAF ETH3 172.16.100. 2/24 DORS
= &% 3:HLDCRS | VLAN 1001 10.0.0.2/30 DCFW

| 2




ETH1/0/2
VLAN 1002
ETH1,/0/1 10.0.0.5/30 DCWS
VLAN 10 172.16.10.1/24 % 2
VLAN 20 172.16.20.1/25 %
& %E 32 VLAN
VLAN 30 172.16.30.1/26
VLAN 40
192.168.40.1/24 1
ETH1/0/6-9 92.168.40.1/ PC
& 7 VLAN
VLAN 100 192.168.100.1/24
VLAN 200
ETH1,/0/10-24 172.16.100.1/24 WAF. PC2
HEMRS % Netlog | ETH2 10.0.0.9/30 DCFW
ETH3 DCRS (ETH1/0/4)
& 2R %% DCST | - - WAF
3. A MBI &
& & AR % 78 3 3k BANFHEED | AF L %
7 K 5 DCFW http://192.168.1.1 ETHO admin admin
M B & %% DCBI | https://192.168. 5. 254 ETHO admin 123456
WEB &2 B F5 K 3EWAF | https://192. 168. 45. 1 ETH5 admin admini123
= B X #:#HL DCRS - Console - -
& % 2 3 HL DCWS - Console - -

& £ R %% DCST

S L“DCST & F A F &

&z

iR E&0BRINE HE D, 3 IP AR A F5K;
o BT R EEE IP RE T, BANIEANERE 0

a3,
(=) E—HgiEs5H (300 4)
FERBEERIT
e RS

1 RIEF L IBA BT, %8B IPak A sk, *T WAF 69 64k, ZdE 0 IP dakit
TELE

) WAE M %364 BT, 48 IPXeak A%k, *F DORS 69 &4k, &40 [P #uhkit
TELE

3 WA W %364 BT, 4B IP ek ARk, *F DOFW 69 &4k, &40 [P #uakit
TELE

4 ARIE W 25 B4 B BT, 4288 |P 3k A4k, 3T DOWS A9 &-32 0 |P 3kt THALE .



http://192.168.1.1/

ARIE R 24463 B T, #88 |P Xhk gk, 2P DCBI 49 &4k, &40 P #uhbit
ITELE

AIE W 24463 B P, 408 |P bk A4 %, /& DCRS 3 3:AL L 4] 248 &2 49 VLAN,
548 2 H o RN VLAN,

RAFERENT X, 2R%ELE,

O K3l 2B B K IR M 2T 5 K 77 9]

4 2: ML RETEEGY (240 40)

DCFW:

F& DCFW L@z &, 4% LAN 3£ 2 77 & PING, HTTP, HTTPS, telnet sh4t, &1z

Internet 3 2 7 & PING, HTTPS %A% ; %4 netlog 3£ 0 4 DMZ X35, &3

L E R, iEA KA P kil id M5 3 netlog;

DCFW B2 & LOG, 2.3 NAT &4&, Server IP 4 172.16.100.10. 5 /& DCFW

E snmp R %-, Server IP 172.16.100.10 A4&F 4 public3;

DCFW 448 & Bt &, 4% A L2TP 7 X ik s WA 30 0 A P 8645 52 I3 A B 69 3%

B, B P %% % den2013, VPN dbhbio A s bt % ; S 39HL B 24 %%,

tb’?—ﬁc 58, RER PFAAA R, L&A F 5 Internet & &K A
2 4IGE, A K3E BT Web ihiE, K5 E 45 % 2013web;

ATAEAAREE BT, 23R A P59 Internet 47 7A S 154,

A X & 2 508 200M, AR & R P uASR ey R P IR AR 5T, B R £ 9:00

B TH6:00 &N IPRATHRARE 2Mbps L AER &5 1NMbps;

DCFW _E B2 & NAT 344k, 1% PC2 At 45i8 13 Web 77 X E% & 32 3] AC, 350 51

A 6663;) A IELE G4 Rk

/ﬁmwwﬁ%mﬁ%$%k%%%ﬁ%%imm4&wWMMPﬁM%

WM&y URL, RAEBD ERS S

mﬁ%k@ww%ﬁ@ﬁ&%ﬁ% 2O R &R P B PR W 3k Web

I AT Edmd) . ARA KRR P 29 Kk Web 9 & A2 &42%], 2SR %X

BT & “ﬁr’“’ 1A 1, HFiLFMXB &,

DCFW f# A8 A B & 2K A W A P A& 3 QQ A= MSN;

. DCFW LBz & FR4] i ™ B P 77 7] www. new. com FE#| PR B P37 URL 4 A

new X4 F a9 FT A W3k,

Netlog:

11. /£ DCB-netlog LALE, X & EHF AN FHREX, FRELIEE D 5552

HEo, ZRKFAMIFFE Internet 23 AT B &,




12.

13.

14.

15.

16.

17.

WAF :

18.

19.

20.

21.

22.

72 DCBl-netlog LA &, B#EE —ZF A 9: 00-18: 00 L& A 7 Frie W&
7 ¥ 89 URL ¥ &4 new &9 HTTP 37 [Pl it 5, JF ELopfF K i & &,

F£DCBI LELE, AP EZAN], 3T HbimFXEFOE “Wih” 6, T
TR

72 DCBI EBLE, 4# DCBI 7 435:\:\%4*77‘?&75\:\ 128, RS E IP
172.16.100. 20, 3% 0% 25, K5 test3dcn, % test3, % DCBI &% {E
F F A2 5T T0%ET & % — Rk IRE,

fDCBI EFLE, 5 DCBI 09 B EZ & RZEFHERS S, BERSE IP
172.16.100. 10, community &5 public3;

£ DCBI EALE, ¥/edE admin ik P DCN2013, %545 dcbi3333, iz Ik P X A
T B PR &0 B B A g3 8

DCBI Bt & & A & % A48 “P2P F#.” , UDP thiXss o 5 3¢ B 40300-42000,
AJA—ZFE9: 00-18: 00 %42 LAN P FrA B P& “P2P FT&” it %k
HEE;

FEWAF EBLE, NS ARA —6 WbIR 525 A5 WAF, |P Xnk 2
172.16.100. 30, 3% ;2 8080, R4z B E, Web 547 B E, IRE K
BHELEZE syslog HERS X, syslog HEIRSEE IP it £
172.16.100. 10, UDP &) 514 3% ;

FEn B B WAF LB E , B HFEHE, HE&EREEFEF LATNG (K
i# %) DON@digitalchina. com) & 4313 77 X (K% %] 13913814949) K £ 4%
R,

FEN 8] B30 WAF LBCE, 200N IP #uhk (218.5.18.2) 5 M bR 4
%, RsERES IPAZ 172.16.100. 30;

FEN B E ARG WAF BB E | ok 3tk IP dedbadanta) ) K% K26 B &iF
X, wm S| Wb EHIRF o KREIHKAFIMEA : JF K742 iT 2000 &
HK

A WAF LBLE  JF B 3T sessioncookie & CC 547, & Kk iF K4 A 2000,
A it g 47 LI ;

DCRS:

23.

DCRS 4 N3 3AL, A 223% A 55 1k MAC Mo bk 55 i 5 & | iF B B 3% 0 40 4
H/NE R 5 VLAN 89350 5% % 5 5] 8] 15 /N MAC ik, R A B AL LG 4
%}umuiiﬁl‘i, % "he);ﬁ_/nuiﬂ‘/ii LOG H & 5 HE4E PCT 94 7’7'1;‘}%%5—
O, [RE R AF PC1 69 MAC 3bht v VAE 32,

24. Fi% 3% DOFW &9 &) iR = 4u1% £ Netlog # 47 M i Fe 0477

25.

FF )5 % ARP 1234 2 % , {2 B 18] P 5% 2 K 2] ARP 3t & A2 1T 50 /2N & & K &,
DOWN 7 t3% &1 ;



26.

27.

28.

29.

30.

JE ) 8) B2} 69 DCRS _EBL & 3% 0 37754 M] (Loopback Detection) , Frakzk
B VLAN200 #: 0 F a9 5% 0 31 3%, B E A 18 IR 0 a9 4 M B 9] 18] 3 4 30
A, GRS 694 B ) 18] 3 A 10 AY

AT IEHENRL% PC, &2 P ETH1/0/10 0 FF 2 DOT1X iA4E, B E A
JEAR 25, IP Xhk-2 172.16.100. 40, radius key £ dcn2013;
TABMTF e AL 6 32, 4& B SSH 77 XKk % DCN2013, 5 4% % 333333;
VLAN20. VLAN30. VLAN10 A /R Bl 538 IP 3ht 75 X, DHCP R 435 &
AC L& E AT/ bt A 4% & w bk VLAN4O F] P 4u.3h A 3K B |P, DHCP server
# DCFW;

FE AL _EBLE | £ R A VLAN200 ] P & £ gE e ia] (J5]-2] J& £.8:00 %] 18:00)
M 3% 1] VLAN100 £ |IP;

31. AR, HabIEked MAC 3eht 5 IP X ht 45T 69 ARP KB OB E A arp 4o
M Ty RE, VLAN3O ] 7 &9 ARP &{& % 30;

32. 47 Frak VLANAO R Bt arp #3R, & ZA LM EF B ip dhep snooping
HEZDTYHZAF;

33. /£ DCRS LA % , AL X & enable %45, %% den2013, H AR Fik&
B ol ZRIE # 3 N\ enable % A5 4 A8 3t N AR MUY BT B AL X ;

34. DCRS AL E, VLANAO #9rn R4ED I B ) @R FEIpF 0 ek, 28X EHR
2300pps;

DCWS:
35. AP i iT optiond3 7 X iHATIEH iE A _E &, AC Heht % & 32 VLANIP;
36. X E SSID DCN2013,VLAN10, Au % 4% K, wpa—personal, H @ 4% GSdcn2013

37.

38.

39.

40.

S8

i% & SSID dcntest , VLAN20 JRutATiAGEA %, AR & BT & (4 8,0% SSId,
dentest K ZHEN20ANA P, AP EABERSH, 3 dontest W& 34T
1=, BT F IMbps, T 47 % 2Mbps;
WA EHRIENLIRR S LR KEHLRET, R E P mmIKRE P 3%
“WR” |, JKRE P imIE T KEF T2 140,
WAL E B ik % AP A= AC 48R BT % 694 & A IEE 32 Ml 4L CPU TR, 4
B AP 5 ACE10 54 NELHES AR FA TSRS ERE, B DEBIK
BT
AC 7 Jz Web & 32, K5 %5 # % DCN2013;

(Z) HF=_MEiE5H (400 4)

HH1: FLENBENRXEZETKX (60 %)

A5 RE A
HEM:
E . MEARAE R A I AP 8 R WAL



W IEAIRAE R 4. Windows7 64 45380 Ma
RAMIEE R4 1: Ubuntu Linux 32bit
JEAIAIRIER 1 XK T HE 1: Python3
BAIIIERIE R 1 2 T B 2: WireShark
MBS RS 1 X T L 3: GCC
JEAMAR F 5 FZ H e X Z: Bridge (#74%)
R P 4: root, FAL: 123456

JEWAPLIRAE A % 2: CentOS Linux 5.5
BRI R e T A 1: GCC
JEPERAE R GLe ¥ T A 2: GDB

R P 4: root, FAL: 123456

e

R %% %7 : Web Server

MR %R = 1R4F & % Microsoft Windows2003 Server

JR% B %% M %/ TE1: Apache2. 2;

REBH=2FEIRS/TE 2: Phpb;

REB=2EMRE/ITE 3: Microsoft SqlServer2000;

HEHAX:

1. Web 7Pk 4 & %5, Tt THES: a. #HAN"/"->"Display
Directory" M@, iz W @ stiTHE MK, £ 0@
DisplayDirectoryCtr|.php & 2 C:\Windows H F R K& R I, 3fieit
R %35 3% =33 AF & Gk 5 “Hacker 7, 2k e NE R 20 b,
FHANIEHIR 55 =09 C: \AppServ\www B F, X 3F]
DisplayDirectoryCtr|. php #2 /%, 1% il EditPlus T E 4 #7157 PHP
RALE, AL Z ST AH AN VA BB R AL, B
DisplayDirectoryCtr|. php A2 5 % ¥ = 4249 FLAGO1 F 45 %, iz F 4+
% il i MD5 32 )5 iR ) 69 e A 69+ oS B H 45 RAE N Flag {42 5 (% X
TR HFHE)

2. WS AIELA B 1 F49 DisplayDirectoryCtr . php RAZF, (£ 27T
I AL S5 B 1 ey s g RidAE, BE
DisplayDirectoryCtr|. php A2 5 % o = 4269 FLAGO2 F /4 %, Kz F &
% il if MD5 32 )5 iR & 69 9a A AR 69 o< H1 45 RAE A Flag {42 3 (X
TR HFHE)

3. WM AELSAAB 1 Py DisplayDirectoryCtr . php JRAZ 5, £ 7T
B RS B 1 F a9 5 ENKT42, BE
DisplayDirectoryCtr|. php A2 5 % ¥ = 4249 FLAGO3 F- 4% &, iz F 4
% il if MD5 32 )5 12 & 69 9a A B 69 o< 3 H1 45 RAE A Flag {42 (X
TR HFHE)

4., WG AKAESZME 1 P9 DisplayDirectoryCtr|. php BAZF, £ 27T
M AL 520 B 1 P ey d Xt 42, BB
DisplayDirectoryCtr|. php A2 5 % ¥ = 4249 FLAGO4 F- 4§ &, iz F 4+
% il if MD5 32 )5 12 & 69 va A AR 69 o< H1 45 RAE A Flag {42 (% X
TR HFHE)



5. WEMGKRAELAE 1 P8 DisplayDirectoryCtr . php JBAZ 5, 122 7T
DIk AE S B 1 P RyBEN R EAE, BB
DisplayDirectoryCtr|. php #2 5 % o = 4269 FLAGOS F 54 %, Kz F &
% il it MD5 i3 )5 18 W 69 e A 4B 69 T < #EH 45 RAE A Flag {E4R = () K
FoRHHFHE)

6. WEBMSKAELAE 1 Poy DisplayDirectoryCtr|. php JRAZF, £ 2 7T
DIk AE S B 1 P RyBEN R EAE, BB
DisplayDirectoryCtr|. php #2 5 % o == 4269 FLAGO6 F 5 %, iz F &
% il it MD5 i3 )5 18 W 69 9a A 4B 69 T < B H 45 RAE A Flag {E4R = () K
ToRHRFHE)

H4% 2. Fa5E58SL A (60 %)

53R B3

LHEMU:

ER D BEMIE R A AT 8GR P

W FEAIRAE R % Windows7 64 {238 A00&

J& WAPLIEAE R 4o Microsoft Windows2003 Server
EWMBER G E T E1: Microsoft Windows CA R %
JE WAPARAE R a3k T E 2: WireShark1. 1

P F EHIEAR R Z R 89X £ : Bridge (#fd%)
B F 4. administrator, £4L: 123456

¥Eﬂ%:
JR%-%3%: Windows Server
RSB Z %: Microsoft Windows2003 Server

HEHFAE:

1. B3I IEE user AP HF—F0FK, EHZCERPHRAF L. B
128, B LHHIIT R FeHIRF 5 = Web W& login. php, & FFel
Web & &, ¥R %& K, Web W & 7% it 49 F 45 & 18 i MD5 i H 5 14 B 75
AT H A REN Flag iR (FBX: T#tHF5%)

2. BLEA, & RAENKIEE user EF FH—FIWRFORAF L. BBELE
FieHMaE, T EHI T A4 WireShark 3t 3k #lfe fe L2 18] 9 4
Pt F TR RAB FTIIIRS R %5 Web W& login. php Z )5,
3t AUE T ¥e bl Web sb B0 4E 69 4B £ 347 0047, http KA %
B AR F T BB MD5 35 5 A @A A B ey TS R 4 R A Flag
AR (BX: T#HHFHE)

3. @it SSL (Secure Sockets Layer) #R4FM L FHHLE| SepLZ 8] 49 HTTP iR
2, BLEHRER L R www. den. com, FRAE JH e ALEIE E user &
FE—KIREFHRF L, FAELEREINASL, ITFLHENT L
# WireShark 3t s FHhifee Lz B 69 $ B3 LT MK, R B T



MR %% %% Web W& login. php Z /5, Xt sUEHHE FIehl Web 55 &30 1E
OGRS AT AT, KBEIRE 1A R ERIENZEKE “I’ﬁ%]*ﬁ'fﬁk
if MD5 12 )5 18 W ohA{EAg T o #4125 RAE A Flag AR X (X +5%
BEFHE)
i@ 1t SSL (Secure Sockets Layer) k47 R FHALE| Feplz 8] 69 HTTP iR
7, BEAFIKEIRE A www. don. com, FRAEF e IEE user &
FPE—FRNRFTHRAF L. FAELEERENRE, ITFLENT L
# WireShark %t st bufe fe bl 0] 69 £ 38 3+ RSt 4T 3K R & Rt
MR %% %% Web W& login. php Z /5, Xt sUEHHE FTIehl Web 55 &30 1F
OGRS F AT AT, KBRS 2 AN R ERIENFEKE “I’&%]*ﬁ'fﬁk
if MD5 2 )5 18 W oh A {BAG T o #4125 RAE A Flag AR X (X + 5%
HEFHE)
i1t SSL (Secure Sockets Layer) k47 R FHALE|Feplz 8] 69 HTTP iR
2, BLE AR LR LR www. den. com, FRAE B Je b IR E user &
FPE—FRRFHRAF L. BAELEERENRE, ITFLENT L
Wi reShark 3t S E A SR 69 ROIE 3T R HAT R R A R e
%% Web W@ login. php Z /5, ST FHHE Fdeh Web 3k &304
’J*U%ﬁ?ix\ S, KB E 3 AR R EKAEN FKE 3R SEE
"f MD5 B H G E S AL TRt h RN Flag AR (B X +5%
FFHE)
xﬁli SSL (Secure Sockets Layer) fRi47 A FHHLE] FehL 8] 49 HTTP iR
7, BAHRLEIRSG A www. don. com, FRAE JH FehLEIE E user k&
FE—FKIWRFORA P L. BBE LR REMNRNE, ITTHAENT LR
Wi reShark st H AR TR AL B B AR R B AT R R B R AL
fR %25 % 7 Web W& login. php Z &, AT FHHE F el Web 3k &)1
’J*!(%ﬁ;ﬂ' %»1\ A, KBRS 4N R ERIEN FKE 3R #EE
f MD5 2 H G A E S ARG oA 2 RAE A Flag A4 L (X 5%
) F A $)

£4% 3: Web B B FZR X524 F K (60 %)

A HF B
HEH:

E A

BE ML B A FEHL 69 IR AL

YL HAEAE F % Windows7 64 12 3EALRR

JE WAMIEEAE & 42 Ubuntu Linux 32bit

JEWIAIRAE R 2 T E 1: Python3

JEWPIRAE R ek T B 2: WireShark

BRI F E5HEHHFZ E X % : Bridge (#74%)
B P 4: root, F4L: 123456

JEWAMIEAE R4 2: Cent0S Linux 5.5

JEAAMIRE R ALK T H 1: GCC
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JEIABULIRAE 2 R FE T H 2: GDB

R P 4: root, FAL: 123456

ﬁﬁﬂ%:

AR %235 % : Windows Server

%5714 A % Microsoft Windows2003 Server
%% %% FTP T#HRIR % A P %: anonymous, %45: 123456
R4 &= FTP F&RIR a0 : 2121

%% % FTP L4214 A P % : anonymous, %545: 123456
R4-%3%% FTP AR 4350 21

EHAE:

1.

VA HTTP & 3% 77 RATF DON A2 BA W 5b £ T, 4k 48 5 A8 54 4 3F A\ DON = &%
PO &, Bl Web & BAR R B MK 77 kIR AT 3 AUAR SR 12 T 69 S AF

flaginfo W&y F 44 %, FF¥ % F 45 $ 813 MD5 i2 5 1R B 5 {869+ 55
HH RN Flag B8R (BX: T8 FHB)

MEEHUIR 5235 % FTP IR %% F T 2 X4+ productinfo. php, %45 i% PHP
A2 XA, £ZAL 7 RIS A KAE 55 1 A P 89 Web & JAAZ 7 5%
RAARFAIT LRGP, BB L LAY F 2 5t FLAGOT F /4 %, Kz 54
% il it MD5 12 H 6 18 W A A o s 4] 42 FAEH Flag (AR R (4 X:
T B FAEE)

YL I AR KL S5 2 AL T 49 PHP A2 /5 A, A£1Z2A42 5 5% BLAE 5 3T AL 55
12T a9 Web o AAZ R B &N RXIRRITEEGY, REZLHL P
569 FLAGO2 F 45 % | ¥iZ 5 /4 B 1@ 14 MD5 12 H 5 38 W oA i 69 + o< it
HIE RN FlagARR (BX: T4 F58) ;

YL I KL 55 2 AL T 49 PHP A2 /5 A, A£1Z2A42 5 5% BLAE B 3T AL 55
1P a Web o AAZ R B &N RXIRRITELEGY, REZLH S P
= 569 FLAGO3 F 45 %, ¥iZ F /4 B i@ id MD5 12 H 5 & W oA i 69 + o< it
HIE RN FlagARR (BX: T4 F58) ;

YL IR KL S5 2 AL T 49 PHP A2 /5 A, A£1Z2A42 5 5% BLAE B 3T AL 55
1 AFa Web o AR B ENRXIRRITELEGY, REZLH L P
= 509 FLAGO4 F 45 % | Ji% 5 /4 B 18 34 MD5 12 5 38 W oA i 69 + o< it
HIEREHR FlagARR BX: +#t45358) ;

Yk G 4 A 4 55 2 AP 69 PHP AL LB, AR IEAL A R AL SS X A S
12T Web o AR B &N X IRRITELEGY, REZLHL P
= &9 FLAGOS F 4% % , 3z 5 /4 % il i MD5 12 H )5 1R ©oh A i 69 + < it
HIEREHR FlagARR BX: +x#t45F58) ;

¥ 2% 384T 5 89 productinfo. php A2 5 A L4 Z ¥ ALUFTP IR %, H AL
FWHE T AE S F 1 AR P AL B89 Web & B4R 5 5 18 4K, 77 ik 3t e puak
MR, Fotet Web T & 3¢ b 49 5 45 & il it MD5 & H )5 12 W 4998 A
e <# L RXEN FlaglAR (B Tx#H%FHFF) ;



4% 4: ICMP :2R55F MK (60 4°)

X 7S A LR

HEH M

EE T BRI R S S 8 R AL

W IEAIRAE R % Windows7 64 4538 A0 Ma

JEWAALIRAE A % Ubuntu Linux 32bit

BMBEE R % E T E 1. Python3

BWMBEER % E T E 2: WireShark

ERARF 5 FZ 49X #: Bridge (H742)

B P4 root, %Ah: 123456

REAMIEAE R 4 2: Cent0S Linux 5.5
EAIMIEE R e T 1: GCC
EAIMIRE R ek T A 2: GDB

AP 4: root, %4h: 123456

e

R %% %7 : Windows Server

%57 1R4F & % Microsoft Windows2003 Server
R BF=FTIP THIRS A F % : anonymous, %4L: 123456
REHZHZFTIP THR S35 2121

R B FTP L4£IR % A F % : anonymous, %4%: 123456
REEZHZFIP LERSH o 21

HEHRE:

1. KRIEHIRF B F %69 FTP IR 5 & F T & XA scan02. py, %% 1% Python3
ﬁﬁiﬁ-&ﬁﬁﬁiaM&%mﬁ%mgﬁ%|mP£ﬂ%im&&ﬁ
M B &R, HEEIZ A Y =50 FLAGON F45 %, HFizFir i
MD5 B H G A B B T 42 R A Flag (A2 X (X Jr»\

FFHE)

2. él_?}":%fr@ﬁﬁa}}‘“ﬁ B 7 ¥ 49 Python3 #2 5 L scan02. py, #4252
I E AT Fe b 1T 69 |OMP KA1 69 F AU/ K AR M B F MK, B % L
5 = By FLAGO2 F- 7% %8, FHi% 5 4% & i@ i MD5 i H )5 18 ] 995 A7 B
é’y—]‘,u\% YRR Flaga®zx (B +x#4FHFE)

3. WERMBIZIESLALE 7 P49 Python3 42 LA+ scan02. py, 1£1%A42F R
I S AL Se ALt 1T 89 |CMP £ 7 89 £ AUAE RAX M A E MK, 34 B i% L
% b 2 St FLAGO3 545 % , H53% F 4% % i i3 MD5 18 5 /5 14 Wl 4925 A {4
éﬁﬂ‘,\zy% ERAEA Flag iR (X +#HFHB) ;

4. RERmIIZIESAE 7 F 49 Python3 A2 /5 X4 scan02. py, £ 1%4% /5 5%
I S AT Se ALt 1T 89 |CMP £ 7 89 £ AUFE RAX M B E MK, 34 B i% L
#g#*ﬁmme4?ﬁ$>%ﬁ?ﬁ$L*W5LﬁBﬁ@%%%ﬁ
é’a—hu‘% ERMEA Flagfaikx (B X: Tt FHF%) ;

5. WLERHIIZIESAL B 7 P49 Python3 42 5 XA+ scan02. py, 1% %425 57
FLAK S E AT FE AU AT 69 |CMP £ A 69 £ AUAE R AR A MK, 34 B 1% L
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% o = B89 FLAGOS F 45 %, ¥ /44 % 18 id MD5 12 H /5 14 & 4975 A {4
Bt R L REN Flaglii®Rx (HBA: Tx#4FHFE) ;

6. i id Python3 42 5 ME#F B WATAE B LA scan02. py, FFizAZ F LAF#RAT
B R TERY, R EHFHBEAATHN (RE1ITHEHE1ANF
FREBE1ITHREINANFE), #¥zH X FH$@T D52 HG1AW
B A) T o B R A RMEN Flag iR (BN +Tx#tFFHFE)

4 5: ERMPNSEZENRXEE2L2mME (80 5)

53R B3
LHEMu:
ERE BEMIE R A AT 8GR P
W FEAIERAE R % Windows7 64 {238 A1&
JEPIALIEAYE & 45 Ubuntu Linux 32bit
JE MR R e E T A 1: Python3
JEWIMARAE R 2 T E 2: WireShark
BRI F E5HEIRNFZ a4 % : Bridge (H#742)
AP %: root, %4h: 123456
JEWIMIEAE R % 2: Cent0S Linux 5.5
WA R K T A 1: GCC
JE IRV R L K T A 2: GDB
B P 4%: root, E#: 123456
e hl:
R %% %% : Windows Server
R R =1R4F A %: Microsoft Windows2003 Server
R 5% 5]? FTP T#JR % A 7 % : anonymous, F#: 123456
R%BZ%=FTP TH RS 2121
%% %% FTP L4214 A P % : anonymous, %45: 123456
i i%% FTP LR £3m o : 21

HHRE:

1. & DCRS STHALTF B £ AN, A AR 3UBE X AT B A s AR,
DCRS 4 ALAG A& s A R S8 0, ik M2 &w}mﬂm& 4T DCRS
R IAVA_EBLE AR AN VAT X (4741 | "P Ao || 4
H W37 4 KB 1T MD5 12 H 6 14 B 69 95 A A 69 + < i %) 4% %4’ﬁin|ag{ﬁ¢%
X (HBX: t#HFHE)

2. MFEHUIR %5 %509 FTP IR % 25 F T & LA+ stpattack. py, %hifix
Python3 #2 5 S #F, {£1%42/5 % #L Take Over The Root Bridge % ill]
RARE, AEZIM G ¥ 254 FLAGO 743 %, %ﬁ?fg$@¢ MD5
iE 5 R E A ARG T B 22 RAE A Flag {E42 X (X + o<t %)
FRE)



Yk 42 4 4 9% Python3 A2 5 S A, 11442 5 R IR AL %4 2 F Take Over
The Root Bridge & MiX 2 fit , 34 5 1% LA+ L F = #k 89 FLAGO2 F /% &,
Tz F 4% &8 i MD5 32 H )5 i W 699 AT LA o 2t 4] 45 RAE A Flag 4R
T (BX: T#tHFHE)

Yk 5 2 45 1% Python3 A2 5> LA, 4% 42 5> 5 ILE) A4E 522 2 F Take Over
The Root Bridge & MiX 2 fit , 34 5 1% LA+ L F = #k 89 FLAGO3 F /% &,
Tz F 55 8 i3 MD5 12 H G 18 B 6 e A A8 o B 2 RAE N Flag {42
T (BX: T#tHFHE)

Yk 4 2 45 1% Python3 A2 5> LA, 4 1Z2 42 5~ 5% ILR) A4E 522 2 F Take Over
The Root Bridge & & X 2 A, 34 5 % LA L F 2 $ 49 FLAGOA F 45 &,
Pz F 55 8 i3 MD5 12 G 18 B 6 e A A8 o B 2 RAE N Flag {42
R (BX: T#tHFHE)

%k B 1% Python3 A2 5 A4, £ 14425 K ILE A AE4-#2 2 F Take Over
The Root Bridge & & X 2 A , 34 5 % LA 5 P 2 $49 FLAGOS F 4% &,
Foiz F 55 8 i3 MD5 32 H G 18 B A e A A6 o B 2 RAE N Flag {42
T (BX: T#tHFHE)

i@ it Python3 42 - 4 4F 35 th AT #2 5> L stpspoof. py, 7+ & A DCRS X #%
LA BB AR ID 8945 8, FiZf2 &N AURTH R (X2 XX:

XX: XX: XX: XX: XX), FH1% 8 X F 44 & 18 14 MD5 & H 5 18 & 6975 A 1A 69+
NHEHE RN Flagfigx (BX: T#tHF58)

B & DCRS 3 AU A& AT X ARFR 47 2= 2451, [k Take Over The Root
Bridge % % MK, % DCRS X AL A LB & 4 4 B 5 AN VA T X (4
A G4 2|4 n) , IR A Xid i D5 iE H G A & 6995 A 54y
Tt RAEA Flag iR (B X: st FHE) |

5% 6: =RFrLBFEMNR (80 9)

£ BRI HLA .

M

E T BCRAUNE B A 3 AL 69 R AL
WP AIRAE R %: Windows7 64 45341
B WAPIEAE A % 1: Ubuntu Linux 32bit
BRAIEE A %1 2E T A 1: Python3
BEWAMIEAEZE %1 %2 T B 2: WireShark
BRI R %1 22 T A 3: GCC

B K5I RFZ A 49K % : Bridge (Hr42)
B P 4: root, . 123456

JE WMAARAE A %2 2: CentOS Linux 5.5
JEWIAIRAE R e K T A 1: GCC
JEIAIRAE R e K T A 2: GDB

B P 4: root, . 123456
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ﬁﬁﬂ%:

%% %% 1: Windows Server

M5B =1B1ER%: Microsoft Windows2003 Server
5B 189FTP THIRS A F %: anonymous, %#L: 123456
JR% 5% 1 FTP THIRF3m0: 2121

5B a 189 FTP L4504 M F % : anonymous, %#5: 123456
R%5%7% 1 69 FTP LR S 21

%% 2: Windows 7

RS BH% 2R %: Microsoft Windows 7

EHAE:

1.

MEEHIR G5 %% 1 69 FTP IR 4 & F T & L4 cloudattack. py, #m#fi%
Python3 A2 5> SL#F, 1%i%A2 5 5K A8 ¥R H 5 %% 2 ¥ £ A4 Oday
R 6 Z IR ARIRIFZZ RS B 89 R = MR T & cloudattack. py 427
SR, B S P F S FLAGOT 4% %, % 4% $ i8id MD5 &
)G 1B B 4o ALY o B 4 RAF A Flag AR (B K.+t 4l 54
¥)

PG I %L S50 B 1 F 49 Python3 42 5 X 44 cloudattack. py, 1%1%42
B ILB i B MU 4 B 9% 2 P £ B AT Oday iR 69 =R 4 R 3R AFIZ =R
5EHRBIIL, BB %A G P2 bty FLAG2 FH %, HixFH B
it MD5 i 6 35 W 6975 A L6 < 1 45 RAF A Flag (4R (B K: +
NEHFHE)

WL IZ L 54 B 1 P 49 Python3 #2 5> L+ cloudattack. py, 1£1Z42
Fr R IR S IR S35 9 % 2 7 A Oday R 6 = IR 4 R R IF 2 A MR
5B RHIE, HEIZ LML PR HH FLAGS /5 &, iz T/ $i8
i MD5 & H 5 18 B By o A B A < 4] 28 RAE A Flag AR (X +
NEHFHE)

Yk B2 gn AR 1%L 5 B 1 9 49 Python3 #2 5 L+ cloudattack. py, 1#1%42
Fr R IR S IR S35 9 % 2 F X RA Oday iR 6 = IR 4 R R AF 2 A TR
FRGRBMIR, A FE Y b =58 FLAGOA T %, Wiz T8l
it MD5 iz H )5 B B G A B T ox R 4E RAE A Flag AR (B K: +
NEHFHE)

YL I HH %L 5 B 1 F 49 Python3 A2 5 X4 cloudattack. py, 1%1%42
SRR IR S B % 2 F X R A Oday iR 69 £ IR 4 R K% IR
FRGRBMIR, B IE Y b =589 FLAGOS T/ %, iz T8l
it MD5 iz H )5 B B Gy A B T os R 4E RAE A Flag AR (B K: +
NEHFHE)

Yk B2 AR 1%L 5 B 1 9 49 Python3 #2 5 X 4+ cloudattack. py, 1#1%4%
B ILB L B MR 5 B % 2 3£ B A Oday R iR 69 =R 4 R IRAFIZ =R
HBHR SR, B Z AL P =589 FLAGOS F 5% &, iz 3 iF 18
it MD5 iz H )5 B B G A By T ox R 4E RAE A Flag AR (B K: +
NEFFHE)
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10.

1.

MWL AR %A 54 B 1 P 89 Python3 42 /5 X cloudattack. py, 1£i%4%
Jr SR B I AR 55 % 2 F A Oday iR 6 X IR 4 R KA Z =R
5 RORGATIE, B Z MY b =5t FLAGO7 F /4%, 255 8
it MD5 3z H 6 14 B 09 oh A A8 69 T o< SR 45 R AE A Flag sz (B X: +
NERFHE)

Yk S IR AE 1% 4L 54 B 1 F 49 Python3 42 5 X cloudattack. py, 1£1%4%
R LB AR S B %5 2 F X B A Oday FiF & =R R K[ ZEIR
5 RORZ[MIE, Bz 4L b =409 FLAGOS F 75 %, ¥izF 4 ¢l
if MD5 2 5 )5 18 W 49 o A AL Ag o 4] 48 RAE A Flag AR X (B X: +
NERFHE)

Yk G IR Z L SR B 1 F 49 Python3 A2 5> L4 cloudattack. py, {#1%42
B ILE e bR 4 3 %% 2 P X B A Oday R 69 =R R IR 1FiZ = IR
5RO R AR, BB Z AL b 250 FLAGY F45 %, iz /5 il
i$ MD5 iz H 5 14 B 0995 A AB 69 T o< R 4 RAE A Flag AR (B X +
NERFHE)

Yk S AR 1% 4L 54 B 1 F 49 Python3 2 5 S cloudattack. py, 1£1%4%
B RIBARNIRS B DT 2P EEA Oday RAMZRF R R FZER
5BHRHIL, MBI LAY PR 50 FLAGIO T4 %, FizFieid
i MD5 iz H 5 14 B 095 A AB 69 T o< BRI 4 RAE A Flag (AR (B X +
NERFHE)

i@ it Python3 42 5~ 4 4F 5 th AT 42 5 L cloudattack. py, FRIF¥EHUIR 5
BHF 2P ERH BB, AT ZIR 5 B ARIEAZ T 69 LA FLAG
LT HBOAR, LT P8 MD5 2 H R B A A e+ o5
HHEREHN Flag iRk (BX: T3 F5%)

(W) ZH=MEMEH5+H (300 45)

1B€ A2 F & DON £k 6912 .24 TALIT, A7 RFBa4ed, %Ik
TR B AL A & AP R A A IR TR (LA T RIF P &) o R E BT IR % 5 %
TESHZERAARLORBEE (ACHARRLETF) FXERH St
Ko

RT1: ZARE EBRAE LA

R 2: RSB FHRFT AT RFLTRAZRLFRF;

RT3 B HRIE

R4 3 L CARINE GIATHENR, BT FLAG (A H R B B AR S5,

%
TmE,
fr & m)

EEEN:

EE 1 AEFTIRETRRRAA KXAIRSE IR 352 1-1024;

EE 2 RAEXTRAUR G B AT HE

AR 3 AWBEME (AT +Ep4, BRTAGIRFNESL) RFAETIR S
BT E

EE 4 NEAANZEHRATIRS R4 Flag 14,

A% 5: FLAGIAA B G TR IRF B E—BATIR, BETHRIFRFSSXA
— A, ¥t Flag [ G204, /root/flagxxxxx. txt LR EL P, X 1L



Xt F¥eheg Flag 1E3Em 3 4, HLAFRI 1 KA F ¥ Flag {4k 3
5, BN FREMG Flag AR REACRIT —K. EERKAHNTFLRAE, ®
TP F¥ehued Flag {8, BE 2452 3F FfopLay P #hk,

BEZIANTTE, S22 FTUABREME A FORSE, LT AL E b F
IR %5 o

FiR P &

1. 3e M LA RSET ARG AGASENGRE, ERLEFRI A& EIAGAEX
Ry, AR R R 3R R — AR,

2. ¥ M LayRETRAELE S LERRF, 2REFRI L4 LEGAXR
B, AR R R R IR — AR

3. ¥eM LG RMETRALEL LS RE, BREFRII 4O 20MXR
B, 5 5 6 R AR 25 A 3R B — & AR AT AL

4, BERAREGIRSTROS T ZARAIITHRE, 2LAF K3z
AR AT B IR 5, -4 F 2R R IR IR R A PR o

5. BREZARBURSTROSTEFRELEER, XA PFRIZFX
B RIF RS, AR RF R R SR,

6. BUEZAPTRAEL-EEALE], FTURERILE, FAFARG
89 )6 1T B 4ERIE] & AR

W F @A A LR BT RR L, R A F AL R SR, IR F
H Ak Ffe bl b ag FLAG /A3 /T4 .
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