2018 F A EHIR V2R H L K RS IR
“Uz B A EE 547 KRS $H-02

—. EARN

9:00-15:00, 23t 6 ) Bt, A EBR K. WKEBFEu,

= RIAEE
—ﬂ- >
sxmg | EEH ERAH ARW |
B’ 1a]
= A5 | RaFLEE 60
Fopth ks
BaFEGy | HH2 | A%RARERESG Y 240
f£% 1 | CSRF Bk 5 %4 F K 60
s ‘ 9:00~1
- 142 | #m% 5 IPSec & 3.30 60
% e ook B AL 4% 3 | Web 5 B E MK S % LT K ' 60
it piege | EF4 | IONP BEEBE MR 60
g B 245 | Sl halEe o B E 80
56 | =R 52r B MR 80
P 3705 30 5 4F
e Z 5 ) 15505 | o0
o4t R4 45 5%
=, RIAAZE

ARKRE, BAEARFERZZAREANBENGES, TP F NN EE2HEH
ETREG U Z P ey “XXKXK-BAER” BRRXEE, =, M BIFRENG L
AR B &R

HFARETEAE U AR RTTEZ-/ANLH “GWxx” 89 E£ (xx AL
HEy T2 5 HR), RAFH - BT ARE) “XXX-BAAER” HE AL RT.

Blde: 08 T4z, M EZAEUHLARBD RTEL “GN08” Lk, & “GN08”
A £ T AERE S AN “XXX-Z A L.

BHAHA: RAHEARBEITH “08 Tia” XA PARA—KITIZEEL,
Kﬁ#&%%x#ﬁzﬁax#Zﬂ¢ﬁkwmlﬁLM, E WU ZiE T F:

| 1



(=) RIAFREKE

1. MZieit B

PC1

2. IP ML ALX] A

—

-(l‘-—z.; . ¢ Intern
DCFW 2

——

X & AR o IP 34t POE LS
ETHO/2 10.0.0.1/30 DCRS
ETHO/1 218.5.18.1/27 PC (218.5.18.2)
% X3& DCFW 192.168.10.1/24
L2TP o L2TP 3 ht it
TR IP =4 20
ETHO/3 10.0.0.10/30 Netlog
VLAN 1002
ETH1/0/1 10.0. 0. 6/30 DCRS
ETH1/0/2 AP
T & 2% % DCWS | % 22 VLAN
VLAN 100 192.168. 100. 254/24
VLAN 101
ETH1/0/11-24 192.168.101.1/24
. ETH2 DCST
S B K s .16.100.
WEB = A %5 X 3% WAF ETH3 172.16.100. 2/24 DORS
= &% 3:HLDCRS | VLAN 1001 10.0.0.2/30 DCFW

| 2




ETH1/0/2
VLAN 1002
ETH1,/0/1 10.0.0.5/30 DCWS
VLAN 10 172.16.10.1/24 % 2
VLAN 20 172.16.20.1/25 %
& %E 32 VLAN
VLAN 30 172.16.30.1/26
VLAN 40
192.168.40.1/24 1
ETH1/0/6-9 92.168.40.1/ PC
& 7 VLAN
VLAN 100 192.168.100.1/24
VLAN 200
ETH1,/0/10-24 172.16.100.1/24 WAF. PC2
HEMRS % Netlog | ETH2 10.0.0.9/30 DCFW
ETH3 DCRS (ETH1/0/4)
& 2R %% DCST | - - WAF
3. A MBI &
& & AR % 78 3 3k BANFHEED | AF L %
7 K 5 DCFW http://192.168.1.1 ETHO admin admin
M B & %% DCBI | https://192.168. 5. 254 ETHO admin 123456
WEB &2 B F5 K 3EWAF | https://192. 168. 45. 1 ETH5 admin admini123
= B X #:#HL DCRS - Console - -
& % 2 3 HL DCWS - Console - -

& £ R %% DCST

S L“DCST & F A F &

&z

iR E&0BRINE HE D, 3 IP AR A F5K;
o BT R EEE IP RE T, BANIEANERE 0

a3,
(=) E—HgiEs5H (300 4)
FERBEERIT
e RS

1 RIEF L IBA BT, %8B IPak A sk, *T WAF 69 64k, ZdE 0 IP dakit
TELE

) WAE M %364 BT, 48 IPXeak A%k, *F DORS 69 &4k, &40 [P #uhkit
TELE

3 WA W %364 BT, 4B IP ek ARk, *F DOFW 69 &4k, &40 [P #uakit
TELE

4 ARIE W 25 B4 B BT, 4288 |P 3k A4k, 3T DOWS A9 &-32 0 |P 3kt THALE .



http://192.168.1.1/

5 AIE W 4463 B BT, #:08 IP dhhk gk, %P DCBI 49 &4k, &40 [P #bhbit
ITELE

6 AIE W 24463 B P, 408 |P bk A4 %, /& DCRS 3 3:AL L 4] 248 &2 49 VLAN,
548 2 42 2 X VLAN,

7 RA#HAEABREHO T, 2RELE,

8 5 K3 ol - BL F 52 3L R 391 4 37 1)

4 2: ML RETEEGY (240 40)
DCFW:

1. 7£ DCFW EAz %, 4% LAN 420 FF 2 PING, HTTP, HTTPS, telnet #hft, &4
Internet 3 2 7 & PING, HTTPS %A% ; %4 netlog 3£ 0 4 DMZ X35, &3
L E R, iEA KA P kil id M5 3 netlog;

2. DCFW&.E LOG, it.3% NAT &4, Server IP 4 172.16.100.10. 7 /5 DCFW
E snmp AR %-, Server IP 172.16.100.10 ARF 5574 public2;

3. DCFW # A8 S BLE , 4 A L2TP 75 X AL9F M A5 30 Ao B P 645 52 3L 19 9 64 3%
B, Bl P &% % den2012, VPN dbhbio A s bt % ; S 39HL B 24 %%,

4, tb’?—ﬁc 58, RER PFAAA R, L&A F 5 Internet & &K A

B 4IGE, A K3E BT Web Ak, K5 %H45 % 2012web;

5, ATAHEANARE L T, &AM A F 7R Internet /TR 424,
A X & 2 508 200M, AR & R P uASR ey R P IR AR 5T, B R £ 9:00
B TH 6:00 &N IPRATHBZEER 2Mbps L AER &5 1NMbps;

6. DCFW L&z & NAT 74k, 1% PC2 Ak a%:8 it Web 7 X E# & 2 5| AC, 3% 54
A 6662;) A IELE G4 Rk

7. f= DCFW 4&#&19&@&%%$%A%ﬁ%@%i&%%i 9:00-18:00 A M A 7 17 ] oh
Mey URL, RAER SRS S

8. BLE KL Web 58 K13 E&%Jﬁ@ 2O R &R P B PR W 3k Web
I RAZ B EE . AR &R P 2SR R sE Web Sh &R 13 B 4d), 2SR %
BT & “Jrir’“ 1A 1, HFiLFMXB &,

9. DCFW AR X B & %K A Al P 7~ R84 % QQ F= MSN;

10. DCFW L& & FR4%) A W A 7 37 17 www. jd. com FE#] A B 737 URL 4
jd KBEF TR W ok,

Netlog:

11. /£ DCB-netlog LB E, R &HFH XA FHRX, ARELEo HFR
HEo, ZRKFAMIFFE Internet 23 AT B &,




12.

13.

14.

15.

16.

17.

WAF :

18.

19.

20.

21.

22.

72 DCBl-netlog LALE, BixH—ZF £ 9: 00-18: 00 iéiﬁ]?ﬁﬁ&rﬁ]%i
7 69 URL F &, 4 jd &9 HTTP i7 Bt &, JF HeRfF K %%

A DCBI LELE, FAeRZAN, FF KW ikizF 9&*3%%’7/\ “ﬁw” a9, it
TR

72 DCBI EBLE, 4# DCBI 7 435:\:\%4*77‘?&75\:\ 128, RS E IP
172.16.100.20, 3% 5 25, 0K5 test2dcn, %4 test2, % DCBI z%#ii¢
B FAZ T 60% 0 K % — R IR,

fDCBI EFLE, 5 DCBI 09 B EZ & RZEFHERS S, BERSE IP
172.16.100. 10, community %5 public2:

£ DCBI EALE, ¥4AedE admin ik P DCN2012, %45 dcbi2222, %Ik P XA
T B PR &0 B B A g3 8

DCBI Bt & & A A % A48 “P2P F#.” , UDP thiXss o 53¢ B 40200-42000,
AJA—ZFE9: 00-18: 00 %42 LAN P FrA B P& “P2P FT&” it %k
HEE;

FEWAF EBLE, NS ARA —6 WbIR 525 A5 WAF, |P Xnk 2
172.16.100. 30, 3% ;2 8080, R4z B E, Web 547 B E, IRE K
BHELEZE syslog HERS X, syslog HEIRSEE IP it £
172.16.100. 10, UDP #4514 5511 ;

FEn B B WAF LB E , B HFEHE, HE&EREEFEF LATNG (K
i# %) DON@digitalchina. com) & 4313 77 X (K% %] 13913814949) K £ 4%
R

FEN 8] B39 WAF LBCE, 200N IP #hk (218.5.18.2) 5P M bR 4
%, MEIRE S IP a2 172.16.100. 30;

FENE) B WAF LB E, bR IP AR AR ERENEET
X, "’ﬁ/A 8] Wb EH IR %o KREIF KA IMNEAA: K7 ¥ AT 1500
HK

A WAF LBLE  JF B 2T sessioncookie & CC 547, & Kk iF K4 A 1500,
A it g 47 LI ;

e
]
R

DCRS:

23.

DCRS 4 N3 3AL, A 223% A 55 1k MAC Mo bk 55 i 5 & | iF B B 3% 0 40 4
H/NE R 5 VLAN 69350 5% % 52 5 8] 10 /N MAC ik, R A B AL LG 4
%}umuiiﬁl‘i, % "he);ﬁ_/nuiﬂ‘/ii LOG H & 5 HE4E PCT 94 7’7'1;‘}%%5—
O, [RE R AF PC1 69 MAC 3bht v VAE 32,

24. Fi% 3% DOFW &9 &) iR = 4u1% £ Netlog # 47 M i Fe 0477

25.

FF )5 % ARP 1234 2 % , {2 B 18] P 5% 2 K 2] ARP 3t & A2 1T 50 /2N & & K &,
DOWN 7 t3% &1 ;



26.

27.

28.

29.

30.

JE ) 8) B2} 69 DCRS _EBL & 3% 0 37754 M] (Loopback Detection) , Frakzk
B VLAN200 #: 0 F a9 5% 0 31 3%, B E A 18 IR 0 a9 4 M B 9] 18] 3 4 30
A, GRS 694 B ) 18] 3 A 10 AY

AT IEHENRL% PC, &2 P ETH1/0/10 0 FF 2 DOT1X iA4E, B E A
JEAR 425, IP Xik2 172.16.100. 40, radius key £ dcn2012;
RABMTF e AL E 32, 4& B SSH 77 XK 4 DCN2012, E#L % 222222;
VLAN20. VLAN30. VLAN10 A /R Bl 538 IP 3ht 75 X, DHCP R 435 &
AC L& E AT/ bt A 4% & w bk VLAN4O F] P 4u.3h A 3K B |P, DHCP server
# DCFW;

FE AL _EBLE | £ R A VLAN200 ] P & £ gE e ia] (J5]-2] J& £.8:00 %] 18:00)
M 3% 1] VLAN100 £ |IP;

31. AR, HabIEked MAC 3eht 5 IP X ht 45T 69 ARP KB OB E A arp 4o
M ) RE, VLAN3O J 7 &9 ARP &{& % 20;

32. 47 Frak VLANAO R Bt arp #3R, & ZA LM EF B ip dhep snooping
HEZDTYHZAF;

33. /£ DCRS LFALE , AL X & enable %45, %% den2012, H AR Fik&
B ol ZRIE # 3 N\ enable % A5 4 A8 3t N AR MUY BT B AL X ;

34. DCRS AL E, VLANAO #9rn R4ED I B ) @R FEIpF 0 ek, 28X EHR
2200pps;

DCWS:
35. AP i iT optiond3 7 X iHATIEH iE A _E &, AC Heht % & 32 VLANIP;
36. X E SSID DCN2012,VLAN10, Au % 4% K, wpa—personal, H & 4% GSdcn2012

37.

38.

39.

40.

a9 ;

i% & SSID dcntest , VLAN20 JRutATiAGEA %, AR & BT & (4 8,0% SSId,
dentest K ZHEN20ANA P, AP EABERSH, 3 dontest W& 34T
1=, BT F IMbps, T 47 % 2Mbps;

WA E B RIENLIRR S LA K HLmIT, BRE P ik & P s
“HE” , KRB PIRAETKITEFRE 4,

WAL E B2k % AP Fo AC AR £ BT i % 6992 2 A IEEHE MK 4L CPU TR, &
ME|AP 5 AC £ 10 4 N 3E 253 5 R AB A HFSEEE EHE, A ER
BT

AC FF 5 Web % 32, K5 %25 % DCN2012;

(Z) HF=_MEiE5H (400 4)

4% 1: CSRF &£ MK 52L& F K (6045)

A5 RE A
HEM:
E . MEARAE R A I AP 8 R WAL



W IEAIRAE R 4. Windows7 64 45380 Ma
RAMIEE R4 1: Ubuntu Linux 32bit
JEAIAIRIER 1 XK T HE 1: Python3
BAIIIERIE R 1 2 T B 2: WireShark
MBS RS 1 X T L 3: GCC
JEAMAR F 5 FZ H e X Z: Bridge (#74%)
R P 4: root, FAL: 123456

JEWAPLIRAE A % 2: CentOS Linux 5.5
BRI R e T A 1: GCC
JEPERAE R GLe ¥ T A 2: GDB

R P 4: root, FAL: 123456

e

R %% %7 : Web Server

MR %R = 1R4F & % Microsoft Windows2003 Server
JR% B %% M %/ TE1: Apache2. 2;
REBH=2FEIRS/TE 2: Phpb;
REB=2EMRE/ITE 3: Microsoft SqlServer2000;
HEHAX:

1.

Web 7 Pl ¥R 55 %%, TieT4HE%: a. #HAN"/"->" Employee
Message Board" M &, *ti% W @ 8t 1T CSRF A& MK, 4£"/"->" Employee
Message Board"->"Display Message" T & @917 =] % =) W &
ShoppingProcess. php & & 544 goods=cpu&quantity=999999, &1 N &
"/"=>"PurchasedGoods. php # £, #4E"/"->" Employee Message
Board" M @z N\ &89 4 4£; b, FHAFHIRS 5 F 549 C: \AppServ\www
B sk, #%2%|DisplayMessage. php #2 5>, 1% F EditPlus T HE 5 #7542
PHP J&A% %, 4% Z 7T VA& CSRF 5% M|4X,, 3475 DisplayMessage. php
AZJP % P T B8 FLAGOT 45 %, K% F /% & 18 i3 MD5 12 H )5 14 & 6995 A7
{E8g+ st RMEA Flag R (BN T#t4F5%)
WG KAE S B 1 P89 DisplayMessage. php JRAZ /7, 4 2 7] VA& M
CSRF %% M|iX, 35 DisplayMessage. php #2 /5 % ' & £ 49 FLAGO2 5 4%
¥, Kz F A4 EiEid MD5 2 H B IRE e A A6 Tt R R1EA Flag
AR (BN T#tsFHE)

WG KAE S B 1 P89 DisplayMessage. php JRAZ /7, 4 2 7] VAR fp
CSRF 4 # M|iX,, 345 DisplayMessage. php #2 5 35 v == £k 9 FLAGO3 F 4%
B iz F el D5 E G R E A AR TSR R A Flag
AR (BN T#tsFHE)

WG KAE S B 1 P89 DisplayMessage. php JRAZ /7, 4 Z 7] VAR fp
CSRF 4 #% M|iX,, 345 DisplayMessage. php #2 5 5 v = 5k 49 FLAGO4 F 4%
B FizF A el D5 EH G R E A AR TSR R A Flag
AR (BN T#tsFHE)

WG KAE S B 1 P89 DisplayMessage. php JRAZ /7, 4 Z 7] VAR fp
CSRF 4 #% M|iX,, 345 DisplayMessage. php #2 5 5 v = £k 9 FLAGO5 F 4%



$, 455 B ND5 B UG 18 0 b A (A A0 T % it 4145 BAE A Flag
BRE (BR: FRasFHFS)

6. MBI AIESME 1 P09 DisplayMessage. php JRAL -, 18 Z 7 KA
CSRF A& M4X,, 345 DisplayMessage. php A2 /7 % = £ 49 FLAGO6 F £F
B Kz F A Pl MD5 2 B G R B A A+ N3t 4 RAEA Flag
fERRE (B T#tHFHE)
A% 2: AL |PSec & A (60 %)

IR EHA

HEHEM:

ERE BEMIE R A AT 8GR P

W FEAIRAE R . Windows7 64 {232 A1 0&

J& APLIEAE R 4o Microsoft Windows2003 Server
EWMBER G E T E 1: Microsoft Windows CA R %
JE WAPARAE R a3k T E 2: WireShark1. 1

BB F EHIEAR K Z A 89X £ : Bridge (#fd%)
B P4 administrator, B4L: 123456

§Eﬂ%:
IR%-%3%: Windows Server
RSB E £ %: Microsoft Windows2003 Server

HEHFRE:

1.

i@ it IPSec f£ iR AR Ry AL FHh ez ey 23 AE (MEF
40 www. don. com) , 1 R ¥e LI AEE user AP H—FRICFTFA P
Ay BT AR TR L, AT H M T A4 WireShark 3F 5 H AL
Fo e 18] B R R BATHIR ; R REIIRS S % Web W@
login. php ZJ& , X 3 HAAE Fde bl Web b & 50 1E 09 S AE X S 8k 47 047,
F ISAKMP £ 4% X % 1 NI 2 %K R+ 8t ) B {838 1E MD5 12 H /5 4 =%
ARG+ B L RAEA Flag AR (WX +x#%FHHE)

i@ i IPSec fE At XAk 4P B yr M H AL Je Lz ) 89 &3 R=E (MEF
40 www. don. com) , 1 R IeHLEIEE user AP H— K FTFA P
. BALAT B FEeAUR 3k, AT HEAL LT A4 WireShark *t 3L
Fo e L 18] 6 RAEAT R BATHIR ; RO REIIRS S % Web T d
login. php ZJ& , 3t s FHHLE F¥e bl Web 35 & 30 1F 69 338 3+ 347 047,
F ISAKMP £ 4% X % 2 N3 2t % K &+t ) B {838 iE MD5 12 H /5 4 =%
ARG+ SR RAEA Flag AR (B +x#$FHHE)

i@ if IPSec fE At X AR 4P B yr M H AL Je Lz ) 89 &A= (MEF
40 www. don. com) , 1 R IeHLEIEE user AP H— K FTFA P
. BALAT B F ¥R AUR 3k, AT HEAL LT A4 WireShark ft 3L
Fo¥e L 18] 6 RAIEAT R BATHIR ; R REIIRS S I % Web W@



login. php Z )&, 3 S EHHUE F e bl Web b & 345 69 R A8 2 347 47,
T I SAKMP ik 4% X 5 1 AN BT £ K B+ 2 #4818 13 MD5 12 H 5 A =&
ARG TR A A RAEA Flag AR (BX: Tx#t4FF$)

4. iBid IPSec 1At Xk R KL EM B Fe bz Mg L3R E (MEF
40 www. don. com) , fE R IeHLEIEE user AP H— KL FT AP
L. FAE B FIAR L, T HEI T EH A WireShark 3t HH
Fo¥e L 18] 6 LT R BATHIR ; RO REIIRS B I % Web T d
login. php Z )&, 3 S EHHUE F el Web b & 345 69 R 38 2 34T 47,
T I SAKMP ik 4% X 5 2 AN BT £ K B+ 2 #4818 i3 MD5 12 H 5 5 &)
ARG TR A A RAEA Flag AR (BAX: Tx#t4FF$)

5. il IPSec fEiAE Xk R KL EM B Fe bz Mg L3R = (MEF
45 : www. den. com) , ¥ Bl ¥e bR E user AP H— KK PR F
& FAE A T RAR L, T HFI T B S A WireShark 35 HHL
Fo¥e L 18] 6 LT R HATHIR ; R RIEIIRS B I % Web T d
login. php Z )&, 3 S HHUE F el Web b & 345 69 H 48 2+ 347 47,
T I SAKMP ik 4% X 5 3 AN BT £ K B+ 2 #4818 i3 MD5 12 H 5 5 &
AR TN A A RAEA Flag iR (BA: Tx#t4FF$)

6. @i IPSec 1k XA fRyP MK FHHL B Je Lz A a9 23R E (MEF
5 : www. den. com) , ¥ Fl ¥e bR E user AP H— KK PR P
&, FAZ A FRAR L, T HFI T EH A WireShark 35 H
Fo¥e L 18] 6 LT R HATHIR ; R RIEIIRS B T % Web T d
login. php Z )&, 3 S HHUE F $ebl Web 35 5 345 69 H 83+ 347 47,
T I SAKMP ik 4% X 5 4 AN AR £ K B+ 2 #4088 13 MD5 12 5 A =
AR TR A A RAEA Flag AR (BX: Tx#t4FF$)

£4% 3: Web B B FZR X524 F K (60 %5)

57 B H A

LHEMU:

ERE BEIGE R A AT 8GR P

W FEAIRAE R % Windows7 64 {238 A01&
JEAIMAEAE & %2: Ubuntu Linux 32bit

IR R K T A 1: Python3

JEWPIRAE R Gk T E 2: WireShark

BRI R E5HEHHFZ EE X % : Bridge (#7r4%)
B P 4: root, . 123456

B IHLIEAE R % 2: Cent0S Linux 5.5
JEAIARIE R L E TR 1: GCC
JEAUPARAE R 02 T B 2: GDB

B P 4: root, H#: 123456

Yo

R %% % 7% : Windows Server

R %5 %14 &A% Microsoft Windows2003 Server



M55 %% FTP T#HRIR % A P %: anonymous, %45: 123456
R4 &= FTP F&RIR a0 : 2121

%% % FTP L4214 A P % : anonymous, %545: 123456
R4-%3%% FTP AR 43% 0. 21

HHFRE:

1.

VA HTTP 4&3& 77 X477 DON A4 W 5k £ T, 4k 4 B EAB 4545 3 N\ DON /= &b
PO WA, iBid Web & RIAZ R B &N K 7 ik KA FeHUAR IS 12 T 69 A4
flaginfo W &9 F 5 %, H¥1ZF & # i@ MD5 12 H G A B A ey T <
HH RN Flag B8R (BX: Tx3dFH8) ;
MEEHUIR 5235 % FTP IR %% F T 2 X4+ productinfo. php, %45 i% PHP
A2 XA, £1ZAL 7 R AL B A KAE 55 1 A P 89 Web & AL 7 5% N
RAARFHAIT LR AG I, BB LAY P 2 5t FLAGOT F /4 %, Kz 54
%38 it MD5 12 H 6 18 W A A o st 4] 42 FAEH Flag (AR R (F X:
T B FAEE)

Y B AR AL 555 2 AP 69 PHP A2 5 A, 181542 5 R ILAR % 3F R AL %
1T e Web o AAZ R B ENRXIR#ITEEGY, BREZL LT
TR0 FLAGO2 F 45 &, ¥ F 7 i@ if MD5 i2 H )5 iR &) oh A {8 69 + < it
HIE RN FlagARR (BX: +#tHF5%8)

Y B AE AL 555 2 AP 69 PHP A2 5 LA, 181542 5 R AL AR 5 3F R AL %
1P h Web o AR B ENRXIARRITEELEGY, REZLHS P
=09 FLAGO3 F 45 &, ¥ F 45 P i id MD5 i2 B 5 iR & oh A {69 + < it
HIE RN FlagARR (BX: T4 F58) ;

Y B AE AL 555 2 AP 69 PHP A2 F A, (£ 1542 5 R ILAR B 3F R AL %
1 AFa Web o AR B ENRXIRRITELEGY, REZLH L P
TR0 FLAGO4 F 45 &, ¥z F 45 B id MD5 i2 B )5 iR & oh A {h 69 + < it
HIE RN FlagARR (BX: T4 F58) ;

Y B m AR AL 555 2 AL 69 PHP A2 5 LA, 181542 5 SR ILAR 5 3F R AL %
1 AF a9 Web o AAZ R B &N RXIRRITELEGY, REZLHL P
7= 469 FLAGOS F 475 % , F3% 5 /4 % il i3 MD5 12 H )5 1R © b A 1AL 69 + o< it
HIE RN FlagARR (BX: +x#t4F58) ;

¥ 2% 384T 5 89 productinfo. php A2 5 A L4 Z ¥ AUFTP IR %, H &L
FHUHE I AL S 1 AP AE 49 Web & BIAZ 5 5 & MK, 7 ik 3t fe bl
MR, Fotet Web T & 3¢ b 49 5 45 & il it MD5 & H )5 12 W 4998 A
ey T <# L RXEN FlaglAR (B Tx#49FHFF) ;

£4 4: ICMP 25 Z MK (60 %)

A HF B

HFHHL:

EFE . KEHURAE R A E AL 69 DAL
W3 WARAE & % . Windows7 64 {538 A1 5%
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JEWAALIRAE A % Ubuntu Linux 32bit

AR R e T 1: Python3

FEMIMIREAE R 3 T B 2: WireShark

REWAR K EHEIRFZE 6% %: Bridge (H7dE)

R P 4: root, FAL: 123456

JEWAPLIRAE R 4 2: CentOS Linux 5.5

JEWABUIRAE R G K T A 1: GCC

JE AR R LK T B 2: GDB

AP 4%: root, %4h: 123456

ﬁﬁﬂ%:

R %% %7 : Windows Server

R %57 1R4F & % Microsoft Windows2003 Server
R EF=FTIP THIRS A F % : anonymous, %K4L: 123456
REEZHZFTIP THR S35 2121

R%5EF= FTP L4£IR % B F % : anonymous, %K4L: 123456
REEHZFTIP LR 4550 : 21

EHAE:

1.

MFEHUIR 5535 3 5 69 FTP JR %35 F T # LA+ scan02. py, %% 1% Python3
R XA, A2 1% AL B 55 A S H AL Fe Lt 4769 ICMP R A é’aimﬁé%&%?ﬁ
M FE MR, HEBZ IS b F e FLAGON F/4 %, ¥HizF el
MD5 zé%’”—)é:é@éﬁ%%’r‘?fﬁéﬁ—f—,\ S 4E RAEA Flag {8 (X Jr»\
FFHE)
é]_éi;éﬁ;ixpﬁﬁ—ﬁgﬁ B 7 ¥ &9 Python3 #2 5 X 4+ scan02. py, 1£1Z4%f %
I E AT AL B AT 89 ICMP R AL 89 £ HUie AR A F MK, 34 5 % 3
% o 2 £ 09 FLAGO2 F 47 &, ']T17§'—f€r$3\ & i3 MD5 iz H )5 14 &) 44 o5 A
BTt R L REAN FlaglARRK (X T#HFHFE)
Yk B2 AR 7L 5 AL B 7 F 49 Python3 42 5 LA scan02. py, 1£1%42 5 5%
B A E AT e b 4709 ICMP KA 69 AU K AR A F MK, 385 % L
% o 2 £ 69 FLAGO3 F 4F & , FriZ 5 % i@ 1T MD5 i& 5 5 14 = #9518
B9t ERMEA Flag R (B Tx#t4F5%)
WG 1Z AL 5 AL B 7 P 49 Python3 #2 5> X4+ scan02. py, 1£1Z42 7 %
I S AT Se ALt 1T 89 |CMP £ 7 89 E AUFE RAX M B E MK, 34 B i% L
% o 2 ey FLAGOA 546 %, 3% F 4% & il if MD5 38 5 34 =) 6975 {8
B+t L REA Flag iz (HBX: T-#4F5%)
Yk SR G B IZ L S5 AR B 7 F 49 Python3 42 5 LA scan02. py, 1£1%A42 5 5%
LA K AUt Se Lt 4749 ICMP R A 69 £ AU AR A F MK, 34 B 1% L
3 b 2 By FLAGOS 5/ % , Friz 3/ & i i3 MD5 12 )5 12 & 64 %5 A 1A
BTt 2 RAEA Flag AR (X Tt FHE) ;
i@ 1T Python3 #2 5 fR 88 5% ATAE B A scan02. py, FizA4L 5 XA AT
BHRTERY, RIAMEHFHAANATHR (BB 1/F0H1AS
FRBVATHRE 1VANTH) , M X544 683 D5 25 6=
Ao AT LA o BRI RAE N Flag AR B X: +x#t#FHH)
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4 5: HBathiELBENK (80 %)

X 7S A LR

HEH M

EE T BRI R S S 8 R AL

W IEAIRAE R % Windows7 64 4538 A0 Ma

JEWALIEAE A % Ubuntu Linux 32bit

EAIRE R G T A 1: Python3

BWMBEER % E T E 2: WireShark

JEAMAAE F 5 AR FZ H e X Z: Bridge (#74%)

B P4 root, %Ah: 123456

JEAIAUIRAE R 4 2: CentOS Linux 5.5
AR R A TR 1: GCC

B AR R 3 T A 2: GDB

B P4 root, %ih: 123456

e

AR %235 % : Windows Server

R % 5B=1R4F & % Microsoft Windows2003 Server

R EF=FTIP THIRS A F % : anonymous, %K4L: 123456
%55 FTP TH R 53%0: 2121

R BF= FTP LA£IR 4% B F % : anonymous, %K4L: 123456
%5 %% FTP LAER 5550 21

EHAE:

1.

IR 535 % 5 69 FTP JR %35 F T & XL+ routingattack. py, % &
1% Python3 A2 /%, FIVAT e : a. @i 3 EH WireShark A2 5 5 #7¥e
MR ZMFNEFERIE L b B HATR 6% A XA G938 G WL, ¥
Bh &k #ITHR B FNL, EE routingattack. py F2 5 IS =409
FLAGO1 575 &, 5% 5 44 i@ T MD5 38 FL 5 18 =) 6o A i 69 o< bl 4
RAEH Flag B2 (X Tx#FFHE)

WL AL S5 AL B 1 P 49 Python3 A2 F» XA, 1£1Z242 5 52 IR AL 5
AR e R TR FRARE, MEZ 4 Y F R R
FLAGO2 F 41 % |, Fix 3 /F il 11 MD5 12 H )5 8 B 9o A A0 T >~ b4 4
RAEHN Flag BB (X Tx#FFHE) ;

WL AL S5 AL B 1 P 49 Python3 A2 f» XA, 1£1Z242 5 52 IR AL 5
AE A P esb i R AT AR, BE R4S PR
FLAGO3 F4F %, Fix 3/ il i1 MD5 12 H )5 A B 9o A A0 T >~ b4l 4
RAEHN Flag BB (X Tx#FFHE)

Y L2 A AAE S B 1 P 49 Python3 A2 5 XA, 112425 52 IR K- 5
AR e R TR FRARE, MEZ Y F R R
FLAGO4 F 41 % | Hix 3/ i 13 MD5 12 H )5 A B 9o A A0 T >~ b4l 4
RAVEA Flag AR (B X: T4l FHE) ;
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5. WAL A 1 F Y Python3 A2 5 A, 1E%A2 5 52 L) A4E 4
AE A Pt e bk A AT EN R, BEZIF L TR
FLAGO5 545 & | J5i% 5 /4 % i@ it MD5 15 5 J5 iR &) 4995 A (B 69 + o< 3k %) 2%
RAVEA Flag ik (BX: +<#HFHB)

4 6: ZMHFELBHEMNK (80 )

X B8 R F

LEHML:

ER D BEMIE R A AT 8GR B

W FEAIERAE R %: Windows7 64 {238 A1 0&
JE WPLIEAE &2 4 1: Ubuntu Linux 32bit
B R %1 KT H 1: Python3
EIIIEE R %1 E TR 2: WireShark
EAIIIRE R 1 %K T A 3: GCC
IR R 5N FZ B 49X F: Bridge (Hrd&)
B P 4%: root, E#:. 123456
JEWIALIEANE & 4 2: CentOS Linux 5.5
JEAIARAE R L0 X TR 1: GCC
JEAIPARAE R 203X T B 2: GDB

K P 4%: root, E#:. 123456

e hl:

%% %% 1: Windows Server

REZ71HB1EFR%: Microsoft Windows2003 Server
5B %189FTP T#HIRLS A P %: anonymous, %45: 123456
R% 5% 189 FTP FTER S0 2121

R%EF% 169 FTP L43IR% A 7 % : anonymous, %#%: 123456
R%RHFNHFTP EERS%0: 21

%% %% 2: Windows 7

REZ7 2HBEFZ%: Microsoft Windows 7

HEHFAX:

1. AEIIRSZZ T 16 FTP R4 5 F T & LA cloudattack. py, %%
Python3 A2/ X4+, {21%42 /7 K ILB i FeAUIR 4 25 %% 2 + X A Oday
RF 6= IR RRIFZ ARG B 6 R & MIR; T & cloudattack. py #25
A, BB A Y P Bt FLAGOT F 4 &, Kz 545 @i M52 H
JG 18 =] B e AT A T o A 45 RAE A Flag (AR 3L (B X0 Tt 4] F 4
¥) ;

2. WEEHIFIZIESAE 1 P49 Python3 42 5 L4+ cloudattack. py, {£i%42
AR ALB I R hUR & B %% 2 P L B A Oday R 69 =R 5 R R AFIZE IR
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10.

5RUOR G, HWEZ LY+ 25469 FLAGO2 /4 %, iz /iF $il
it MD5 iz $ J6 14 B 0995 A A8 69 T o< BRI 45 R AE A Flag fisex (X +
SR FHE)

M LR AR IZAE S AL B 1 P 49 Python3 42 5 LA+ cloudattack. py, 1#1%4%
LB FeAUR S B %5 2 F R B A Oday B iR & =R R K[ ZEIR
£ RORZ[IE, HEZ 4L P =509 FLAGO3 F 47 %, iz 5457 ¢
it MD5 iz $ 6 14 B 0995 A A8 69 T o< BRI 45 R AE A Flag sz (B X: +
SR FHE)

MW LR AR IZAE S AL B 1 P 49 Python3 42 5 L+ cloudattack. py, 1#1%4%
R LB FeAUR S B %% 2 F R B A Oday B iR & =R R K[ Z =R
5RORHMIE, HWEZ LY+ 25469 FLAGOA /45 %, Wiz /i $ il
iT MD5 i H G A E 69 oh A A ay T o b I 2 RAE N Flag AR (B KX: +
NEFAE)

MWL AR IZAE S AL B 1 P49 Python3 42 5 LA+ cloudattack. py, 1#1%4%
BB AUR S B %% 2 F £ B A Oday B iR & =R R K[ ZEIR
SRR HMIE, HMEIZH Y b 246 FLAGOS 535 %, iz s /4 i
iT MD5 i H G A E 69 oh A A ey T o b I 2 RAE N Flag AR (B KX: +
NFFAE)

MWL AR IZAE S AL B 1 P49 Python3 42 5 L+ cloudattack. py, 1#1i%4%
BB e AUR S5 %% 2 F £ B A Oday B iR & =R R K[ ZEIR
£ RBORGHIE, HEZ LMY b 259 FLAGOS F 5 %, ¥z 5/ $id
it MD5 i2 H /G A E ey oh A A o BRI RAEN Flag AR (A K: +
NEEFAE)

9 B AR % AL S B 1 P 89 Python3 42 /5 X cloudattack. py, 1#1%4%
BB AR S B H % 2 F R B A Oday BiR & =R RFFZEIR
5 RORHMIE, MEiZ 4L b 25469 FLAGO7 54 %, Hiz s/t $il
it MD5 i2 H /G A E ey oh A A Bt R RAEN Flag AR (A K: +
NFFAE)

9 B AR % AL S B 1 P 89 Python3 42 /5 X cloudattack. py, 1#1%4%
BB AR S B %% 2 F R B A Oday BiF & =R RFEFZEIR
5 RORHMIE, MEiZ LY b 25469 FLAGOS /4 & , ¥z /if $ il
it MD5 i2 H /G A E ey oh A A6 ot R RAEN Flag AR (A K: +
NEEFAE)

WAL AR IZAE S AL B 1 P 49 Python3 42 & X+ cloudattack. py, 1#1%4%
FRAdd e R 5552+ X BA Oday BRI IR 5 R KA Z IR
(BRI, BEZ 4L b =469 FLAGO9 Fi4 %, ¥z F /4 %8
i$ MD5 32 f G 8 ] 699 A A+ os st A 2 RAE N Flag AR (F X +
NEEFAE)

WAL ARIZAE S AL B 1 P 49 Python3 42 5 X+ cloudattack. py, 1#1%4%
FR AR 55552+ X B4 Oday BRI IR 5 R KA Z IR
£ BRI, BMEIZ 4L b =469 FLAGIO F54 %, ¥izF 4 6@
i$ MD5 2 H G 8 ] 699 A {Aag o st A 2 RAE N Flag AR (F X +
NEFFAE)



1. @it Python3 A2 i i 4% 5 FAT AL/ LA+ cloudattack. py, RIAFFEHLIR 5
R 2 FEIRFBHR SRR, AT 2R G BARIEAET 69 U4 FLAG
L ey G BN R, FIRTS Bl MD5 & H G 18 A A AT e
AR FlaglBRET (BA: +2HFH$)

(W) F=HEAEHPH (300 4)

B2 Azt F & DON 6913 8222 TA2)F, A WIRFBO%LEY, ZRFH

BBt SR AARR (AT RRANE) ARE ZRBIIR S B HITmE,
+£A%1F% HiRZAMEE (ACARNEF) X ERH B HITHEN
Ko

n?r‘é %?*

RT1: ZATRE BREG A,

R 2: MRS B P 69K IR T AL & % AR F LT it & R kR ;

R 3 mBEE AR

R 43R C A RINE AT A5 E NG, BT FLAG 1A H R B R AR E %

EEEI:

EE T TR RAANXFRSG S GRS 3% 1-1024;

EE 2 TR RFAUR S B AT

EE 3 ABENE AT+ RE4, ERITIGRAIIES) TIFAETIR 5
BT R

i A4 fﬁAﬁl%ﬁ%aamk 44 Flag 14;

% 5: FLAGAANE S TR IRF B E—MHAFIR, BEXTKRPRSBZXA
—A~, ¥e89 Flag {284, /root/flagxxxxx. txt LR AL P, 1L
st F¥e bty Flag 1838w 3 4, HEATFRIT N KA F¥eMEy Flag {84214 3
o, FAIFEME Flag AR A ORI — Kk, AEXAFAFHIENELE, R
T F¥e ey Flag 18, RBIBE 2455 F¥bLay P ik,

AIANAFTE, Bl FTUMERE A FORSE, CTUEL L F
B9IR %25 o

FiR P &

1. ¥ LA RETRAEEGASENGRE, 2REFRIGASEANGE X
R, AR R R 3R R — AR,

2. YN L&RBETRAGEE S LERF, 2REFRI L4 LEGAXR
By, A R R 3R B — AR

3. M LMW TRALELMFOSRF, EREFRI L 4L XF
B, 5 A6 R IR AR 45 A R I — AR AT R

4., BEZAREIRGTREO ST ZARAIITORE, KA PRI T
AZARAL AT B9 AR 5, A ) b 0 R R B &R A PR o

5, BUEAARBORSTRESTEFTREHRAE, KA PFRIEFKX
B RRR S, AR RIRFRR AR R,

6. BMFZAAFTTRAELEA-EZALE]], FTURILE], FFHAMY
695 1T AERIE] &2 LR,

HFBTA LA RR L, REEFH LML FRIGRSRIE, HHRRE
H Ak F¥e bl b a9 FLAG /A SE/T4R o
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